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[Abstract]

Network robustness is one of the most important characteristics needed as the network. Over the
military tactical communication network, robustness is a key function for maintaining attack phase
constantly. Tactical Information Communication Network, called TICN, has mixed characteristics of
lattice- and tree-type network topology, which looks somewhat weak in the viewpoint of network
robustness. In this paper, we search articulation points and bridges in a current Tactical Information
Communication Network using graph theory. To improve the weak points empirically searched, we try
to add links to create the concrete network and then observe the change of network-based verification
values through diminishing nodes. With these themes, we evaluate the generated networks through SNA
techniques. Experimental results show that the generated networks' robustness is improved compared

with current network structure.
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I. Introduction
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II. Related Work

1. Network Robustness
1.1 Definition of Netwrok Robustness
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2. Method of Improving Robustness

2.1 Articulation node and Bridge
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3. Social Network Analysis(SNA)
3.1 Definition of SNA
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III. Searching weak points and
improve robustness

1. Experiment Network
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Fig. 1. TICN Structure (Example)
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Fig. 2. Classification of Network[15]

2. Searching Articulation nodes and Bridges
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3. Adding new Links
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3.2 Creating Networks
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Table 1. Steps for Adding Links

Step Explanation

NW® Existing Network

NW® NW(D. + Add Link to SN(Small Node) and
MT(Middle Team)

NWG NW@ + .C.o.nnect SN and MT with
adjacent divisions

NW®DA Removal of NW® Nodes

NWQ@A Removal of NW® Nodes

NWQRA Removal of NW® Nodes

4. Assessing Betweenness Centrality
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5. Measuring Network Robustness Indices
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5.2 Diameter / Isolated Nodes
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5.4 Betweenness Centralization Index
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IV. Data Modeling and Experiment

1. Node and Link data of TICN
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Table 2. Classification of Nodes

Type \ Node Num
Total 113
Large Node(LN) | S001 ~ S013, S015, S104 15
S014, S016, S017, S106,
Small Node(SN) $108 ~ S113 10
Large Team(LT) | S019, S027, S033, S107 4
S020 ~ S023, S025, S026,
Middle Team(MT) | S028, S029, S031, S032, 13
S035, S105
Small Team(ST) Remainder 71

L E5 Aol T'_‘KHB}E‘ iia(Sprlng)i B2 JF|
Jejmyt she] Z2|A A|ARIo g IHRslo L}E}Lﬁq
[11]. A1e} dae]ES Soll 2 YEYT 9] Hals Al
Aoz & 2 QI

2. Searching Articulation node and Bridge
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Table 3. Change of Weak Point

Division NW® NWQ® NWQR
Network Size 113 113 113
Number of Links 121 136 142
Increase of Link(%) - 5.8% 4.4%
Articulation Node 33 28 27
Reduction of A.N(%) - -15% -3.6%
Number of Bridge 96 73 73
Reduction of Bridge(%) - -24% 0%

Table 4. Articulation Node Search Result of NWD~®)

NW Articulation node
Total LN SN LT MT ST
NW® 33 10 10 2 11 0
NWQ® 28 9 6 2 11 0
NWQ® 27 9 5 2 11 0
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Table 5. Bridge Search Result of NWD~®
Bridge Type NW® NWQ® NWQ®

LN-LN 1 1 1
LN-SN 4 0 0
LN-LT 0 0 0
LN-MT 3 0 0
LN-ST 19 16 16
SN-SN 5 0 0
SN-MT 7 0 0
SN-ST 17 16 16
LT-MT 0 0 0
LT-ST 2 2 2
MT-ST 38 38 38
Total 96 73 73
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3. Comparing Empirical Networks
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4. Effect of Node Removal
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Table 8. Analysis of Disconnected Nodes

Division NW®DA NWQA NWQRA

Component 4 3 2
SN 4 4 1
MT 4 2 0
ST 20 12 4

Isolated Node 18 17 17
SN 1 0 0
MT 0 0 0

ST 17 17 17
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Fig. 4. Number of Dis/Connected node for Networks
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V. Conclusions and Future Work
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