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[Abstract]

In 2018, Cui et al proposed a three-factor remote user authentication scheme using biometrics. Cui et
al claimed that their authentication scheme is vulnerable to eavesdropping attack, stolen smart card
attack, and especially Dos(denial-of-service) attack. Also they claimed that it is safe to password
guessing attack, impersonation attack, and anonymity attack. In this paper, however, we analyze Cui et
al’s authentication scheme and show that it is vulnerable to replay attack, insider attack, stolen smart
card attack, and user impersonation attack, etc. In addition, we present the design flaws in Cui et al’s

authentication scheme as well.
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I. Introduction

AUFEZIE 7|9te] A AREA} Q15 A7 AMEAL]
IDe} mjAQIEZS ARESIY €A ARGANE UESShe
two-factor 15 AZS{1]12][3][4]°] = A=
o}, 2| 2Q] 9A AREAL 15 AZEoM = AFEARY] D2}
AL T ofle} ARGANY] AR HEZ Al AMESE
+ three-factor Q15 AZS{5]6][7][8]0] A= Qe
ZAlolet. 2018 Cui 5{9]:> AMEATS] AR HEE AL
5t three-factor Q1% AZ18 A|QI5tYITt Cul 52 ABA||
Y2 ARRSH 15 AZIET} multi-server S04 &
A ID(dynamic identity)S ARsE Q1= A71[10], 28]
multi-server oA AREALR] AR JHE ARESH QI
% 2Z11] ol oisl Agstlth L S{12)2
Li-Hwang £{13]o] A|2I5t three-factor Q15 AZlo] &
7 34(man-in-the-middle attack)xt A3t 915-&
HASIA] Bttty BAstY, OIE 7H/\\j?_}: three-factor

U A D% AHESHA]
%%Ur. Li-Hwang 59| 915 A4 2 %—Eroﬂfﬂ At
£2 oAoA AFRALS] IDQF WA E, T2] 1 A}
%K}Ql "@iﬂ BEE 92 10z 55 AE Algsh] o
= (1n31der attack)o] F|ofsict. o]5 7§A

@ Li £ 915 221 52 Sl ALglel D2 4
A A a_% EH S AMEl] AZotL, AHgAIY

8HH AR h(N|[PW))E 55 Al
E10ﬂ Kl*o}@l IDS’Jr AR = UIRA 340 F ekt
Xue £9] 91= AZN10]2 multi-server 7oA AFE:
A1l 4 IDE gt CIDt AHo] IDQI SIDE ARg-st
I, Li £9] 9= A7IXH v]Y 29 ZH(secret number)
yE A&ttt He-Wang®] 915 A7[11]2 ECCE AR
St multi-server £739] three-factor 91% A7102 A}
BA19] FA 1D} AH{9] IDE ARESIH AREAPL 55 Al
B0l 555k @AM HA] F&(fuzzy extractor)Z A
3t} 3t He-Wang?] Q15 2712 74t v]-8a} EA4l
HIJ‘H 242 U8 U5 AU vl FAToEM,
Q15 AZdo] At HE| goA &Eshr] XA
g5ttt Vanga {14l
& X ozt dE A5,

He-Wang 59| Q15 A71o] AAY FZA(replay attack),
AREAL A /d(user anonymity), AREAT 7V S A(user
AFGATR] AR AL
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impersonation attack), J72]1L
& Z279loz  9lshy

DoS(denial-of-service) 324 Sof oMHsHA] ¢8-S &
tt. Cui %4 o1z A712 multi-server 730419
sorRoy,  ARlEY Ea
multi-server 9}740] ofd U¥hARl AREA} Q15 S
oMol N2& three-factor 1% AZlg Aot}
Cu 52 M9 Aol = 374
(eavesdropping attack), AOFEFIE BA] %@,(stolen
smart card attack), 72]1 DoS Z-Zof EdH35| ¢t
ol Fsilen, o] Qo mjAfle FF
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o etdstcy £2ASIYCH U B =5ojA] Cui 5o
Z Aot Aut, 159 —r”ﬂr 22} Cui 59
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II. Related Works

1. Cui et al’'s Authentication Scheme

2 AoMes Cul 5ol Ast A FE 7]8te]
three-factor Q15 AZ[9]0] djsl] Am2c}. Cui 59 <
% 220 A3t 715 = Table 13} T

1.1 Registration Phase

AFEAH U7E 52 AE] RCO ARI9] HuE S=5]
SJshAl, AHAI9) IDQF HAYE P, 2] 3 AAlL] AR A
W BE s, ATtETIEL W NS Agelel, 55
AlE(o] {ID;, By, P, N}& RSt 55 87 HAIKIS 2

< RC+= Fig. 1.3} o] o3 a4

(DAFgAIel A POl W4 NS Aglo]
RPWi=h(N|[P)& AAFICY.
(A1gx1el DO U4 N Agsiel 55 ID
CID=h(NIIID)E: Akt
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(IX18410] 48] 32 Bet RPWLS XORSlo] BPW-B,
Gh(RPW)Z AL

(AFgAI0] B AEE 9ol MBI e
ORPWS ZAric,

(5A18410] D2} WASIE Po] WP 5L 93] AT
831 Teh(CIDIRPW)S ARIICY.

(OHh(T)S it

(52 AEj= AufE7L=o] (BPW, H. e, h(), v, N}
S A

(BR8] UolZ] AntErt=g B,

h(CIDjl|x)

1.2 Login Phase

CAILALEAL U AHle] IDeF HAYE PE e
B, AUfETIEE CRS TS AlsgRich

()AFgATe] Ik AutETLEo] A W NG ol
5to] AREARS] 54 DI CIDi=h(N|[ID)E LRIt

Qe ALgte) TAgE Pof 4 N o]-galo]

oll

}

RPWi=h(N|[P)E Alitstct.
(3)2ofl  AAgE  CIDQF  RPWE 0] &35}
Ti=h(CID;|[RPW,) & AlAH3tcY.
(4 )0—*0%1 ARKSE Tioll s3] Aatstol h(T)E AlLket
S ELiis)

A2 ADTEZIE = O AP ES ASdslt
(et RPW/E 08510 Mi=ei® RPWE AlLlst
2/ RE A/dsto] Mp=MiBRE AlLSIT.
QHg 7] YQ} ReE ©]&sfl Ms=h(y|IRc)& AkFRICt
(AM;2} RPW;E 0]-8510] My=RPW;BMsE A4ttt
(5)Mz, M, M4§ 0]-83]] Ms=h(Mo||Ms||Ms)E AlAFITE
(6)A8 SolAl {CIDi, Mz, My, Ms}S -85t

1.3 Authentication Phase
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(2)4ee] ID SIDRF QroflAf AAkgE Med} Mg, 12]31
MyE ARE51T0] Mio=h(Ms|[SID;|[Ms|[Me)E AlAFRITE.

B RsE /4510 Mii=h(Mo||SIDj|ly) MRS
Attt

(4Mi2=h(Ms|IMs|[Rsl[y)E AlAFICE.

(OAH S= Mo, Mitg ATFEFIE R H-E5t

A3 Mo, Mi}& A2 ANFEZIE= 05 W5

=2 0w
(DMio2F h(RPWi|[SIDy|[Ms|[M1)E Aleket At 3] &
U4 oi9g AT T Yol FUY A AntET}E
L AulE PYe ABR Q1501 ke 2P A% A
Table 1. Notations
Symbols Description
RC Registration center
Si The j-th server
Ui The i-th User
ID; The ith user’s IDentity
P; The password of the user U;
B; The biometrics of the user U;
SID; The identity of S;
« The master key selected by RC that shared
with the server
One key shared by the RC, server, and the
y user
N, RR“’ Rs Random number
The dynamic identity generated by U; for
CID; o
authentication
SK Session key
h(.) One way hash function
Il Concatenation operation
S5 Exclusive-OR operation
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User Ui(smart card)

Registration Center(RC)

The user select ID;, P;
Enter biometric information B;
Smart card generates

random number N {ID;, B;, Pi, N}

Users get smart card

>

Compute RPW; = h(N||P)
CID; = h(N||ID))
BPW; = BiGh(RPW))
e=h(CIDi|Ix) BRPW;
T=h(CIDi|IRPW))
Hi=h(T)
Store {BPW, H; e;, h(), y, N} in smart-card

Fig. 1.
+ AMHE A9et H‘ﬂi IS Thg A2 A% A38
sty JA] ?z,% & S TS
(2)M13=h(RPW; [ly) EM3bM112 AlLFeTT.
(3)5'3}57}':% Vﬂ 7] SK=h(M;||RPWi[[Rc|[Mi3]|y)
= AAtstal, Aue Al 7] SK=h(Ms|[Ms|[My][Rs|[y)
Aletetct

1.4 Password Change Phase

AR A4S DS WA PE YHsIH ArlE
JloL g PSS U

(HRPW;=h(N]|P;)2} CIDi=h(N|[IDy), J2ja
Ti=h(CIDy|[RPW,)E AAISHT

(ID(T)et He| SWY o192 HZsl0], SUslA| %S
A9 WS FRAT, TR §L A9 M2 AU

new= olgjylu
PrE Jye=rt

(3RPW"*"=h(N[[P"*")e} T;"*"=h(CIDi||RPW"") S 7|

>
o|A
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(4)H "=h(T"*")Q} B=BPWiDh(RPW;)S AlAFsHCE.
(5)RPW;=Bibh(RPW;"*")} h(CIDi||X)=e:DRPW;i S A4t
et
(Bler”
(M2 {BPW™", H™,

ol

=h(CID|[X) BRPW;*" S AXtgIc}.
e, h(). yi& Adeitt.

ITI. Analysis of Cui et al’s
Authentication Scheme

1. Cryptanalysis and Design Flaws
3.1 Cryptanalysis

B oL Cui 59| A5 A700] et HAS B
3lo], Cui 59| 915 A7lo] ADIEFIE BAl TA AL
AL7PE 34, mAYE 25 37, T12]1l DoS 34 59

Cui et al’s Authentication scheme — Registration Phase
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User Ui(smart card) Server S;
Inputs ID;, P;
Smart card compute
CID; = h(N||ID;)
RPW; = h(N||P;)
T, = h(CIDi||IRPW;)
Verify Hy" ?= h(T)
Input biological feature By’
Smart card compute B= P;®h(RPW))
Verify B; ?= By
Generate random number R,
Compute M; = ¢iBRPW,;
Mz = M1@RC
Ms = h(y[IRc)
M4 = RPW,@M3
Ms = h(M|[M3|[Mg)  {CID;, M, M,, Ms} Compute M¢=h(CID;l|x)
> M;=M,DM,
Mg=h(y|IM7)
Verify h(Mz[|Mg||My) ?= Ms
Generate random number Rs
Compute M¢=M,DMg
Mio=h(Ms||SID;||Msg| M)
M11=h(Ms]|SID;|ly)BMgbRs
Verify {Mig, Mg} Mi2=h(Me| Myl IRs|ly)
h(RPW;||SID;| IM3]||M1)?=Mq =mmmmm
Compute
Mi3=h(RPW;l||SIDj|ly) &M3H M4
SK=h(M:]||IRPWi||Rc[[M13]ly) DS —— > SK=h(M¢|My|IM7]|Rs]ly)
Fig. 2. Cui et al’s Authentication scheme - Login Phase and authentication Phase
o]-&-3ltt. 3 & ol}
Hi ?= h(T;) = h(h(CIDi|[RPW))
?= h(h(h(N[|IDg)|[h(N[[P1))) AR 7V 34
ARFEAR] Pio] 25 30| /d5sHH, Bi=Pibh(RPW)E AR ool aPgSol|lA =55t AREAL] 1Dy, Py, B,
ARgsto] AREALS] Brg T §R12] XOR i4tes A Al h(CID|[|x), 2123 AfEFIE 2A FA0A 255t W
Abgh & Qlth o] WYE B3l AR AR TVY 5 &= ARESHH, 2191 @0 Bt B ARE o Ut
Qg JES 5, AMEARY] IDQF fAYE Py, 2]y A R|aL Q7] wizofl ARt ARSAE 2191 TAof|A] SYSt
AE B =5 4 Qlth + Be A deAes sl & ot} 12i2 g Cui
50| Q5 A7} AMEA P A0 Flofsict
(3) e = (CIDJ'X)@RPV\L
Cui 52 9] & (1), (2)olA AREALS] IDet PiE jAQE 25 34
At 4 okl FAshl L, 12jA o] ug(3) = 54X} Cui 59 Q15 A7 AUIEFIE 24 34 HojA &
BT 4 giokn 2ANSICE TR B R0 B AN ule} Zo] ZARPL AvtETIES S A9, M
g uiel Zo] 3 AX = AREANY ID;, P, 12|3 B7HR] B 25540 45 4 o8z Cui 59 Q5 27
2T S8 4 olT, ANJEIIES HSolgie A9 IS L Hags R53A0 Fokelcty & 4 gk
AR AW et N 22T BE@elN s
PW=h(NI[P)Z ol 85l0] e@RPW-h(CIDIx)E 71t UpRat 37
BAAIE O g9 XOR $AO2 h(CIDRZIAE]  Cui 59 95 AL 52 ol AgAPT 52 Al
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Table 2. The Results of Reanalysis of the Cui et al’s Authentication Scheme

Function Cui et al’s Scheme Reanalysis Results of Cui’s scheme
Resist Stolen smart card attack Yes No
Resist Password guessing attack Yes No
Resist Dos attack Yes No
Resist Impersonation attack Yes No
Resist Anonymity attack Yes No
Correct Password update Yes No
Resist Insider attack - No
Resist Wrong password login - No
Resist Replay attack - No
Mutual authentication Yes No
Holl B2 Gelel (D, B, P, NIg MR J2jm2  wae viet ol, 3ARPE 239 Jﬂ% oE Sue
Aejo] Ui BRI ALgARY] AHESS g5 2AT W 4 9lo0@ Cul 59 AF AL DoS A0 Hofsict.
2 glo] ¥g Irj2e] Jug sslel ALgE 4 9k
A o 3.2 Design Flaw
Cui S9] Q1% Azle mjA0le ¥ o7 (2)ofA] A & RollAle Cul 59 A5 2300l tigh A7 oF
AE M2 WA P2 glelslnl o] pMVE Alg 2 Qlslol WAste RANESS B3l
o] (3)ofl4 Mz RPW™2 Zuiz Akt (2)9F
(3014 ALEAPE A ES BR Qeists 2 Aast AW D 2] gEe] vx
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015 At whet A4y CIDofl AFAl9] v 7] x5
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510 My=M,®MsZ A4ttt} 1™ 02 8] 5-77] y&
o]-8510] Mg=h(y||Ms)}E Alktsitt. oA ALt =2
AREAT] A AZE Holl A& HIAIR] Msef A7t
ALEE 2F h(Mo][Mg|[Ma)E Bl 1St AREALS] A S
A2zt of2fst 915 W =
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3.3 Simple Method of Improvement
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IV. Conclusions

8719 DS WA £5 374, AlErlE B4 37,
WY B, URAT B2, A 0 So Aokl
ouf, A7} XOR kL0 2 AFgALe] 3R] FRHA
5% 4 9] At 71 30l FRsiEch AL
Cul 59 915 AZe WALl e 987} FARIgO

o], ALBAP} ABe] SIDE & & 9l Wue] Az 2

5 R8RS NN Aelol chat AEIEa AM 715 Ay
2 YT 5 Qs 2APE EAElch Jeja g Cul 59
A% A7)e ObHE AFRAL A% A7loleti & 4 ¢

REFERENCES

[1] YJ. Liu, C.C. Chang, and S.C. Chang, "An Efficient and Secure
Smart Card Based Password Authentication Scheme,"
International Journal of Network Security, Vol. 19, No. 1, pp.
1-10, January 2017.

[2] P. Chandrakar and H. Om, "An Efficient Two-Factor Remote User
Authentication and Session Key Agreement Scheme Using
Rabin Cryptosystem," Arabian Journal for Science and
Engineering, Vol. 43, No. 2, pp. 661-673, February 2018.

[3] Y. Choi, "Security Enhanced Anonymous Two Factor Mutual
Authentication Scheme with Key Agreement," Korea Digital
Content Society, Vol. 19, No. 12, pp. 2415-2422, December
2018.

[4] W. Zheng, Z..Gui, D. Liu., X. Li, and B. Chen, "Lightweight
Certificateless Two-Factor Authentication Protocol Using Smart
Cards," Journal of Internet Technology, Vol. 19 No.7, pp.
2227-2234, 2018.

[5] A. K Das,
biometric-based remote user authentication scheme using smart
cards," IET Information Security, Vol. 5, No. 3, pp. 541-552,
2011.

[6] Y. An, "Analysis and Improvements of a Biometrics-based User

"Analysis and Improvement on an efficient

Authentication Scheme Using Smart Cards," Journal of the
Korean Society of Computer Information, Vol. 17 No. 2 pp.
159-166, February 2012.

[71 Y. An, "Security Analysis and Enhancements of an Effective
Biometric-Based Remote User Authentication Scheme Using
Smart Cards," Journal of Biomedicine and Biotechnology, Vol.



48 Journal of The Korea Society of Computer and Information

2012, Article ID 519723, pp. 1-6, 2012.
[8] S. Ibjaoun, A.E. Kalam, V. Poirriez, A. Ouahman, and M. Montfort,

Authentication for Multi-server Internet Services," Networking
—ICN 2001 First International Conference on Networking 2001,

"Analysis and enhancements of an efficient biometric based Vol. 2094, pp. 174-183, July 2001.
remote user authentication scheme using smart cards," 2016
IEEE/ACS 13th International Conference of Computer Systems
and Applications, 2016.

[9] J. Cui, R. Sui, X. Zhang, H. Li, and N. Cao, "A Biometrics-Based
Remote User Authentication Scheme Using Smart Cards," 3rd
International Conference on Computer and Communication
Systems 2018, pp. 531=542, 2018. https://doi.org/10.1007/978-
3-030-00015-8 46

[10] K.P. Xue, P.L. Hong, and C.S. Ma, "A Lightweight Dynamic
Pseudonym Identity based Authentication and Key Agreement
Protocol ~without Verification Tables for Multi-server
Architecture," Journal Computer and System Sciences, Vol. 80,
Issue. 1, pp. 1957206, February 2014.

[11] D.B. He, and D. Wang, "Robust Biometrics-based Authentication
Scheme for Multi Server Environment," IEEE System Journal
Vol. 9, Issue. 3, pp. 816-823, September 2015.

[12] X. Li, J.W. Niu, J. Ma, W.D. Wang, and C.L. Liu, "Cryptanalysis
and Improvement of a Biometrics-based Remote User
Authentication Scheme using Smart Cards," Journal of Network
and Computer Applications, Vol. 34, No. 1, pp. 76=79, 2011.

[13] C.T. Li, and M.S. Hwang, "An Efficient Biometrics-based Remote
User Authentication Scheme using Smart Cards," Journal of
Network and Computer Applications, Vol. 33, No. 1, pp. 175,
2010.

[14] V. Odeluy, AK. Das, and A. Goswami, "A Secure
Biometrics-based Multi-server Authentication Protocol using
Smart Cards," IEEE Transactions on Information
Forensics and Security, Vol. 10, No. 9, pp. 1953-1966, 2015.

[15] Z. Zheng, X. Liu, L. Yin, and Z. Liu, "A Hybrid Password
Authentication Scheme Based on Shape and Text," Journal of
Computers, Vol. 5, No. 5, pp. 765-772, May 2010.

[16] Y.S. Choi, J.H. Nam, D.H. Lee, J.Kim, J.W. Jung, and D.G.
Won, "Security Enhanced Anonymous Multi Server
Authenticated Key Agreement Scheme using Smart Cards and
Biometrics," Scientific World Journal, Vol. 2014, Article ID
281305, pp. 1-15, 2014. http://dx.doi.org/10.1155/2014/281305

[17] M. Qi, J. Chena, and Y. Chen, "A Secure Biometrics-based

Authentication Key Exchange Protocol for Multi-server TMIS Authors

Mi-Og Park received the M.S. and Ph.D.

degrees in Computer Science and Engineering

using ECC," Computer Methods and Programs in Biomedicine,
Vol. 164, pp. 101109, 2018. https://doi.org/10.1016/j.cmpb.20
18.07.008

[18] W.S. Juang, "Efficient Multi-server Password Authenticated Key

from Soongsil University, Korea, in 1993 and
2004, respectively. Dr. Park joined the faculty
of the Department of Computer Engineering at

Sungkyul University, Korea, in 2005. She is

Agreement Using Smart Cards," IEEE Transactions on

Consumer Electronics, Vol. 50, No. 1, pp. 251-255, February

2004 interested in mobile security, security protocol and IoT security.

[19] WJ. Tsuar, C.C. Wu, and WB. Lee, "A Flexible User



