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[Abstract]

In this paper, we propose a method to apply the attack surface expansion through decoy traps to a protected
server network. The network consists of a large number of decoys and protected servers. In the network,
each protected server dynamically mutates its IP address and port numbers based on Hidden Tunnel Networking
that is a network-based moving target defense scheme. The moving target defense is a new approach to cyber
security and continuously changes system’s attack surface to prevent attacks. And, the attack surface expansion
is an approach that uses decoys and decoy groups to protect attacks. The proposed method modifies the NAT
table of the protected server with a custom chain and a RETURN target in order to make attackers waste
all their time and effort in the decoy traps. We theoretically analyze the attacker success rate for the protected
server network before and after applying the proposed method. The proposed method is expected to significantly

reduce the probability that a protected server will be identified and compromised by attackers.
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I. Introduction

£X0 8 WHske 7]eolt [2-3].

MTD= Al7te] wWstof] mef B ooy AJARIS] Thefet
EXES WAt 25 Aoy 342 Aldshe 584
AP HoE 7]zolct [3]. MTDY] 7|=2 Al2slstH, U E
Y39 EA AAE vHle HEYS 7|9 MTD 7],
A28 SSIE0] EAS vHE E31E 719 MTD 7l=,
e 2 Fe S8 22 JE5 UMl ATEY)
o Z7|¥t MTD 7], % dlol8] o} 533 M= Hlo]
B 7]¢F MTD 7|&2 72 & A [2-3].

o9 7le &R 5o, & = UEHZ 78 MTD
(NMTD: Network-based MTD) 7]&of st =3o|c}.
NMTDE F7El= 7189 7[HE2 AaXl UEH A Qe
2}of|A] NMTDE G315t 7St SDN (Software-Defined
Network)olA} NMTDE &5t 7[HE2 272 &+ At

2 =roMe AR UEH D et FAGHE
£ A7E NMTD ¥HE [4-11] HofA], HTN (Hidden
Tunnel Networking) [11] 7]Ho] A&H B STAT AW
(Protected Server)o] tst HQFS =75t uA} it L
AXog, Botid Azt Ho] (Decoy)s2 e
Bt AH YEYDZ [3]ofl 3ol EF (Decoy Trap)
2 &3t 24 1 A (Attack Surface Expansion) B
9 1S Aegozmn, 99 ARE W 347 8458
(Attacker Success Rate)S 1A} st

TR SUR} o) 0]o] BAu SAto] Apol7} EA
S|t [12-13], ola] 24oA ol=olet s|UBke @25}
A 7SR Y1 E8SHL k. map 2 2ol
tsoleh goig ALg3It.

2 =po) e rea 2k AEAY YEYD ox
2ol NMTDE 7 7] 50] cistol A 2204 7t
25| A7fgict. Al YgolA META Auet ooz 7
Bl oA e WEgao] distel HmE § A 45

II. Related Works

DYNAT (Dynamic Network Address Translation)
(4= o0 Au7E AR 591 LE Hoot 340
5 W] Hsto, 2keRol BaAl SR [P £49
HEYZ £4 27 o]e]9] HH = (d: 3 AE D} 54
Al 2EWD)S deslstil Hoskeitt. dostel Soo}
£ 9lsto] SefolAE} M= £7] v 32 275,
A7 AR v S B7Iehe JEE wEde e
24 Hgto] Wgste s it dSstet B53to] AMEE
+ Keying Parameter=o] Al7to] w2t Hatsy] mZof),
DYNAT= NMTD 7|fo g HEE==ch

APOD (Applications that Participate in their Own
Defense) [5]&, Ul2] A" H4 2487] (Random
Number Generator)S o]-25}o], Ij7lo] £AIX] YEY I
£ Hlofd of mi7le] LEW SO} P RAS 7M7) 7HE%E RE
Hoot P 24 e oA FA 2 MEIE e e
th oIS =01, 22U E £9] 23 H2]A 0| E (Hopping
Delegate)= 7] &9 (real address, real port)=
(fake address, fake port)2 WISt} T2]1 1f7lo] 24
A WESI 0] £L% o), NAT Ao|=gjo]t Zatolole
o) 53 Welo|=ot Slak U4 WA e ALg
sto] Yefl IP 249} ZEWMS (real address, real port)S
AT}, ARto] Aol et g 719 gro] Y]
TfZofl, APOD 9A] NMTD 7o 2 FFH.

NASR (Network Address Space Randomization) [6]2
WIISPA Btk ABlo] P F42 sHR Zlo] B2l
ofsto] A3€ ¥ S|E2AE (Worm Hitlist) S 22U
9IS 4 9IE ofolcjolS 7]¥to@ A9l NASRO
HShA AHSL DHCP (Dynamic Host Configuration
Protocol) M2 RE] A4 AR AU M2f 245
oltjisttt. NASR-enabled DHCP A{#{+= refresh timer,
soft-change timer % hard-change timero]] 7|815}o] &
Srjat Mule] P 47} W] W7 4 Qe i),
Refresh timer+= Y S0jAF W7} [P 4 @AS SIE=
TFE7] St Bfo]tfo]al, soft-change timer+ ARE- 591
HZo] EAHA] eh=thl B Wotid AHof [P 49]
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Z715 ¥eidE Boltfo]t, hard-change timer+
AHE 590 0] EXfjsttete Bathd AW [P F4F
271 §islor she 4718 dEire BolHolt. ol &35t
o] NASRZ B o) AHo] IP 4 574 Hlol5 Lght
RHM (Random Host Mutation) [7]2 =& &5 &7}5
(Unpredictability)®] A& st HFM (High
Frequency Mutation)¥} LFM (Low Frequency
Mutation)2 AF25H= NMTD 7]¥o|c}t. LFME 7t B ST
A Aeio]] & 7FsSE P 240 BI9IE BHLE B0l E Qo]
gith J22] 3 HRM2 9478 ARE 1Akt 7F B o o) AlH
oAl LEMoflN g [P 4 WHfol] £351= [P 24 SIS
&5t HolE Qulsitt. RHM 2 ARt B oty
Aele] P %45 u37] Sistol HEMS ol g, 21 Az
£9 atete 2Rl ulab] gfstol LM o] gict,
DESIR (Decoy-Enhanced Seamless IP
Randomization) [82 NMTD 7i'd 9t opz} t o] 7§
e B8 wathy Aus W AR ol AgE
[P 245 =81809] &2 EX5H= Randomization 71E
SR RE e 120 2@ 345 U A
ol B ot AHs= ofu] AulA B9l A5 ufo] 19
o]d (Migration)gtt}. ofef ARGE]E 2 2l U EH
FoA AAS uto] 2 o] dsh= Wkt FASH. DESIR
o] A& oM TAXL ofd ARl S2o|UE=
Hoti AHY R [P 245 Q15 AW dopd
4 ok 22y DESIR:, A1 S2to]AET} obd 54
Aol ofsf 5 w752 H30]-H|= (Decoy-bed)H|2]
HIoloAl e =% on, FART A9 Al7kat
TS GESE o FuleteS st
HIDE (Host IDEntity anonymization) [9]= T2 A|A]
2 28510 9kt At BA i Yol Slstel
NMTD 7jido] 5712 ooyt sAEC] HARIE o
H3tet wHo|  (Fingerprint and
Mutation) ¥ 0]j3o| 7|&% 83H} HIDEQ] 7]&419]
NMTD ¥HHe RHMy} =gttt} Xfo]d oz HIDE= &
SO Aele) 1P 220t SRR 240} ofd TS S
Fol|2 Aot} E3t Bothd Auel sdsh AulAz
= Alsste W2 29 HiolE izt § ool gk ¥
olF Yo gH HIDE:= oty 2AES] PAHILY
E ojsiet Holg Alssit
SSCM (Scalable and Seamless Connection Migration)
(101> DESIR®] 174 uto]2efjo]d &7Md =AIE 25|
gfste] AIQE NMTD Whlole}. 54 Hol2 4385t AE7}

Anonymization

the 294 stz AR olsshe 22 ofd7] mizol,
Mg 2AEE o= e A2 AR S Mz 22
P ZA%0topet o] IP FARE 1i71S HUfj1 ¥

2 Qlohe ARAo) 28] SSCMo| A= Qict. 1 At
SSCM: METH} Au7H B2 0] A2 SAlo] Afulst
DESIRO]| v]s}o] 173 uto]1efloidof fsto]
TR AU BA] ARFE E55] 29 4 T
HTN (Hidden Tunnel Networking) [11]2 1X o]ujQ]
09 AL 74 wo] Z71oINE WaT Ale] 4 Hol
2 7H7 she e SR QY. £4 ¥o] 7]
7} golAIR, B4R} o9 A1d B34S §9) B
Auol §a7RHE okt 0|2 9latol, HTNoJA: A
W) SO Qo] AEst SejololEet At ol &
2 Ago] ARSI AN 718 Rl cheoz £ v

LA
TACIAM A FAE Al HolE 4oyttt

LS 0]
1 Qs A

III. Protected Server Networks

2 o= A Bl Aok B ot Aw HEY
= (Protected Server Networks)of] Ojato] AmEct &
SOpg AE ERTY FA P 54 BEES 5,20 5
Hothd AH i(1 < < n)7F F4& HolE 29
O P Fa WAL Sk S [3JoIA Aot
g AH HEYIA, St S
Sp= U789 2 BAIS FHAIct

Boop A 7t A Spoll &3 P 2AaSE AER0
24 Yol o8okl e 5ot AIRE tof] HatA Ald

19 P Z4F ps(Siy1)2HL 5KE 12 12 (5] = 1091 BE
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Fig. 1. Concept of Packet Processing by a Protected
Server and Its Decoys [3]
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Protected |

Protected
Server |

Server |

Protected '
Server n

Fig. 2. Network Architecture of Protected
Servers and Decoy-beds [3]

a3 1014 AT Spoll &3P 245 BAXK| 2 7K =

So usthy AY 7} Bt EYI0] wAksl,
Rt mlse mplo] 38 SRR P o] gt sy
tj5o]2 gt o] I7lE FollM Al ART tof] Barthe
Ae i) IP 2491 ps (Spp, ) 71 SAIA] [P 40110 B 9T
A 1] Fx] AulA £ BEN L BHx] BE Ws e
A TS Bt MY o7 7FeA 4 QL= NAPT
(Network Address & Port Translation)’} AX =t}

T3 2+ Botid Ay UES YlojlA ¢l o]-s =2t
Hotl AePt ofl 122 Mz AZE0] QleAlE HolE
ot 23 2004 WehHnt YEYS AUEA] A|2H 59
YRR HRARR] ookt 2 204, Botii A UEYR
Of AA P Fa AT S0l 31 [P FAS FAK| 2 5l=
REIPlE2 12 F L3 A9R1E S0t F, Hotii Ay
UENSz Aot EF Botid Ay 9 HY 550l
A3} P 545 5 sl S| 542 AP BE RIS
o Wty A¥ 12 RIAC of 1), L2 L L3 A9AlE
BEThy A 7} 15l P £42 BF ALgst ooty
wostal, Hotid A oA mizles 2EeIct siE
PSS SART Hatd Ay i, O3 10} Hedsto] der
afe} o], 79 Ql AREAS] TiZISTF NAPTS Eal A
LA 20fA Ageict

i
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IV. Attack Surface Expansion Approaches

Aol oS 283 7159 T4
£ [110] chote] Rejick. A7

= =
S37] 9igt Al 717 B EW =Y e ARl

Real Decoy Decoy Decoy
VM VM VM VM
Decoy Real Decoy Decoy
VM VM VM VM
Real Decoy Decoy Decoy
VM VM VM VM

Fig. 3. Attack Surface Expansion through Decoy Pool [1]

AR g2 H=o] & (Decoy Pool)g &9t 54
BH = ot o] ®iRoM=, 18 3ut 2ol DVM
(Decoy Virtual Machine)S©°] RVM (Real Virtual
Machine)51} 54t FEiz vjzech DVME & =&
oMo} tHolof siEstH, RVMS & =7oflA 9] Bty
A Ao sigeltt. o] Wi DVM Ato]ofl RVME &4
A A B4 4BES WAL 2 BE2 Ak

==

Trapl

Deccoy
VM

Decoy

Real
VM

VM

Decoy
VM

Fig. 4. Attack Surface Expansion through Decoy Trap [1]

&+ o Y oj3o] E3Y (Decoy Trap)e &5t &
2 ®H &7 Yot} o] WS A&sl] YoM &
ARZE G ARE Yiol] gAst . AT 4~ Qe F|] 3
£ K & golof st} Teut 2o 3]4 K9] g2 )]

(o) R ]

te 28 HololA] FARQ 7ol

71 oA 1 3 Kok SUstol, AR ERe 0K 5
U] RVME B53b] Slste] Erjstes AL,

oA st vt} o], AR Te) AIZE ol EAlst
54T & v A g4 K 2 vy ¥ 4 dvke
71go] AAAOIA] Z5b7] wizoll, Al HA] BRio] AIQtE]
At [1]. 2= 5ofMet o], fHo] Z2AF (Decoy
Cluster)= R7H9] DVMC 2 td=ct RO Zfo] KHETH
A} 39 tmo] 2RAEE ozo] 23] St} 1
Al 42 3% 4R o] 2YAE9 HA DVMZ
SAlst 2AF 2, AEE A7 o] A&al THE RVM

EL ohe O0] FAAES GULT FAE 4 Uck

Clusterl Cluster2
Decoy Decoy
Real VM Real VM
VM VM
Decoy Decoy
VM VM

Fig. 5. Attack Surface Expansion
through Decoy Cluster[1]
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37 B9 g Yol 7Pg LSRR Bok STl
Cz0] ERL AFGSIE 37 BY =Y Yol VY e
uE 7k ARl 0] SeARS Mgl 34 B
Y wpo] B0 259 BE /)52 ABRS BT

V. Attack Surface Expansion in the
Protected Server Networks

= )
UIEHIO] oo &9 ARF W SA4AH 55 (Attacker
Success Rate)— tl=o] %HAE% A& 34 Y
]

St A ME 0] 2 Al e
2 tia0] E9g A18ste 34 29 Yool 3
A%t 43I 2 470 HES WS PHS S 4

= ET TC od =
AT, Hot AH=o EH‘F ots 54 & A

bt z}% Homy 5U3! 4@ 91 (34 ARk 05
X Me] YESI oA SHa 4 9t WS Alkich

The rule for pS(SIiP' t)

The rules for long-lived connections

The rule for the first decoy

The rule for the &7 decoy

The rule for the last decoy

Fig. 6. Rules in the NAT table for a Protected Server

I3 62 [3]of|A Alteh ot A UEQ A9 NAT
Elolge] A S BolEtt. I3 6ofixie} o), Barie)
A i 5 Bosl] flste] dRId HIol-H|E iof] &3t 4o
off tieh Yt o Y (54 HE A= Batld Al
2] NAT Eo]2oflq 713 ofziEof] HAA[sHof ot iptables
[14]9] £xF ExJof| 29, NAT EJo]89] 9]%0] QJR|5}=
A (52 Q4leele] s shfo] A0S wEshe 24,
ol ] (e 9teelo] Yol sl Alele 4a¥st
A 7] wj2olct. wlebd, 23 13} o], 2AIx] Fazt
ps(Sip, t) 0] A7] A4 (Long-Lived Connection)o]] 4;
she Wi7les Botld A9 7t 7t=Al=S 5] SlsiMe
NAT Eo]52] #Al20] 13 6t 22 At 2 2&]ofof
gt [3loflA AQteh Bathiy A HEQF9 MHE2
HTN [11]o]] @2} NMTDE 485t=t], HTNo] 7] a2
(Long-Lived Connection)2 st #AISS Q517 T+
of, 73 69l= X}7] AA(Long-Lived Connection)S st
A150] aRlE]ojof Sttt [BloflAl= ps (Spp. ) 5 A7t 4]
1+ A7) AA(Long-Lived Connection)2 ¢t 74! & ow
TR A7 =2 Klof] tisto] Aeshr] EQAIRE 1
TAIEY] AR Batl) o) sA] G= UIRIA]
e UHE' I _’Eé GOﬂAt ps Sm )5 At A9 fAded

jﬁ

S AE o] NAT E]O]E = $7Jsto{of ?fq
J=l NAT Eo]5ollA #AIEe] Add &710]
g SAE BT
13 704 NAT EJo]29] A] AAPL AJAEH, 717
9A mZle] SAIRPT BjEolo] ATst Ao] Qlojx] FAXTR
OJAlgh Ql=A] o5 ZAlSojof st ThY, o §loj2t=
tjsolof] st Ao QlojA] FAXIR oAlury QITHH, 1
SAIRN] 2= w7l 5 HFolo ADE w5 slojof Sit.
JZR] 92 739, SRR AR T ofAY 9 Bl T50]
oAl s 2 B4R 4 QT olF L5 ] st
B0V A P 24 ps(Spp, t) S SRR 2 She TiZIQIA]
T A7) AZ(Long-Lived Connection)o]] 451= w719l
A2 =Rl B ark ol TeA] s APdoll 34812 QJils]
A o= SAIRNe] mizlo] tislie 1 6 53Ut A=
NAT A ZAPE AAlE 2a7t Qo
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yes no

The rule for ps(S}p, t)

The rules for long-lived connections

]

The rule for the first decoy

The rule for the 4 decoy

The rule for the last decoy

Fig. 7. Flow Chart for the Modified NAT Table

okA] 9133t ulet 2o, iptables2 AMAJE NAT Eo]£9]
%% Aeofoll Tet A, A3 2718 UEshe
o] EANY o I A9 £3YE]aL W2 9415910 ]

A w2t 3 7 22 A= A APt
3<‘§QE§ 5171 Q5= HAAE Al (Custom Chain)t

=N
a2

5

rlo

iptables®] RETURN EMJ (target)2 &-85tojo} sict.
712" AQl2 iptables WEololA "-NT Ei=

“——new-chain” 4-g Argsto] A=) [14]. o2 &
o], “iptables -N rx-check’?} 74L& =3jS AlSH5IH,
“rx-check’ 2= 7JAEl #|olo] ut=ojAIct,

RETURN B2 slig #A]9] &710] Rh&Eat off, 4] 4
AT AS) 291 AQlofAe] A&l AXE FX|5k, g Al
o] Ak} Aol (Superior Chain)ollA] & ZAALS Al&s1
UHED}. 9 RETURN E710]] oJ5l SA|=)= AlQlo] 7H
o] AQloj2tH, shg 7l HEE AR ofsto} A<l
€I} [14]. o]Ate] Exke. w2 Tafn] Hojo] FhaofA] 2]E

= AHESIRE Te] SA RASIE oIS S0, aAIRE
1417‘011 tisto], QbA] Ag3t “rx-check” Q] FAIS-S ZAls}
£ 2500, o Ao 7o REEE Qe 1 3219 B
7ol RETURNQ! 749, “rx-check™S  wx{Lje}
“rx-check” 2] %91 RQIoA 2] FAE A& Hot.

(1) iptables —N rx-check
(2) iptables —A rx-check —m set --match-set attackerlist src —j RETURN
(3) iptables —A rx-check <rule for ps(Skp, t)>

(4) iptables —A rx-check <rule for the first long-lived connection>

(5) iptables —A rx-check <rule for the last long-lived connection>

(6) iptables —A PREROUTING —j rx-check
(7) iptables —A PREROUTING <rule for the first decoy>

(8) iptables —A PREROUTING <rule for the first decoy>

Fig. 8. iptables Commands for the Modified NAT Table
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“attackerlist”= 3t Holglz o] Fo|of|A| A5t Alo] 9l=
SAAL 2avt mehe S=o|oh TEbA, (291 22 ot
ofsto], $AIAF F47} “attackerlist”of ZgE|o] QITtH
“rx-check”2 £85}1 “rx-check”2] A} AQlog Zo}
o Id 89 ()W =oA &d¥ 4 9%l
“PREROUTING” ARl 22 E “rx-check’& AL (“-i" &
A)st Zio]7] diwzofl, (2)H oA RETURNZ 51| =,
o2 AN A2 (79 29] 1Alo] "ot B4R 240t
“attackerlist”of] 3]0} QK] QICIH (3 &0 A AX}
7h peiEth Q¥ 29 A Hogii AHQ [P R4
ps(Sip,t) & FAX|R ok HZIQIX| S HHsh= Alo]H,
(AHTE] O)8I7HK1] A2 A7] AZ(Long-Lived
Connection)of] 43t TjZ1Q1X] S LE‘J%}L HAlolct, o]Ate]
A= % shol sligshA] e, (7)HEE (8)81711]9]
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e 5534
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Fig. 9. Proposed Network Architecture of
Protected Servers and Decoy—-beds
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