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Abstract

Recently, successful attacks on cyber—-physical systems have been reported. As

existing network security solutions are limited in preventing the system from malicious attacks,

appropriate countermeasures are required from the perspective of the control. In this paper, the

cyber and physical attacks are interpreted in terms of actuator and sensor attacks. Based on the

interpretation, we suggest a strategy for designing Kalman filters to secure the resilience and

safety of the system. Such a strategy is implemented in details to be applied for the lateral

control of autonomous driving vehicle. A set of simulation results verify the performance of the

proposed Kalman filters.
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Fig. 1 Resilient control system architecture
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