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Abstract @ Ultra-low

latency control is one of the characteristics of 5G cellular network services,

which means that the control loop is handled in milliseconds. To achieve this, it iS necessary to

identify time delay factors that occur in all components related to CPS control loop, including

new 5G cellular network elements such as MEC, and to optimize CPS control loop in real time.

In this paper, a novel CPS architecture for ultra-low

latency control of CPS is designed. We first

define the ultra-low latency characteristics of CPS and the CPS concept model, and then propose

the design of the control loop performance monitor (CLPM) to manage the timing information of

CPS control loop. Finally, a case study of MEC-based implementation of ultra-low

reviews the feasibility of future applications.

: Ultra low
cellular network, CPS control loop
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Fig. 1 Timing Characteristics of Control Loop
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Table 1. Latency in CPS Components

Latency Details

Computing | The time for sharing computing resources,
Resource |such as sampling, data transformation,
Latency |processing, analysis, actuation, etc.

Network |Time to wait for propagation, transmission,

Latency |processing, and buffers in the network
Both of time for information/knowledge
. processing, such as learning, reasoning,
Decision . . .
simulation, and the time that occurs for
Latency

human perception, analysis, exchange of
views, control, etc.

Latency during CPS  operation for
Mics. communication with external systems and
other reasons
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Table 2. Hierarchy of CPS Cyber Components

St CPS Ot2181 X &

X 4. CPSe] 9% a4

Table 4. External Components of CPS

Layer Properties

Convert continuous/physical processes into
Signal discrete data

Convert control commands to mechanisms
Data Data processing, storing, forwarding, and viewing
Extract information from data, process,

Information . . .
synchronize, and visualize
Learning, reasoning, simulation, and
visualization from data/information

Knowledge

Collaborative decision making with humans,
eliciting control commands

¥ 3. CPS 74 L4=2A9 21zt
Table 3. Human as a CPS Components

Role Actions

Obtain data/information through five senses
to recognize changes in physical processes
Obtain contextual —data/information from
physical processes via personal devices
Communicate ~ with  others to  obtain
contextual data/information/knowledge

Sensor

Making decisions about the situation of
Decision | perceived physical processes

Maker Making  collaborative  decisions  about
decisions made by cyber elements
Changes the physical process through
physical activity

Actuator

Change  the  physical process  with
instrument/robot operation

Communicate with others for data/information/
Communication | knowledge transmission and reception

Charnel Communicate and receive data/information/
knowledge via personal device operation

Physical Perform physical actions as objects of
Process observation and control by CPS
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Conponants

Properties

Service

Edge/Cloud system that provides the software/
platform/infrastructure  required during CPS
operations in the form of on-demand services

System

Public data/legacy systems that need to be
interlinked during operation of CPS

An observable but uncontrolled external

;hz:;zl physical process that can affect the targeted
physical process of the CPS.
H External personnel who are not responsible for
the CPS' unique mission, but can be utilized
Physical assets that need to be used during
Asset .
CPS operation
e Other CPSs with unique mission, but need to
CPS . . .
be linked in operation
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Fig. 3 Construction of CPS Control Loop
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¥ 5. HHZAEHE= W CPS +4 84
| Pt Table 5. CPS Components in Test-bed

cev | [mer % ) ) s
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=

Worker

Model Car Production Line

% 6. MEC 7|9t ~nfEdED g AEWE=
Fig. 6 MEC-based Smart Factory Testbed

] i o 7

Cyber components

CL#3

[ ns )

a8 7. HIAEHE Y 359 CPS Alo] F=
Fig. 7 Three Types of CPS Control Loops in
Test-bed

CL#1,
H1

(e
J

Physical process

LB HAEHTdgE g4y
, A AFdAME F
2 3= CPS Ao &

A WA Aol FE (CL#L: 28 A5 24 o
Dol = AAEA e A7 FYate] Bl EE PCo
FhEt R EE ZEA~QA By AFAtd g 9
d AsE g5sta, AEHE ovA delHe
MEC £#%9 HA Q14 &80 HAdso], s
Rds S8 FEEY 8 A94E 2y 253k
AA AR7F AAHW, dFd FdRE oA HEH
PCE2 Hdaso e dxd 2y #Asae] AR
Za=E 3o 293

F HA) Ao] FZ (CL#2: ¥% 2% TCP 9

o] ZHAEHeAME =8 ZRA2 JE 2R
TCP (Tool Change Point) 915 =% o W%
AA7F 32k HEE MEHE L, AEPE JAx A
Hi PLCSF 5G WIES A AnlE A, MES 49
Aol7| = A3t HF FryF SulEA FAEHA
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