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Abstract On today, Protocol reverse-engineering technique can be used to extract the specification of
an unknown protocol. However, there is no standardized method, and in most cases, the extracting
process is executed manually or semi-automatically. If the information about the structure of an
unknown protocol could be acquired in advance, it would be easy to conduct reverse engineering. the
feature extraction is an important step in unknown protocol classification. However, in this paper, we
present a comparison several feature extraction techniques and suggests a method of feature extraction
algorithm for recognizing unknown protocol. In order to verify the performance of the proposed system,

we performed the training using eight open protocols to evaluate the performance using unknown data.
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Fig. 1. Flowchart of Statistical feature Extraction Algorithm
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Fig. 7. Performance comparison by each feature
extraction algorithm
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