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Abstract In this paper, we propose a new blockchain technology that could comply with GDPR. The
proposed model can prevent illegal access by controlling access to the personal information according
to a access policy. For example, it can control access to the information on a role-basis and information
validation period. The core mechanism of the proposed model is to encrypt the personal information
with public key which is associated with users attributes policy, and then decrypt it with a private key
and users attributes based on a Attribute-based Encryption scheme. It can reduce a trusted third-part
risk by replacing it with a number of nodes selected from the blockchain. And also the private key is
generated in the form of one-time token to improve key management efficiency. We proved the
feasibility by simulating the proposed model using the chaincode of the Hyperledger Fabric and evaluate

the security.
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