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Abstract Recently, in the field of next-generation e-commerce and finance, interest in blockchain-based
technologies such as Bitcoin and Ethereum is great. Although the security of blockchain technology is
known to be secure, hacking incidents / accidents related to cryptocurrencies are being issued. The main
causes were vulnerabilities in the external environment, such as taking over login sessions on
cryptocurrency wallets, exposing private keys due to malware infection, and using simple passwords.
However, private key management recommends general methods such as utilizing a dedicated application
or local backup and physical archiving through document printing. In this paper, we propose a white box
password-based private key protection scheme. As a result of safety and performance analysis, we
strengthened the security against vulnerability of private key exposure and proved the processing efficiency
of existing protocol.
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Fig. 1. Bitcoin Core Wallet Application
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Fig. 4. White-box Cryptograph Internal Operation
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