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ABSTRACT

Camera model identification has been a subject of steady study in the field of digital forensics. Among the increasingly sophisticated
crimes, crimes such as illegal filming are taking up a high number of crimes because they are hard to detect as cameras become smaller.
Therefore, technology that can specify which camera a particular image was taken on could be used as evidence to prove a criminal’s
suspicion when a criminal denies his or her criminal behavior. This paper proposes a deep learning model to identify the camera model
used to acquire the image. The proposed model consists of four convolution layers and two fully connection layers, and a high pass filter
is used as a filter for data pre-processing. To verify the performance of the proposed model, Dresden Image Database was used and the
dataset was generated by applying the sequential partition method. To show the performance of the proposed model, it is compared with
existing studies using 3 layers model or model with GLCM. The proposed model achieves 98% accuracy which is similar to that of the
latest technology.

Keywords : Deep Learning, Camera Model Identification, Convolutional Neural Network, High Pass Filter, Gray Level
Co-Occurrence Matrix
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Fig. 2. The Layout of Tuama et al.[7]'s CNN for Camera Model Identification

& ol&ste A g d V)es dEisith 349 It = Aol AAN =S AFE Aol aTErhE g ¢
Wete ogom gom 47 10099 94 A4 BPstel ) el AEEA Radrh AW ol F udle] Yie W
FASGI SVME ol ele] 845% AASATh Kharard Aol D90l hdleh B8 A7 w3 Helus Pushe U
et al[l]9] 54 F&& o] &ato] A3 A= o 87.38% o % ATt XYHATE
2 U Az 93 eSS WA Ae 4%7 FdE 3 Tuama et al[7] 9ed 71" & CNN& ©]&3 71t
T 91.39%9] A%S Hoo =z Ao NS 9=t A W S AT A EAS Bol ¥l F SEAIE
Z T e o] Ldle] EAS 23 e BE A3 ol WHET g o Edo] Yol dis) ~aR
T 9153%2 2HA ko) TVeAE A8t ERee "Weld 71MS A4k High
Lukas et al[5]& ©]AE shulet 4We gs) 44 sjel  Pass Filter(HPF)9} Wavelet Filters #-83h= WH o= U
0] Z(Sensor Pattern Noise, SPN)& &85} ko] oI Tol 94 el del AdAE sl HPF= 119
2 2&3kAch SPNS De-Noise DE|E Bohd gt 9 &% BHAE Ro= ts 54 &2 viaa HS 744
B AR E T B wol=E o Gl oiE aL sl
slato] Attt o]F A A E SPNe| 7hHet Ao 9
g Asg weleA BAS] Sld drde dauls PR
Askateh, o As Aol AGH G5l SPNE oo FP— 28 ~12 8 —2 1)
A e@ 7t sheke) dE B JRnAE ByowH vt 268 =62
ek el BE F5H 549S At £ SPNol crror el
et 29 AN AL Gamma WA} JPEG % GelA e GUEL HPHow s WIS
e e U I D E LR B S e EEL SR ERE
Bolouri et al.[6] IoT 7]&el AH&H = TAE 7hvlet 4 A gro] Wge nolth uo Fug BHTS YA g
1S 9134 PRNU(Photo Response Non-Uniformity) 7]4+2] 3 WS Ho| HEOS A e o]z MRS =3
SAS ARSI, PRNUS ol 83 715 4723 Hastel g o)z g4 sz aT7Ed4 A9 54 F5 pRe
54 F50 oA sk Aa kS HAset 9 Ay ks,
delg el Ad +5 Fo|7] 93 WA Color Channels 7 Dresden Image Database® AM&-38F%1.2.9 3371¢] 7} e}&
st} &g PRNUC U3 Wavelet Transform 574 5 ‘HH Qo Ade Agstdon ey md Z Y oz
ghaks A3tk Color Channels 312§k PRNU®] /%52 AlexNet[8]3} GoogleNet[9]e] i3k 23 Azte} wu: 8¢
97.07%% HEblSlaL, HH & AHE9 A3 Aaks 90% of th 7]Eel A2 Aoz o] Fo)xl AlexNet? GoogleNet'=
8o s FAEA HE SrE AJEs] /fdsih 2o NSO BolF9 AUl Fig. 29} 22 349 muelnto g
flol Arse JPgEed Vet ERV(ERA o E R T ATS HolEte 2 45d0 127) Y
SV drht dolele] 54E # BAT EAL GEAL o] daat H1 98%e) A5e neon 14 = 3
S AdEtE 2¥ow Ak ARHNE BRA A% F o] galds A1 971%9) 45 nadh 339 29
AuThe 258 54 A o AuaAd AFHAT. 3

< 91.9%9 A45S B
Bondi et al.[10]& 7}W e} S 98] Fig. 33 2o] CNN
22 ©&d 7|gk oA I SVME 233 RdS Akl 64x64 2719 Sub-
BakE dolHe 54 AFon FE8  Image® 9 G FEae] % dolHZ A8 4



M4 ZEXMeIS=2A/2ZE/0] £ HO0IH &

AZel CNNS EFAIZAT CNNS £33 128719 54 &
ZkZy 12 v F g5AlA Bmary SVME‘ FHAZIT 18
7 FrelEte] dig I A 9B3%E eI

SVM

training

= NN |
Q_. training [
M is
=
.\] CNN
AR Px
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Table 5. Parameters and Comparison of the Proposed
Model with Other Models

Model 3 Layers [7] Printer[12] Proposed
Size 256%256
Dataset Sequential cropping
Channel 3
Filter HPF GLCM HPF
Conv (3x3) 3 (64/64/32) 3 (64/64/32) |4 (64/64/128/32)
Pooling Max
FC 2 (256/4096)
Accuracy 97.1% 86% 98.08%
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Table 6. Accuracy Per Epoch of the Proposed Model Aol whg} A thes AF S FA] HAH e mdls zbololsh
Epoch Accuracy (%) Epoch Accuracy (%) b= 24E g8
0 10.44 8 97.94 Aetet mdlo] &% 3ol up2 A3 %= Table 60 LHEd
1 97.29 9 9744 Wi, Ax Aol e ARelA 7 she mdlo) gk
2 97.49 10 98.07 A T= Table 79 Az st
3 93.08 11 9.83
4 9755 12 97.87
5 97.48 13 95.67 58 B
6 97.13 14 96.63
7 97.93 15 90.46 HZ 24¥ 7 55 ol &% EHgbvel WE7E AL
Max Accuracy 98.08 A AR e gtk o] ¥ MAE WA s METF
A 75, H1elE 2] fsld Aidel 29 i T)so]
WA 71E AFAA AAG FES TURE Bk s ZH[7] 2ot} A} FAA A 39 A} PED st W
< A3 Fdste] A8& AYsHL HE A= I1%E A7F obd Abgo] TS e AL glojxof dit) ol & ¢
3 w=iollAl AAIEE 8% HTE 1% e oS Adth qMHE =2 AYEE 717 7ol i Hasiy.
Geow A AT F ZUE A wd 72004 ALg 2 o=golAE slule md #Ee 9% ey mdS A
H o nde] Ae Ty WEoAE 98%9 5 s B kTt 71E ATE VNo R A RES fAgste] A
Rort et HEE ALsdE e 6% Aes B A& Ak A Wyt Aol s 73ve 4
th ZAE ] A9olE el digk Al Az Aol T S tdd ASY REds &8 RS T gelstal 25
AA GeRL7] wiTol ghe] ®ao] digk 549l GLCMe] ojlUmn} Aol o & ndS Aotaldtl wa U e Al
HEoHARE ghelel FFe Agele AR AolHtiE AN A 2 F AR okl EHY i #w BEdS AH§sh]
Ao} EH(SPN)e] T3 el7]ol GLCMelM € L Fits Fho} HPF¢t GLCM, 2714 5S4 s 23d& sklew HPE7}
WA Sshe Ao® Bl Fhlel 2l wdes 29 o Afeite s Eivh
71 AE[7Y EddAe AEFA ATS 3W FolA A AFEREEE SPN AFolA AHREE 914 5713
o &etAXNT 2, 3, 4, 5 ATl W A9 A= AT ot Mde nigoz @ golEAe F3at Py nds &
Ao AldetA] Fevhe AME s AF el ot A8 2 Aot} gk SPN 7]4ke] ofd JPEG %5
EAFE=4>3>5>2 wollen, i Aok vg Hg Foll =i 8x8 B2 9 gt o3 ARG
e AlFE 2 <4 <5 <3 2% 45 S5 BT AF o R ghveh e gd s 9g F7HAR AEE ART
T AV Sl Aow Uguth 439 533 vy Aeoltt
Table 7. Camera l|dentification Accuracy for Each Camera Using the Proposed Model
Prediction
0 1 2 3 4 5 6 7 8 9 10 11 Accuracy
0 5709 94 1 2 1 5 1 3 2 183 44 24 94.07
1 284 | 73858 | 119 0 0 7 57 2 0 3 4 6 93.85
2 5 59 | 11001 0 3 38 8 0 0 0 0 2 98.97
3 15 2 0 3097 4 9 1 2 0 3 2 0 9.79
4 0 1 1 0 4520 12 1 0 0 0 0 0 99.67
5 18 27 4 0 0 | 12897 | 33 1 0 8 0 3 99.28
Truth
6 4 11 58 0 0 12 | 11071 1 0 0 0 2 99.21
7 0 0 0 0 0 16 31 5657 0 0 0 7 99.05
8 11 11 0 0 13 0 0 1 7374 9 0 0 99.39
9 5 % 0 8 1 12 1 2 0 2738 | 46 18 93.61
10 3 1 1 0 0 10 1 1 0 37 | 4934 1 93.90
11 1 3 0 1 0 38 16 9 0 9 0 5998 9373
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