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(Figure 5) Guard Monitoring user log
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(Table 2) Performance Difference by Length

Metric Length 30 Length 40 Length 50
Accuracy 94.62% 98.30% 80.46%
Precision 83.39% 99.80% 98.28%

Recall 91.59% 92.19% 12.10%
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(Table 3) Confusion matrix of Autoencoder

Real Prediction Abnormal Normal
Abnormal 4,565 1,491
Normal 1,062 21,371
(Table 4) Generative Adversarial Networks of Autoencoder
Real Prediction Abnormal Normal
Abnormal 5,646 410
Normal 31 22,402
Clof| vlal Athza A8 A8 A &4 7k £ AH Jd3dsteE LEJIIG | 3| o]/
Bl &2 S FAlO) BEEte] o e ANE  olHe] 9L W whetE AL MYy 2
HiEgo g oY A4E =27 HEelt S, < 53l ol F9Wsl BTt <Table 5>+ #H3Z
A 29 Fejo Arjy Aolhg wejss o WrIMeIMe) Y 4Y ATE nelFn
LEQIFINE WY BRE o Mg wkd <Figure 12>+ E|2E Ho|H Aoll4 £713 &
I 5 glo] AA A4 AT ms) AFF  AF FolE ek
A3E EEde As gl <Figure 12>0ll4] A G5 AuEH Q&
o ® Ao tolHuks 7o s RS A EFHS)S 27 1S S7HHES o, Ad=
FTEATE 71E B g ™ol ol “H] o FAZF AiA A A7l Bl ©xA o
Bgrolgha ARF Adzl Adde |, F 2 Flete 4% RAT UgEE 28T
2dlo] Ao dup Y-S wheA] Rl G7F 022 543 Fdste A 2 0.2
747173 (Robustness) 28-S sttt i3 2o FEE A FASITE vhA e 21
A Qe BEE Sely) oud HolE A wead gasks AL #IT & AT o
(Table 5) Robustness test output
Model Threshold | Accuracy Recall Precision AUC Epoch Batch size | Data type
Autoencoder 0.0167 0.923 0.397 0.480 0.681 100 512 Train
Autoencoder 0.0167 0.923 0.396 0.489 0.681 100 512 Test
GANs 216 0.963 0.535 0.940 0.766 100 512 Train
GANs 216 0.960 0.516 0.928 0.756 100 512 Test
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(Table 6) Performance comparison according to latent variable optimization structure

Model Accuracy Recall Precision
Fully connected layer 0.9830 0.9219 0.9980
LSTM 0.9843 0.9323 0.9935

(Table 7) Performance comparison according to Feature matching method

Model Accuracy Recall Precision
Feature Matching 0.9843 0.9323 0.9980
Baseline 0.9984 0.9926 0.9998
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Abstract

Anomaly Detection for User Action with
Generative Adversarial Networks

Choi, Nam woong* + Wooju Kim**

At one time, the anomaly detection sector dominated the method of determining whether there was
an abnormality based on the statistics derived from specific data. This methodology was possible because
the dimension of the data was simple in the past, so the classical statistical method could work effectively.
However, as the characteristics of data have changed complexly in the era of big data, it has become more
difficult to accurately analyze and predict the data that occurs throughout the industry in the conventional
way. Therefore, SVM and Decision Tree based supervised learning algorithms were used.

However, there is peculiarity that supervised learning based model can only accurately predict the
test data, when the number of classes is equal to the number of normal classes and most of the data
generated in the industry has unbalanced data class. Therefore, the predicted results are not always valid
when supervised learning model is applied. In order to overcome these drawbacks, many studies now use
the unsupervised learning-based model that is not influenced by class distribution, such as autoencoder or
generative adversarial networks.

In this paper, we propose a method to detect anomalies using generative adversarial networks.
AnoGAN, introduced in the study of Thomas et al (2017), is a classification model that performs abnormal
detection of medical images. It was composed of a Convolution Neural Net and was used in the field of
detection. On the other hand, sequencing data abnormality detection using generative adversarial network
is a lack of research papers compared to image data. Of course, in Li et al (2018), a study by Li et al
(LSTM), a type of recurrent neural network, has proposed a model to classify the abnormities of numerical
sequence data, but it has not been used for categorical sequence data, as well as feature matching method
applied by salans et al.(2016). So it suggests that there are a number of studies to be tried on in the ideal
classification of sequence data through a generative adversarial Network. In order to learn the sequence

* Department of Industrial Engineering, Yonsei University
** Corresponding Author: Wooju Kim
Graduate School of Industrial Engineering, Yonsei University
50 Yonsei-ro Seodaemun-gu, Seoul, Korea
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data, the structure of the generative adversarial networks is composed of LSTM, and the 2 stacked-LSTM
of the generator is composed of 32-dim hidden unit layers and 64-dim hidden unit layers. The LSTM of
the discriminator consists of 64-dim hidden unit layer were used.

In the process of deriving abnormal scores from existing paper of Anomaly Detection for Sequence
data, entropy values of probability of actual data are used in the process of deriving abnormal scores. but
in this paper, as mentioned earlier, abnormal scores have been derived by using feature matching
techniques. In addition, the process of optimizing latent variables was designed with LSTM to improve
model performance. The modified form of generative adversarial model was more accurate in all
experiments than the autoencoder in terms of precision and was approximately 7% higher in accuracy.

In terms of Robustness, Generative adversarial networks also performed better than autoencoder.
Because generative adversarial networks can learn data distribution from real categorical sequence data,
Unaffected by a single normal data. But autoencoder is not. Result of Robustness test showed that he
accuracy of the autocoder was 92%, the accuracy of the hostile neural network was 96%, and in terms
of sensitivity, the autocoder was 40% and the hostile neural network was 51%.

In this paper, experiments have also been conducted to show how much performance changes due
to differences in the optimization structure of potential variables. As a result, the level of 1% was improved
in terms of sensitivity. These results suggest that it presented a new perspective on optimizing latent

variable that were relatively insignificant.

Key Words : Autoencoder, Anomaly Score, Feature matching, Generative Adversarial Nets-Anomaly Detection,
Optimizing latent variable
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