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Abstract

Apple provides its own protocol, the Bonjour protocol, for convenient file transmission and reception between
device. Airdrop is a Bonjour-based, representative service that is widely used as a simple data
transmission/reception protocol for Apple’s desktops, laptops and smartphones. However, it was demonstrated in
Black Hat, a hacking security conference in 2016, that it is possible to commence a Man-in-the-Middle attack by
exploiting the Bonjour protocol’'s weak points. In this paper, we explain the Bonjour protocol’s such vulnerability
for secure file transmission/reception between devices and propose an ECDH (Elliptic Curve Diffie-Hellman) based
authentication protocol to enhance the protocol’s security. The proposed protocol is described along with detailed
operational procedures, demonstrating that it is possible to reduce the possibility of Man-in-the-Middle attack and
its masquerade variant.
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1) Is fc:80::1234
Available?

No response

| 2) Self—assign [e:80::1234

3)Is exa—printer.local.
Availablce?

No response

| 4)Self—assign exa—printer.local. |

5) Is port 1010
Available?

No response

6) Starl up service
on port 1010
I

7) Register SRV record:
PrintAlot._printer._tcp.local.eds_printer.local: 1010
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1) Is there a domain name and port number
for PrintAlot._printer._tcp.local.?

2) exa—printer.local:1010

3) Is there a IPv6 address for eds—printer.local.?

4) fe:80:1xxxx
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(1) Select dy ;
(2) Compute Hy = dy4 - G;
(3) Signature S, = Ep,; ,[Hal;

(4) Exchange
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(1) Select dg ;
(2) Compute Hg = dg - G;
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(6) Compute K,
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=dy * Hp;

<Sp> <S>

(7) Exchange
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(6) Compute Kz = dp - Hy;

(8) Compare K = K, = Kp;

<K;><Kg>

(9) Challenge

(8) Compare K = Kz = Ky;

(10) Response

11) N5 = Eg[Reqs|| 11];

<n>

(12) Authentication Request
SRV record;
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(16) Authentication Response
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