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Life Satisfaction Depending on Digital Utilization Divide
within People with Disabilities*
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C Abstract-‘ In order to implement smart cities that will become living spaces in the fourth industrial revolution
(& _ era, detailed privacy information such as residents’ living information, buildings and facilities
information must be collected and processed in real time. While city functions and convenience for individuals are
being facilitated, threats to personal information exposure and leakage are also likely to increase at the same time.
Therefore, the design concept for personal information protection should be considered and accordingly reflected
from the stages of smart city design, technology development and operation planning of intelligent information (AI)
facilities. The results of the analysis show that for activation of smart cities and operation of data-driven cities, the
concept of Privacy by Design (PbD) has already been introduced in the institutional, industrial and technological
aspects, particularly in the cases of European countries and the US. In order to strengthen the local and global
competitiveness of smart cities and the country, Korea also needs to actively deploy PbD as a strategy to secure a
data-driven economy, which is the core strategy for smart cities. Therefore, the study suggests policy implications
focused on approaches to legislative improvement and technology development support, which reflect the basic
properties of PbD as defined in the study.
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(Table 1) Smart City Evaluation and Major City Evaluation Index

Global Global
iy e Quality of Liveability The Safe :
Ranking | ICIM 2017 | Global Cities ) Financial ) Global Power\ - i ey | Ranking 2017 | Citiesindex | Sustainable
Cit (IESE) Index 2016 | Centres Index| City Index Ranking 2017 |(The Economist|  2017(The Cities Index
Y (AT. Kearney)| 2017, GFCI(Z/| 2017 (MMF) g . 1° 12016 (Acardis)
(Mercer) Intelligence | Economist)
Yen) :
Unit)
1 New York | New York London London Vienna Melbourne Tokyo Zurich
2 London London New York | New York Zurich Vienna Singapore | Singapore
3 Paris Paris Hong Kong Tokyo Auckland | Vancouver Osaka Stockholm
4 Tokyo Tokyo Singapore Paris Munich Toronto Toronto Vienna
5 Reykjavik | Hong Kong Tokyo Singapore | Vancouver Calgary Melbourne London
6 Singapore | Singapore | Shanghai Seoul Dusseldorf | Adelaide | Amsterdam | Frankfurt
7 Seoul Chicago Toronto | Amsterdam | Frankfurt Perth Sydney Seoul
8 Toronto | Los Angeles Sydney Berlin Geneva Auckland | Stockholm | Hamburg
9 Hong Kong Beijing Zurich Hong Kong | Copenhagen | Helsinki | Hong Kong Prague
10 Amsterdam | Washington Beijing Sydney Basel Hamburg Zurich Munich

source: Berrone, P. & Ricart, J.(2018)
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(Table 2) 7 Principles of Privacy by Design

Principles

Actions

Proactive, not reactive

* preventative not remedial: proactive rather than reactive measures

Privacy as the Default

* Lead with privacy as the default setting

Embed privacy into

design integrative and creative way

» embedded into technologies, operations, and information architectures in a holistic,

Full Functionality

» Retain full functionality: positive-sum, not zero-sum: doubly-enabling in nature, permitting full
functionality-real, practical results and beneficial outcomes to be achieved for multiple parties.

Lifecycle Protection

« Ensure end-to-end security: continuously protected across the entire domain and throughout
the life-cycle of the data in question.

Visibility and
Transparency

« keep it open: essential to establishing accountability and trust

Respect for User
Privacy

and personal data.

« keep it user centric: Empowering data subjects to play an active role in the management of
their own data may be the single most effective check against abuses and misuses of privacy

source : KISA(2014), KISA(2018a), KISA2018b)
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(Fig. 1) Analysis Framework of Smart City Implementation Policies
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Azoka Stk E9] AREUHYCE 85 = AR
7t B41715(10T)9 A&} E-8o| Srfjdo] wet o]
2|3k Mg 2 B& 7H4e) g Aot of2et 7
oA AAAHA ZAFDA B = AEHA &
S FEA Y AEED ZA7L HolE 7]
HHA e 92 H8E 4 A= AAstL U
(Elmaghraby, 2013). AUIE ZAJo)A 9] glo]E 9]

1o

9) u|= FHEI} updt Wor A& Zichttps://obamawhitehouse.archives.gov/sites/default/files/omb/legislative/letters/cpbr-act-of-2015-

discussion-draft.pdf).
10) 114t 913 ot

9F A1053%<https://www.congress.gov/bill/114th-congress/house-bill/1053/texty, 1144 23] ArI¥ot

A|5473 (https:/ /www.congress.gov/bill/114th-congress/house-bill/1053/text). ©] 27 ¥tol|Al “dAof oJgt HARJAYHE T of T3t FH

A|11320] YR ek SEC. 113. Privacy by design.

11) ol vj=o] AR E 5 A8 AA(PhD) 7Hgo] BH R HHE H29 FAo|H, 37h2] ARAXZ AA] SIATHFTC, 2019).

12)IoT 71&& PbDY dE
(INFOSEC,2018).
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(Privacy by Default) 9t 7HJAFEE S HEHA 7}
SRS AW o] E thF0fA|7] AJAT

1

{15 TN THQIHEE S O JHQIHHES

1) EU9 /AR RS A4 (PbD) L
FHAREV)Y YEYT € HE kA 7|+
(BEuropean Union Agency For Network And
Information Security)x 20154 ZAQAAER S &
SAAY) Ade F FEFA S| Zeto|HA] 5
2ot 9 7 E HoE 3 87HA] HEhE A5
o}, gloje HASHIMCIUPEESE oA = 7
glol8 9] 2 HAE AtEolof g2 Ax), w71
7] QACHIAZELY Hlolej2te] A2 aAE A oot
S 4 QT F fof 35 o)), R FH(HIPE
€ 71T duitt £EE Hro] B HA0E A
g]), SAHe] AR HIHE HA
H F4s} st A2)o] ek, T HEFA = Hlo]

€7k 2] B ujbch 4451 B2 wolok e 4
Aol glolAlel £54, 181 JREAL A4
AUElolg Aelo] i B (Agency)S Holt
olok & Bx3HE A9 U Eyska ek 1t
oWt WA aTAge] BgeE AARREE HHo)
ARElolo s AR WY} FEALAE o]

Zafok ek

FHATS NUARES HEAAE A

(General Data Protection Regulation, GDPR) /&
AR5t ol 20184 59 AlFsFATHPIPC, 2016).
o] A& AN4ER] ¥HH GDPRE 3] ¥=o] B
5 ofloF st 95 A olzhe AHolA 1 fn)7t
2t ©8o] GDPRL EU W AFAAS 295te
7| Q8T of et AAGAY 5= S3f selolA EU
TR ANRJNFEE Aol 7| F&H 9

Y A 9 7]&o] §E ARGl A& st
S off ofof] gk HEE oSt FH|7F B a3 Aot
o&#, GDPRE /HAAHEAYAK(Data Protection
Officer, DPO) A% 5 7199 #AAZ “Jetot= W

(B 3) HUEEES HEMA(PbD)2 87HX| SHal Tzt
(Table 3) 8 Key Strategies for Private by Design

Strategies Core concept
MINIMIZE » Limit as much as possible the processing of personal data.
HIDE » Protect personal data, or make it unlinkable or unobservable. Make sure it does not become public or known.
SEPARATE » Separate the processing of personal data as much as possible.
ABSTRACT » Limit as much as possible the detail in which personal data is processed.
INFORM * Inform data subjects about the processing of their personal data in a timely and adequate manner.

CONTROL » Provide data subjects adequate control over the processing of their personal data.

ENFORCE » Commit to processing personal data in a privacy-friendly way, and adequately enforce this.
DEMONSTRATE | « Demonstrate you are processing personal data in a privacy-friendly way.

source: Hoepman(2019)
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&5 E"_I’:}L‘:}(KISA 2018b) 1E1 A4 ek
o2 AFEA JIRIFEE SO A7t g
2 5 [oT 9 MEL ATHE 79 Y =
ZISARIREE 1 ¥2lo] AEEN F4 F 5 YU
ot 588 W7 922 ska k. §3], GDPR A

2520 AA 9A 2L 712 HAAY JHET
(Data Protection by Design and by Default) %
< 7o, 7INFEED ALHA NES Heteta

oI AVRA L ool WA gl
WASL 9k oleie WA HUABHRT A8
S A9 ol20lA AAZ olZol e 9ol 5

83 A4S FATKKISA, 2018a).

2) AULE ZA] A QA et

SHAZEU)E ANE TAIQF AYTEH 9 &
A ERE FEZ YT HolH oJYMEE(Data
initiatives)& 7ZZst1 Z2AH o] o|sjTAAEC]
AEAT T0) iE 9 Hgo] T AL At
th. &, AUIE Al tiE#, ADLE AJE ofEEA0lA
A 2 FEAE Aot 159 AR HE TA
oA BAZ Sdetstar BrtsoF o= &Sl Sl
T} ZEA oA THEolA= B HolE &0l 7HA
WA Z&E & AZE Yo o|Z Ao]EF 11
g AP Zefo|wA] Ho ZA), & /IR EES A
SHAE AZSHL Qi o F ffsl AP A o] o
AR /MY EE D 74 ]E TAAEA E G0 8

of Qlof theret ‘A A g
a3 A2 Jql 55]13 % Hl-E 5= 1T /AP EEDS

AA 1°‘°1 A

vhe =412 Holg 7 AR

| &
43t 9 4 98-S 7% 3k Yth(Kung, 2018).

3. 3= MHAUYEES HELH(PoD)2t ADIE Al

778 (GDPR),°]
20184¥ 5¢5¥ EU AA ﬂ%i‘%oﬂ A A A&
7] Mgl wet = GA] ofof tiet A ARl 1A
7} o]Foj A 2L Qi

ohet, EU 3l9=2 EU7L AR 40l Fiteote
HAoE Yl AAE 245 987t = A
§ 71& B PSS & e debA Y=o
QA E 2 S H(Data Protection Act of 1998) &
QS A E B 5 97t 7|2 R UARE EU
GDPRO| #3tsta 7] 119989 MAHHETH &
N2 HAE Aol Ftat HAZ st 96,
201749 9¢€ RISt 662 (House of Lords Bill
66: 2017¥ 7RI R KE SOy 7F WOl = Qi 2018
4 59 599 A7HRoyal Assent)E ®ot 120184
NAYEE S H(Data Protection Act of 2018),2
2 R

kA BUS GDPR A|25%2] “AAo| -431_} 7HQ1%
HES 4 22 95720189 AR
572 10320 L3 &0 E?jﬂ
57%% ek AE ARl gt A&, A103% 51‘
7P E718e] disf A&Ee AFARFLE 7 E 9L
1—4_ 14)

AAE 20184 AAHEE S Ho|| w2 A35
A3 AR A57ZR(EA gt FEES 9 7|24

13) 9= 23] eyl Eujolx] # AT AR DX <(https://services. parliament.uk/bills/2017-19/dataprotection.html)y, 12|31 FHo AE
A3<http://www.legislation. gov.uk/ukpga/2018/12/contents/enacted).

14) 9= ZE L3 (Information Commissioner’s Office) AEY EHo]A] #H FH F<hitps://ico.org.uk/for-organisations/guide-to-the-
general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-by-design-and-default/).
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EU Jd=08A A4 08 24 WA =i "EU
GDPR A25z0] wt2d, AAYEA Yz = 7
AYEE 71EetIsh= & 1 A5z EE A
AFEA LS APol=t] APt 7AFE
AYA 2" (72, B 22y AAT J77} S
oAl AR FAlO] & 82 TP E A EE
(Principles Relating to Processing of Personal
data) 22, © /MAPEE FHH|1 T4, FH5HA
A2& A(Lawfulness, Fairness and Transparency),
@ 7N RE EAsty AHs BHoZT £ A

28 Z(Purpose Limitation), ® A2 &+ QA E

£ #4318 A(Data Minimisation), @ 7JAAPEE
Aakst A2 G2 A(Accuracy), ® MAFEE
A EHoz A3t 7|7 Fet B3 A (Storage
Limitation) ® 7] X A7) A] Avst HOLXAE
#& A(Integrity and Confidentiality) 5= 717435}
I QHE 4 As5E A1R).

gt WPl Hd AMIEE = 20160 Al
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(Table 4) Comparison of the Privacy by Design Acts in Major Countries
Countries Regulations(Acts) Agencies
* No federal law -
USA « California Senate Bill No.327 FTC(Federal Trade Commission)
EU < GDPR J Europear.l Union Agency For Network And
Information Security
* GDPR . . ) .
UK < Data Protection Act of 2018 * Information Commissioner’s Office
« GDPR * Bundesver: Bundesbeauftragter fir den
Germany | e Directive 2016/680 Datenshutz
« 'BDSG: Bundesdatenschutzgesetz, » Lander: DPA(Data Protection Authority)

souce: Shin & Jin(2018)
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(B 5) 32 7|&1 THAIYHESH o PbD 24EH

(Table 5) PbD Elements in the “Privacy Protection Act” of Korea

7 PbD Principles

Domestic regulations "PERSONAL INFORMATION PROTECTION ACT

Proactive not reactive

* No explicit clause

Privacy as the Default

» Article 24 (Limitation to Processing of Personally Identifiable Information)

« Article 25 (Limitation to Installation and Operation of Visual Data Processing
Devices)

Embed privacy into design

« Article 29 (Duty of Safeguards) Every personal information controller shall take
such technical, managerial, and physical measures as establishing an internal
management plan and preserving log-on records, etc. that are necessary to ensure
safety as prescribed by Presidential Decree so that the personal information may
not be lost, stolen, divulged, forged, altered, or damaged.

Retain full functionality

No explicit clause

Ensure end-to-end security

Article 5 (Obligations of State, etc.) (1) The State and a local government shall
formulate policies to prevent harmful consequences of beyond-purpose collection,
abuse and misuse of personal information, indiscrete surveillance and pursuit, etc.
and to enhance the dignity of human beings and individual privacy.

Maintain visibility and
transparency

Article 28 (Supervision of Personal Information Handlers) (1) While processing
personal information, a personal information controller shall conduct appropriate
control and supervision against the persons who process the personal information
under his/her command and supervision, such as an officer or employee,
temporary agency worker and part-time worker (hereinafter referred to as
“personal information handler”) to ensure the safe management of the personal
information.

Respect user privacy

Article 16 (Limitation to Collection of Personal Information) (1) A personal
information controller shall collect the minimum personal information necessary
to attain the purpose in the case applicable to Article 15 (1). In this case, the
burden of proof that the minimum personal information is collected shall be borne
by the personal information controller.

Article 5 (Obligations of State, etc.)

Basic Regulations for PbD
Implementation of GDPR

Domestic regulations

The data protection by design
implementation request

No explicit clause

The data protection by default
implementation request

No explicit clause

Alias of personal information

Article 29 (Duty of Safeguards) Bvery personal information controller shall take
such technical, managerial, and physical measures as establishing an internal
management plan and preserving log-on records, etc. that are necessary to ensure
safety as prescribed by Presidential Decree so that the personal information may
not be lost, stolen, divulged, forged, altered, or damaged.

Roles of controllers and
controllers for PbD
implementation

* No explicit clause

Government Obligations and
Roles for PbD Implementation

* No explicit clause

Linking PbD and DPIA

* No explicit clause
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7 PbD Principles

Domestic regulations "PERSONAL INFORMATION PROTECTION ACT,

U.S. FTC's PbD Implementation
Recommendations

* Domestic regulations

Do-Not-Track Principle

» Article 24 (Limitation to Processing of Personally Identifiable Information) (1) A
personal information controller shall not process any information prescribed by
Presidential Decree that can be used to identify an individual in accordance with
statutes (hereinafter referred to as "personally identifiable information"), except in
any of the following cases:

Transparency of Privacy
Protection (Clarification)

* Chapter 4 (Manage personal information safely)

Regulatory Weighting Principles
for Excessive Personal
Information Collectors

* No explicit clause

PbD mandates for mobile service

providers * No explicit clause

PbD compulsory implementation

* No explicit clause
clause

source: Shin & Jin(2018)
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(X 6) PbD EYSIE st M ALgt
(Table 6) Improvements Needed for PbD Facilitation in Korea

[tem Status of legal system in Korea Improvement Needed for PbD Facilitation
+ PbD conceptualization and publicity of policies
» Lack of provision of preventive protection of need to be preceded
personal information in the Personal Information | . ppp concepts and implementation obligations
Protection Act and Information and must be included in the legal system
Communication Network Act , ) L
* In particular, the ethical and a priori
* However, there are some featu.res defining perspectives should be emphasized, and at the
Content elements of personal information management. same time, linkage with detailed implementation
Analysis « Not including the concept of personal measures such as the impact assessment of
information protection in the smart city law and personal information protection should be
the Al law reinforced.
No actions of personal information protection A priori and normative proactive privacy
covering the full cycle protection framework and full-cycle protection
Insufficient linkage with smart city legislation system can be established.
and lack of awareness Linkage with smart city legislation or separate
regulations
« Lack of PbD application technology and . Emphagis should be placed on technical and
Factor standardization plan 1nst1tut}ona1 preemptive measures that enable
Analysis » Lack of PbD enforcement-No PbD mandate for proactive response to changes in the
] 8 - technological environment, such as intelligent
mobile service providers mandates information technologies
+ Emphasis is placed on preliminary institutional » Emphasis on proactive responsiveness to
Features readiness, including planning, and on post- technology development and application to
management such as evaluation and clarify the obligations of information managing
certification. bodies
« Legislation of PbD Concepts . Strengthen sep.ara.tior.l and complementation of
technical and institutional measures
Improvement | « Clarify policy measures to minimize market .
uncertainty . spec1fy management plans by cycle for
information that needs to be managed

source: Shin & Jin(2018), Jin(2019)
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