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ABSTRACT

Distributed ledger technology, which is attracting attention as an emerging technology related to the 4th Industrial
Revolution, is implemented as an open source based distributed ledger technology system and widely used for development
with various applications (or services), but the security functions provided by the distributed general ledger system are very
insufficient. This paper proposes security enhancements for distributed ledger technology systems based on open source. To
do so, potential security threats that may occur under running an open source based distributed ledger technology systems
are identified and security functional requirements against the security threats identified are provided by analyzing legislation
and security certification criteria (ISMS-P). In addition, it proposes a method to implement the security functions required for
an open source based distributed ledger technology systems through analysis of security functional components of Common
Criteria (CC), an international standard.
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L gk e st Belsle] Aakelstolo)
i
L (3.4.3 F o4 %)) AulaE AT 5
Lok ol 43d] ek FE o4t AYRE ¥E |
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A ZF(ISO/IEC  25408)¢ %34
(CC, Common Criteria)< IT AE<] XokA
Bkl 13 3% 71Eelth sllellAe AR
(F7EAHRFAT), AF7|FATRIZAR),
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< AAE sk, TARRIALE SERFTPIE,

v Az A A|2013-51%) uwlel AHER
i/‘]i%‘ 20T AFY] HeME 7 2 IS

oo HN

T

w2



il
ot
of
ol
N
N
N
o
rlo
—
r
b
5‘:
Nﬂi
rui
i)
T,
1~n
rulL
)
-z

Pleetad) 2@ 3H(aEeTA) R A
A2 (2527l
W0, AEdER FHE 0]

s

orz\hii
o
&
U
=

—
o
ol
o
X
~—

ol

SFP : Security Function Policies (X.3}7]
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SFR : Security Functional Requirements
(88l 52741

TOE : Target of Evaluation (37}d4h)

TSF : TOE Security Functionality (37}j4t
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241 HORZIAL SA

HeBAHFAU, Security audit) Zd2s X2
ot # W5 (F, TSFel 93l A== BE 3
ol AH" AR A, 7|5, AR, $HE 2T
g}, Al d2E A o Helk *TFL zo] 1t
Agon Frh(elH AREAL) oldl Bigk Agle] gl
=7 AR o €439 4 9tk (9)

O HePMF AFds(FAU_ARP,  Security

audit automatic response) ={8z|= 314
ol Hek ke §HAlshe ARlE "R A4l
FsloF & A& EE Aol
 FAU_ARP.1 2.8 3 (Security alarms)el |
A, TSF& ZAAel Bet 9iute] gx|5= 4§
HheAEL Aol Dl |
O HezH}E dHeole AA(FAU_GEN, Security
audit data generation) H@e]= TSF Al
ol A AshE mokikd Apde] S V)55t
= 8RR AR

 FAU_GEN.1 #M delel A4 (Audit data |
i generation) FAFNA ARS8 AolEta, |
L Zb H@ee] s|Zallof & delele] HEg A7
o %
 FAU_GEN.2  AH8a A9 @ (User |

identity association)ellx], TSF+ FHAliAt
P AbATE A AREA} AlS1S- dEkA| Aok g}

< 7 ARARE AL dlelH
HE o] e AHF Bl g 274}

<]
% geleet.

X

i FAU_SAR.1 ZAF AE(Audit review)& 7
) dzee AnE US4 gk A5e AT
s :
| FAU_SAR.2 4} A& A% A (Restricted |
faudit review)& FAU_SAR.1614 g%l A4 |
Paks Aldslae ARE US4 RS A
TS 5
| FAU_SAR.3 A% 7153 7141 A E(Selectable :
| audit review) M} AE B0 ARE 2 o) |
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[
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| OlElE 715l Akele] AR 4 ol TS &

g}

O X2 A AE(FAU_SEL,  Security
audit event selection) =@zl 2T FHA
A A Ao g e TOES 9 Foll 7l
oo} & A7l S AdE] 9 sFARERS

el
- FAU_SEL.1 41933l Z}(Selective audit) :
EEEEESEREREE SRR R
4ol 7128191, FAU_GEN.1 24 wlelel 44 |
ol AlgE mE gl AR Ao 2
Asolol & AR AEE AT 4 Gl e

2 v g o= .

O BeE AP ARH(FAU_STG,  Security
audit event storage) #'d=l+= TSF7} ¢H4
g A S Al A" F YRS dhe
SRS AR

 FAU_STG.1 b =4 :
i (Protected audit trail storage)& 7 54 |
ol FHE T ddrh A 3 AgE Wl
A ok A H WA o g2 HE WIF oo g}
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i (Guarantees of audit data availability)< dleTe] %E] oo EHATHA7]el AE S ol
H 0

oabel] ek xle] WMAlslelw TSEVL 7_}45 o). A4 (FCS, Cryptographlc support)
dlelHE g wase AL dawe, | FUSE TOE” FEE TEY A A "4
 FAU_STG.3 A} Hlole] €4 o A ghg | SHEdlel A9, EREAAR T+ A9
35 (Action in case of possible audit
data loss)& 7} 29| o)Ax2 zv)g 731}?_ O ¢3%7] #=(FCS_CKM, Cryptographic key
o Fallokst ol Ee wA g} management) EEE a7 AYFTIIE A
 FAU_STG.4 A deolee] &4 wA | st s Ao, ad HE 927l A4,
(Prevention of audit data loss)&= ZHA} = el AT B ] Al Hid sk Al
 Ao] z3he): Aee) e WAL et
242 SN SejA | FCS_CKM.1 st=7] A4 (Cryptographic key
generation)-< #AE ok3 dwE|E3} 7] Hold|
1(FCO, Communication) Z2E 53 foel bEgF AN AL a7t WA oks
dlolE] aLgte] stz Zo] Al4l HFe] A= F deE|EF 7] ZHol= I EEe 7B S 9l
Aol el At olF AUl AR Ju o :
o MR FH)e} FAIAHSAl ) A FCS CKM.2 &3] Eul(Cryptographic
B gedso] glek. o5 Hel= Az} wA ! key distribution) WA el whe] whel
A5 HAlE S HAd S flon FARE S4l L olEgvh weE AL aTait wWAE B oub
ALS RAF S geS WA (9) e g EFe sk 4 glek
{ FCS_CKM.3 <t&7] AH<Z(Cryptographic |
O Wkl #ekx]) (FCO _NRO, Non-repudiation key access)S HAE AT v wet k3]
of origin) Hdel= AR MAlA7} AKne] of gk Aol aE e Ssteh WA A
Al APS AeHe Halshr] Esk &8 B P WS skl 33l 7Mke S ol i
&3t FCS_CKM.4 ¢t&7] 37](Cryptographic
ékey destruction)= WAE 7] Hdl u}a}
{FCO_NRO.2 7ZHAidel wal %9 (Enforced | P otEIL 91E Ae g7dh wAR 9] bk
proof of origin)& TSF7} 34k #l4d Hnel | e ggE g sk ool :
Wale) gk =75 A S 79}

O ¢z A4HFCS_COP, Cryptographic

O 44l ¥4 (FCO_NRR, Non-repudiation operation) W= = A4F 3o gk &
of receipt) Il AR FAzP} B TAFe] ol W Ak EgEojof g} HHA
FA AME AFAHeg HalsR] sl sk ol b5 A4k dHlole 9 otsst 2 E33) A
A& HAT} 24w A d A FAA 2 Az ASE

A7 dw A=z A, HHE A (HAA o

"FCO_NRR.2 ZAAY 41 %9 (Enforced | JAAE), B kEst U %Esh e

 proof of receipt)& TSF7b a4k 418 AR : #el o= 23U

A s s T As AR

{ FCS_COP.1 &3  44H(Cryptographic |
243 2o Ad S~ | Operation)& 9h& oate] WAR <tue] 23} :

. . L HAE ghEg] Aolel met £AE e 27
2~ = B

TSFe =2 552 o8 7K 2ebsds v Lo mAE dwezs) otey] Zo|: g9t %
A1 flske] skarles AR 5 %lﬂr.ﬂ olE& el e,
A gl ol FelnkA], okdd A, o3 A
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e

AL dHlele] ®B3(FDP, User data O TOEz* e AHgat dole #+=(FDP_ETC,

protection) F#lza= AMEAF Hlo|E e Bl
HAE SRS WAEke ddEEES Z3Eh
FDP+= AREAF dlolele} AAx o2 A=y Heks
AR o7 . &, AAske 59 TOE W
o] AR} HlolHE i 409 side] aFe

vHreiAlct (9]

O AHZEA AM(FDP_ACC, Access control
policy) #Hel= WA 9sx HALFA SFP
= AlHsly, SFPe} #H¥ SFRe Ads A
TEA RS A AAEY B4 WHE
2 &J gkt

'FDP_ACC.1  ¥¥Ae  HZEA (Subset

access control)+ TOE A2l dHolx] =3

D 7bsat ool ddtel diste] Z7ke] A

| ® A2EA SFP7F 24 A a7 f

{ FDP_ETC.1 2e&A4 glo] ARl wlolg] + |
gé(Export of user data without security
- attributes) & TSF7F TSF 942 A-4-4} o] :
CEE £ET A9 AT SFPE 3 A 2
T o) Aol Sl f |
P EE AR dlolElel ke BokEA §lo] fF
o,
| FDP_ETC.2 H&4e X8 AR dlolg |
2 (Export of user data with security

Export from the TOE) #uz]= TSF =)
glol TOEZHE AMAL dlolHE F5317] ¢
g 7155 AYgrt. o] 7152 AR} dlo|Elrt
25 F 2 BekEA 2 23Ut s £
HAY FAE F RS 3k Aolvh E AY
= FF A9 AR, fE2d AR dle]
Elo} Rk 7he] oA S ohEr)

25 A14A o]

- attributes) TSF7} %% AHgAh dloleje} |

O HZEA 715 (FDP_ACF, Access control
functions) = AEA A
(FDP_ACC)IA #H= AHTeA AAE 74
& 5 ole 54 75l A F3s A

FDP_ACF.1 x&Add  7d  AZEAL

E(Security attribute based access control)—t*f

TSE7F BekeA) B wiedE S4 el s|ulele] A

2EAE FYsEE dvh md, TSFE HerEA

o Zlukste] A ek AT WAHOT rbe

O dlolel ¢1%(FDP_DAU, Data authentica-
tion) He AAZE AR FAAd ol

= goh(e]  AAAMT). £ side

o] YIxEAY FASA MAEA] o
S ASE)9lEte] dvleolele] B4 whglel o
1

& HEAE wASHE e AR,

| FDP_ITC.1 2154 glo] ARt wlole #4] |
{ (Import of user data without security |
| attributes)& BRI E0] ALgA} HlolelE At
8 maAsla, AARYE Pelde] AEd AL o |

A A

b1

e
o,
e
i)
ofo
o

O TOE 9%z ¥E  Abgat  dolg] %9l
)

L Beke Ak s AdE S e

L 7)%5g AHgsle] A% SFPE 8 AL &

(FDP_ITC, Import from outside TOE)
w2le TSFe 4 slel TOERZ AH4-AF Ho]E
s szl flgt wAYUESES Aod). o] HA
E2 AL dlolE7)F HAg RlEAS A
A3 HIEEE k= ot} o] dAde:
3 Al Aekael aFEE BoEAY A
. AHEAL dlojEl e} FaEl Rkl S

A do B T g

e,

. FDP_DAU.2 %7 A44A8 A9& =3tat |
i dloJe] <% (Data authentication with |
 identity of guarantor)& TSF7} #4142 W :

A FE FAS A0S 89T 5 YES o

| FDP_ITC.2 244¢ 33 A4 dolg |
g-ﬁ-"d(lmport of user data with securityg
| attributes) S Hat&ASe] ALgAl dlojelE A :
- 23] m@sa, TORS] o) r-2e] f<)5e A4
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CFDP UCT.1 A8 A% Weig weg

O Akeidn 22 (FDP_RIP, Residual i (Basic data exchange confidentiality)®] :
information protection) HHel:= AFde] 3} L 2o A% Fal ALEA} UolEE wEENE 1
vho] AAZHE 35E o Al AL S8 Ao]c}.

S ) 2 el E3E ojudt dlo|e|x 7R T
A s HAS| #13 a7ARE o O TSF 7+ AEEH= Agx dolg w44
AAAR ne el A9 el 23 dlo] (FDP_UIT.  Inter-TSF  user data
B7b =EpHer AAEAY QAT integrity transfer protection) |3zl
TSE7b §AIsh= ARalell A3 opa o2 A TOES} t}2 A5 IT AF 7t A% Fal A}
Aol Agded o glemz ol2fdh dole e o a2 dolge] el BANE AlTsa =94
& REE R Fed eRRAE BT AT aTARE A

SE=

{FDP_RIP.2 AAAd Addr B3 (Full i

residual information protection)+ TSF7} CFDP UIT.1 #4 deolg 244 Data |

P ARde] el o Alell TSFell #af g4 ' exchange integrity)® %9 AHgx} wlole] | é

P 2= A Al wE Apsle] e o Lol WA, A AR AR oR B 9a

P80l ZHeEA e RAR AT aTd L o TApRre ohEg) :

O AA=  delele] FAA(FDP_SDI, Stored 245 AlE 9 o|x Zaga
data integrity) #de]+= TSFdl &3] EA=
= AR (container) el A= sle et AW 7 olZ(FIA, Identification &
o] AHgA} dloly] BIE o= 07‘*}??1& Al authentication) Z#l¢ ddzl= 849 A
el FAA ofe wREy A A A Ae] AlQe AA s =ms)s] o)a 7] QTS
7= AR} Eﬂ"lﬂ o dge vA 4= 9t s

FDP_SDI.1 AA¥ dolelsl $24 A
! (Stored data integrity monitoring)& TSF |

7h sl FAA el dald TSEel 2laf & O % A9l (FIA_AFL, Authentication

PAlEE AgA el AR AREAL dlelHE AL failures) |=el= A3 Q1A me] S} <

¥l ara ZAE As) A2 TSF @5 o & zus}

. FDP_SDI.2 A#% dlolee] 44 24 4 | 7] 918k AT EFET) wEss Alsat

{ o8¢5 (Stored data integrity monitoring | AzAEe] 34 A 7ke] FHAHZ E3eHA T o)

and action)& &5 ©x¢] ARA FHs|A o} o A E A= o=

e SlES Hagown 3 WA AxWE

AR R FIAAFLT 08 A4 Aol hitheriicaton

OTSF 2 Ase AbA ded wgy  filue handling® 487 434w 4 A
(FDP_UCT, Inter-TSF  user  data -57};33&{]5,_] %i% . OP_dOTSQFﬂ» A H»Xq 7
confidentiality transfer protection) 22| jz?jﬂi] T a‘j ﬁj};ﬁ?jﬂ%%;ﬂ:j :
£ A4} dlolel7l TOES} of2 A= IT A S AT L
F 2ol s AN Fae] Agule g apg OTF AP0 TSP AR Al Ak
b olle] s nasbl fa aaae LT AYAE 5 AAHelE AN 4



I L3 SR - 3 :
{ FIA_UAU.6 A% (Re-authenticating)< |
O ZE 7k AHgAl= SFRE 337 $lste] akgate] AjelFe] Aed AL WAEE Y |
AHEEE ARERE A8 ofell moREAel AFE Lo a7l
7P 5 ok AR SA AS(FIAATD,  FIA_UAU.7 4% =9 =3 (Protected :
User attribute definition) "1@2]& TSF2] | authentication feedback): Q1%3sH= £t A |
wek AAE A Sla) Bag AgAl wd L% = Angle] AgA AT e £
£4¢ AHgAleh QARAI) R e TARE 4 e
g
AHEAE AW (FIA_UID, User identification)
CRIAATD AR (s »nw# TSR 134 elslloh 32 A1)
attribute definition)® 7+ AMgAel ojak A A2 L7 T 2 BFS A A
: . o . ; A_Q_]E Asl e Q = 2AS Azl
84 melede] AMAer WY 4 xS | A ALBAS AT 275 202 PO
), : =
O wgAre] 2% 2 AXY(FIASOS,  FIALUID.2 ZE &% ofdd A& AH |
Specification of secrets) Hdzl= #lg= i (User identification before any action) |
HUA R diste] Hold 34 Ve A88ta i TSFo 9aA] 349 th2 nE % o] A i
AoE 318 J1EE BRATE EARE A | e A Ae e :

sh AU Z gk 87AES A ojgit)
246 Tfo|u{Al S

i FIA_SOS.1 #|=gAHEe AHZF(Verification

of secrets)% H] 26117}‘ ;q/]g 01_9_7]7_0 ul EE}O]H%}](FPR Privacy) %EH./E*‘E Eﬂ}"l‘ﬂ
ZX7]1S TSF7} 24%3 7S a3}, Al AR 23 o] 7AYo AR
FIAS0S.2  wlmAwe  Agrse; o oIEed Al ‘”’”ﬁ 4EE el Wate] A
generation of secrets) TSF7} A2l€ 3 A Bednh 9
L4718 HEATE vNARE AT S A
Ae ava O 744 (FPR_PSE, Pseudonymity) {4z]&
A ARl 41919 wE gle] ARslelu} A
O A8t A (FIA_UAU, User W% AT S QAR T ARl Hisle] A
authentication) j@zl= TSF7} A¢sh= Al o] FAE & g AR
84 Q% AU §RE AR wah
He)s ARl QlE wAUZe] saksfel dh= g'"'li"ﬁﬁ"P"S"E"é'"%"“?'7%1913‘5%1"91"%5‘3"ﬁé&éféibié”;
875 SAEE Ao i pseudonymity)> TSF7} Al5%l HAd 74t
Pato] o] AbgAl A9 AREE 715 A
| FIA_UAU.2 R2E 3% o|dd| Alga alz LR AT AT
(User authentication before any action) )
Lo TSF olaA 49 T2 2E §E o]d] | 247 TIlCHAte] HOolT|SM(TSF) 25 Zafa

AL Q1Z3 S Qi) ;
| FIA_UAU.5 ©% <% WAYZF(Multiple |
i authentication mechanisms) 54 Aol |
distel AHgAL AR aZs] Astel AR |
A&
[<)

LB AdF AUz AFET AeE AL o

TSF 2% (FPT, Protection of the TSF) &
= TSFE 4% vAUSe 7245t A2

°ﬂ 43354 71587 deEel, TSF dlole 9
A B=HE s aTAE AeE 239
.9
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O 9%4d% TSF doleld] »EA(FPT_ITC, L Foll 2 s YA (FRU_FLT, Fault
Confidentiality of exported TSF data) ¥ tolerance) a2 QFAE Aboll7} A3}
Wel= TSFeF of2 A9 IT AF 2o AHF 4S5l TOEZ7F A 98 3= As
TSE dlole] & al/t=A] 42 &2 5E B3s) B}

7] #18 AHAE A2olgi). o]zldl ol s

A=, 7], 7} deolg], TSF A 3xzo} e FRUFLTli_n_o]]q]s]_q]A """"" _171_.3;'__;5‘]%

S8 TSF Hlelel7h 2 5 sl (Degraded fault tolerant)2 21%l Ael7}
PRl Al AR s)5e Exke A |

. FPT_ITC.1 ¢%d<% TSF dlolels] ujdA |  A%HES TORSA 279

(Inter-TSF confidentiality during

| transmission)& TSF7} TSFe} o}2 A4 | O AdAME $4149(FRU_PRS, Priority of

CIT AIE el A4 F9l dlolE S xEavE B service) HEele] S7AREE TSF7F TSF9

 B3E% 04T AL a7k} A el Qe Ae] g 2 FAd <

AEE AE AT F xE sk, TSF &

O 95AE TSF delele] FZHA(FPT_ITI, A ke]) w2 A dwel i I A
Integrity of exported TSF data) EH“‘E]-‘E 4 el oJgt Hdsl 7o Aadgle] 4
TSFe} of2 Alzgld [T AFE 7lel A% 4l Y =5 g},

TSF dlelel& Q7t=A] -2 w7 °i-r51 23

7] A& A& AHgtt o]l dHolel= { FRU_PRS.1 AIAM4 $A%e] @ 22A4 ]

ZHE, 71 Ab dleldl, TSF AR sesh 2 (Limited priority of service)< —T‘iﬂoﬂﬂ

< F83 TSF delezt & 5 glet | TSF B4 she] ot Ap1e] Algel] ek $A<
AEARRS

CFPT_ITILL ¢)%A% TSF dlojele] w7 &4 |

. (Inter-TSF detection of modification)¥ t | O 7] &F(FRU_RSA, Resource allocation)

2 A= 1T AlEe] AHE vAYES At dde]e] @A TSE7E AREAE 2 Aol

L& 1 sfell, TSRS} ok A 1T A 2ol | g A AH-E FAT F YEF ste], <}

A% 2 TSF dolee) WAL BAse e 7 e ARle] Few e A Al

Az, ot =g e,

O e)28=(FPT_STM, Time stamps) 1'% {FRU_RSA.1 #Hd &9 (Maximum quotas)
S TORS] A% 4 sl whIZ9E 715l | o opanst Fa0h BAE A0S SHE 5 S |
AR 2R v & wAsle 3 dAURe AR TS

'FPT_STM.1 Al & 9l =Hjad= !

(Reliable time stamps)® TSF7F TSF 7] 249 HIIHAKTOE) &2 S

Poll Al=E 4 gle eplaEEs A3 AL

27, TOE AZ(FTA, TOE access) Z#ze AHe-

"""""""""""""""""""""""""""""""""""""""""""""""" 2 A AAL A 93 75 TANERS A

248 At@ 28 A g} (9]

A4 #4-(FRU, Resource utilisation) 24 O &4 AA 49 AZHEFTA_MCS, Limitation
2= A T8 9 AR 3 22 87E 29 on multiple concurrent sessions) I|Hg

MRS A sk Al e dEE AlEEiet (9) = Y AREAl &3k T4 AAY E AR

S CLc



P FTA_MCS.1 7184l 54 AAd £ A
(Basic limitation on multiple concurrent%
| sessions)& TSFE| RE ALgAlelAl g5 3 |
O A #AF % ZFZ(FTA_SSL, Session
locking and termination) dz]+= TSE7}
TSFell &gk Az ARgAtol o8t AlAd-g 3
A 2 Fs3e vHE Aste S
S Aoglic}
'FTA_SSL.3 TSFel & A4 2=
(TSF-initiated termination)+ TSE7} WAl
CE AR v s 717 3 AAE FE83e 87
ALEe AT 5
' FTA_SSL.4  AMgAel o8 Ad %=
E(User—initiated termination) & /‘F%-Z]-Oﬂﬂ]é
PAREAE ARAle] Asabs AAE FEsRE 715E
R in g :

2410 M5 A=/AE SaA

obgt  AR/AY(FTP, Trusted path/
channel) F#dl29 #del= AH8Ate} TSF 7H
AlZ)E B4l A=e) TSFe} vb& Algld IT A%
ZHe] AgH B4 A ek 8 AR Aol

O TSF 7t ¢kdgt AE(FTP_ITC. Inter-TSF
trusted channel) =|Hel= HMAFS] Fadt
7% AgE $3te] TSFe of2 A" IT Al

F 7] HAg A Al g aAtEE A

FTP_ITC.1 TSF 7t A% A4 (Inter-TSF
i trusted channel)> TSF7} zRl#} o} A4 |

IT AE el AR A e AT AL 8 |
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Identity management }. Software patch management
system
A Ledger management Non-facing authentication
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P Crypto-key
p management {[  Crypto-key management
| system
i
(4 ’[ Digital asset custody system ]
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n Distributed v[ Time synchronization system ]
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P3P o eation Database management system
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Fig. 1. Distributed ledger technology (DLT)
system running user application
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Table 1. Countermeasure between security
function of Hyperledger Fabric and security
threat

Security
Function of

Hyperledger
Fabric ST1|ST2|ST3 |ST4 |ST5 | ST6 | ST7

Security Threat

Data
integrity
Identity
management

Access
control

Cryptography A

1) ST1=User anonymity, ST2=Software tampering,
ST3=Crypto-key leakage, ST4=Unauthorized access,
STh=Data leakage and tampering, ST6=System
error, ST7=Audit log loss
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<Security Function>

<Basic Function> —  --mmn- <External System> ------.
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management

Software patch management
system

-

Communication ¢ Patch management
protection ¢ P2P communication

* Identity management

¢ Ledger management

Cryptography control * Crypto-key
management

* P2P communication

* Identity management

¢ Ledger management

¢ Crypto-key
management

* Patch management

*  Wallet management

* Smart contract

* P2P communication

Access control

* Identity management

Personal info. protection
* Ledger management

* Identity management
Data protection * Ledger management
¢ Wallet management

* Patch management

Resource availability L.
*  P2P communication

J Ledger Non-facing authentication
rypto-key
)7

S
=
management
Digital asset custody system

9
A Wallet
management
A‘ Abnormal transaction detection
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Smart contract
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Distributed
consensus
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Fig. 2. A model of security-enhanced distributed
ledger technology system
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Table 3. Relationship between security function
and basic function

Security Function Basic Function

Identification & .
* Identity management

Authentication
¢ Identity management
¢ Ledger management
* Crypto-key
management
Security audit * Patch management

*  Wallet management

*  Smart contract

* Distributed consensus
¢ P2P communication
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I <Basic Function> I
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consensus

Fig. 3. A model of security-enhanced distributed
ledger technology  system running user
application
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Table 4. Countermeasure between security
function and security threat

Security Security Threat

Function |sT1|ST2|ST3|ST4 |ST5 |ST6 |STT

Identification &
Authentication
Security
audit
Communicati

on protection
Cryptography
control
Access
control
Personal info.

protection
Data
protection
Resource

0] 0]

availability

1) ST1=User anonymity, ST2=Software tampering,
ST3=Crypto-key leakage, ST4=Unauthorized
access, STh=Data leakage and tampering,
ST6=System error, ST7=Audit log loss
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