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A Study on the Analysis of Trump Administration Cybersecurity Policy:
Focusing on Critical Infrastructure
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ABSTRACT

The purpose of this study is to understand the cybersecurity policies and critical infrastructure protection of the United
States through analyzing Donald Trump’s administration executive orders, the national cyber strategy, and the legislation. The
analysis has three findings. First, the Department of Homeland Security (DHS) became a main agent in the cybersecurity
while the role of the White House was reduced. Second, Trump’s administration expanded its role and mission in the policy
area by extending the meaning of critical infrastructure. Third, in the case of cyber threats, the government can be involved
in the operation of critical infrastructures in the private sector. The opinions of the professional bureaucrats and DHS were
more reflected in the direction of the cybersecurity policy than those of the White House. In contrast to Barack Obama’s
administration, the Trump administration’s cybersecurity strategies were not much studied. This study provides insights for
improving cybersecurity policies and critical infrastructure protection.
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. M 2 (Cyberspace Policy Review)(4)5 ®rx%sla =+
7} Alol Eot A AS FR1se. Blie TE
FQI7MIAAE A A~Ee] A 7EA [TA|AE ALE- SR B7} SAlo] Fo] AlolvHel k) FH oA

B E g =2y Bie) A, S7F ARuel A, ARRS Es D
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o

- =5
& XA R 3= AlelH FAL FHT 10497 F4 TA 23] $13}ed %E"}iyrb 20114 Apely ®
sHA 718k}, ol <ld Ik XA <l I QhdEkel ek AlelwmlElE: g A4}
e Aolghe 7 94 il glon (1) F87|4t A’ (Blueprint for a secure cyber future)< 3
A RS §18k Ao Rl Ao 72 7} A} #3|= shct2) g Cnpel PAF= FooME
ol mokxi=ke] A1 FAZ} =9t Ao Hobksks $l8l oslellA eI AfelH
20174 14 W3 Ex= AR Fo7)ul AEFH 2 B3H(Cyber intelligence Sharing
Al AfolwBel AL A Wi E AR and Protection Act)Z} Ate]l®] B3 (Cyber
23 FEQRELY Alolwuel ATt 55 T &2 Security Act of 2012)2] WAARe] ¥ A}
o] =efvty] Alxtelict, AA FREA HA} F71A 20139 29 FAH"= (Executive Order (EO)
2 Zg2AES Afto] I glE(2) v Ale]H 13636, Improving Critical Infrastructure
Rl A 7] du)Hel Weke g HrpHb=(3) A} Cybersecurity)3) 3} #3224 (Presidential Policy
olMEel W MR EE 93 ARy A7y Directive (PDD) 21, Critical Infrastructure
o] i3t EfE AN FQUIMHAAH gt Security and Resilience)4)& W %3} o] & ujet
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SIS 23 v=o] Afe|H{ gl A A EA o]
Z—]-Zl}(‘]v_i 0]20-1 E‘] 7‘]4/]-——— I:HZZ—],_AE_ E‘:’E‘"_L. —E 1) 20074 /H7%7 7FHE] DL/K] onjrl B IR eg)
A= AA3GA JolM = A Aol o]u] Ao Bt ol viES = $18e] 57|} A3}e) %7—14 LIPS
ale] aetol W Sl e A Sel 52 A a0 i A
o AL AFH oz Agd Aolaly v 54%1:]- ER)
o] AFA g o]Folx|A] ¢k glvh=dl EAS o] ¢mju} thESL RA] ALY Alo| u]—'—7]— 2]
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A B34 (CISA, Cybersecurity Information
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Aol WAl ® FE A= 11) SRR
3](NSC, National Security Council) Ata} Afo]
B ekE 3 (Cyber security Directorate)?] Apo]st
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312 0] ZEHEEO| AlO|H{E Qo M2k (US. Department
of Homeland Security Cybersecurity Strategy)

o] FEQHE A Ale|w B AT (19)2 EFZ
AR 2dAel 20184 59 15 xS
2017 @ AR (NDAA, National Defense
Authorization Act of 2017)5¢l] ule} 4= =

5) 9709 0] Aol D3l o] Higltolls A FESE Y 3
A 2 994 & £<=(Ron Johnson (R-Wis.))
}ol & 719 (Tom Carper (D-Del.))7}

5 He)gt rER Y AW (DHS Accountability
Act) €47} E3Ee] Qlv} &2E9U9AE 2017 =
W ollA FEQRE Y] Al g W 23 E

Table 1. DHS Cybersecurity Strategy 2018

Pillar Goal and Objective

Goal 1: Assess Evolving Cybersecurity
Risks.  Understanding the evolving
national cybersecurity risk posture to
inform and prioritize risk management
activities.

Risk
|dentification

Goal 2: Protect Federal Government
Information Systems. Reducing
vulnerabilities of federal agencies to
ensure they achieve an adequate level

Vulnerabili of cybersecurity.

Reduction Goal 3 Protect Critical Infrastructure.

Partnering with key stakeholders to
ensure that national cybersecurity risks
are adequately managed.

Goal 4: Prevent and Disrupt Criminal
Use of Cyberspace. Reducing cyber
threats by countering transnational
criminal organizations and sophisticated
cyber criminals.

Threat
Reduction

Goal 5: Respond Effectively to Cyber
Incidents.  Minimizing  consequences
from potentially  significant  cyber
incidents through coordinated
community-wide response efforts.

Conseguence
Mitigation

Goal 6: Strengthen the Security and
Reliability of the Cyber Ecosystem.
Supporting policies and activities that

Enable enable improved global cybersecurity
Cybersecurity | risk management.

Qutcomes | Goal 7: Improve Management of DHS
Cybersecurity  Activities. Executing our
departmental cybersecurity efforts in an

integrated and prioritized way.

A Hrkska odvh(20). 53], & HotdlA] 3
1912(SEC. 1912. Cybersecurity Strategy for
the Department of Homeland Security)+ =&
QFEAE] Abelw] HMobdHE o3]o A A I
g s A ogFt el HWAsta Qleh(21). AA,
Aol Egt A Welo AEA <yl Sle AFH
X5 AT SAEHE 9 A EA4, Alelwust
AP, AlelwEgl ot o A Afo]wxgk
HEVEFS] g olgd g AtEE A= A
o Za 7 AA, AR Alelw Rl AZpE 4]
u] FEQkw o] o]z Alo|v] B el A2k (Blueprint for
a Secure Cyber Future, 2011), 3IAA=
2014-2018 0l WrxE IEotR o A AF 1z
7P FHTe W 49 ) FEQEIH
(Quadrennial Homeland Security Review)%%
ARSI o] vl g A2 Ao rgl AHFS 4
He A, A, Hgke] 3 5l o]F 90 oJUE FE
ehm o] A2g Alelw HebdZ B uXE 93| A
=3 7, oA, FESHR YT} Alolw] wobdERS
3 o]Foll= 90 oJWE A %, AR ez}
ol 55 AHEEte] o3lo] FRAAE S AAE A




AHRE 533 =wA] (2019. 8) 911

Eqkrte] A= mebdet
7hakaL sigdate]e] $-AlS]
oz AAsta glet =3
& Bustal 7)Rke] AL Foln ols|iAAET
HHate] F2MIAAE Red e Fo FRE
AL gleh vl FEQREE Fje] Atelni gl 91
Ao Jejspy] fa FEqhEy7E AR
S R A Ve 8T 4 dle
Aol Weke Aaiel deha Axda 57b ANt
He)aly] 413 F(pillar), FoE5E
. A5 (objective) & AIAIBEAL Qlet.
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313 O|=29| =7} Alo|HHZ=F (National Cyber Strategy
of the United States of America)

EfE PAHE= 20184 99 FMijolweriA
F(22)S wasisirh uk AR 2eHAIAH(CIO,
Chief Information Officer)dl Z%E rfolr]
(Grant Schneider)& 4wl o] Azke] 2003
W o]F wlare] 15 whof] whazdh 3] AlZE A}

o
rN
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=,
e

AYest F7h vEA Asd de
Aol B3k oA $e3% Ztel wa el
Sich. 53 o] At RylRe BACR sk
AejA Ajoln] o] FlslgaA o Sk Sl
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ol = E7ata s iAol A

A0l 68
AAT24). wehA oteld Ajolw] AL Ws

Foe) AA4E A4 T 4 U Fhe 5L
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Table 2. National Cyber Strategy 2018

Pillar Goal and Objective
Protect the e Secure federal networks and
American people, information

the homeland and Secure critical infrastructure

the American way Combat cybercrime and  improve
of life incident reporting

e Foster a vibrant and resilient digital

economy

Foster and protect U.S. ingenuity

Develop a superior cyber security

workforce

¢ Enhance cyber stability through

norms of responsible state behavior

Attribute and  deter unacceptable

behavior in cyberspace

Promote an open, interoperable,

reliable and secure internet

Build international cyber capacity

Promote American .
property

Preserve peace
through strength

L]
Advance American
influence

spgro ey 7t AlelmEgl wAlE T3 v
F3E AT Zlelztx FA%. I, RiAe
FF FEAHTE FA o7 v5e] F7} A

AAE Egdstar Al rehs 228 Flolzta v
glr FEQMRGIL AloluH el 2 An|dE
T, sk TSR ke En AFHoR
71%3 Aolgta Awsta glrH22). BaAe 7t
AAS BEE] Y% $AsY =X (Priority
Actions)® 1) A<l oF 7RAd, 2) =7F1% A
Wol| up2 A+ 2AA 3) AlelMEsl 7|F AlF
A2A ARFA 7e AFdA &4, 4) V=] 1l
FF BT 5) Alolwral FxExl 6) AT 2
N F21 $Ae 2A, 1) 2% Y et
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314 Afoje{Eer I JHIAMESE 98 ME7|E
M2lg] (CISA, Cybersecurity and Infrastructure
Security Agency Act of 2018)

Aol Hel g ZHAMEE S E 9]
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2 A=) o] ek 20024l A=
w1 (Homeland Security Act)6)& 7§43
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National Protection and Programs Directorate)
= ApelHEgt 2 MMM ESE 918 Al
(CISA, Cybersecurity and Infrastructure
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vl=e] Aol Bel Ak FAAAZL FEdR AT 7
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(Unity of effort)ell =3oiz olctar Adwghct
(30). =] B3 /M via FEQGEII} RE
Ardel A4 7bed FRAGRRE S8 AAGE o
A7 AAld A e shtR(31)8) Bl golEl W
Mo® -5 A - e WS AAs] A%
AFAA WAelet. A FEIEN A Alo] E=
(Jeh Johnson)2 32| E3ido] i A9
A 2t Z} = ATl ek
I Rl 1 o ) o= =
ehar ”“ﬂﬂﬁ} °‘E‘r 32] ol2igh

5l

T) A BoIAE AFEA o] Apolunal el 43k
G55 "sle 7k AE SRRV FEE
< $s ‘3&"/}[5]
8) L 9ol k%%l FEA (Engaged Pa1tneysh1p)
q

A%A ‘H (Tlered Response), &4 7F53stx 4

she AS 7bsdt 299 53 (Scalable, flexible,

and Adaptable Operational Capacities), A
% 9] (Readiness to Act)7} gltl (35)
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L Z3pEel AAE st gk 71dake] 454 Aol gk Apolm Eako] SAApks} A 2g]e] whole]
o FtEUAE g 2 Adstelaia) sk owr) 23 2= o] ofet o 13le] ARl BFelAl G
wlo] drh33). |, wEku o] Ay @rﬂh} A 9lEE AAE TR g 57 o
I 4FE ASATEE dEe ERE PA el o] F8AE Axsha olaE rlsirh. BRI 3
uFEs of@] Alo|w Bl A A ol 4] HJ%ZQB& | Aol F871AA w9l Sl AfEA ehistet
& 4 slek 20184 9ol R vl=e] =7} Ate] A AdRellA S Asbieke 2R
AR STEqkRA-e] A3t jlele) Sl sy Aztel & 4 9)eh(37).

Avgsta gk 53], BaMe w3 (DoD) 3

= AR AFYE(IC, U.S. Intelligence v.d 2

Community Al z~dlo] a3l VIEHAE A3}
= TEQMH Fo| BE AS AFAA Awr|at 4.1 2H|0} #NEQl ERIT #HMEO| FQI|HIAIM
JrEAEe SR T A L Aole{ot Zstais ulmzA
e Awsln ok o) 18 0eA FEehuys)
Alolv] Bl B oz dsiAn XAl HIF EZ A HolA xst Ik AZH(NSS,
9l Al2El RF7} Doty AZE ui HA B National Security Strategy, 2017)(38]), =7}
3242 3 4% glvty WA st gtk w3k 3 At A =E(2018), HHE AlolWA=H(DoD Cyber
Ab 92 ozl el FQ M Wl IA T I Strategy, 2018)(39)& Agrm 9|Hox] EoL
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