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ABSTRACT

As technology advances, equipment installed in Nuclear facilities are changing from analog system to digital system.
Nuclear facilities have been exposed to cyber threats as the proportion of computers and digital systems increases. As a
result, interest in cyber security has increased and there has been a need to protect the system from cyber attacks. KINAC
presented 101 cyber security controls for critical digital asset. However, this is a general measure that does not take into
account the characteristics of digital assets. Applying all cyber security controls to critical digital assets is a heavy task and
can be lower efficient. In this paper, we propose an effective cyber security controls by identifying the characteristics of
critical digital assets and presenting proper security measures.
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ARLt 20109 o]zt AAHAAY SehE AR
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2.1 =2| Ao|HEQ THISE
2.1.1 Regulatory Guide 5.71[5]

v =2] AzkEW 10CFR 73.54(4) &= A
Ao da HA7s, Be)s, BlAdTE 7] el A
AAZIEH e wel s e fAE AlxHe|
sl Aol EkS aEd]e] AL AL WA
o} =] AAEAA$ 93] (NRC) = A A4
oA AMslE YAE ASrEe} §Al, VIEHAE A}
olmFgAL N Ruste] vdw 10CFRT73.54
< 58] S qARALZ RG(Regulatory
Guide) 5.71-& 33}t

o] AA-& vl F7]EAT4(NIST, National
Institute of Standards and Technology)®llA
7k NIST SP800-53% SP800-825 83t
Ao HeE FFH HPRA| RS o] g3l 7|4,
+944, #eH BHERASES dFsta sl RG
5.719] 74L& o33 Zomn lo|ujngl =2
R P o B e i i e A A

5 Av Al EQIAR AAE $F FAE AT
3la #2 B, CE KINAC RS-0159F fAlst 3
o2 % 1. RG 5.71 Technical Security
Control, & 2. RG5.71 Operational Security
Control % X 3. RG5.71 Management
Security Control® % o]gjc}.

Alolu] HolAE F HlRALES Alo|r{H ko]
o] == CDAC A A8ghc}. CDAE A
37] fsiMe 1A CSE A F oy A4S
CDAY x3= =4 #A3lof gt CDA® <4,
Bl 2 wlA$ (SSEP, Safety, Security,
Emergency Preparedness Function) 7]%5%

Table 1. RG 5.71 Technical Security Control

No Security Control Details

1.1 | Access Controls 23 Items

1.2 | Audit and Accountability 12 Items

13 Critical .Dlgl.tal Asset e.lnd 99 Ttems
Communications Protection

14 Idgntlflcatlon and Authe- 9 Ttems
ntication

1.5 | System Hardening 5 Ttems
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Table 2. RG 5.71 Operational Security Control

No Security Control Details

2.1 Media Protection 6 Items

2.2 Personal Security 2 Ttems

2.3 System and Information 11 Ttems
Integrity

2.4 Maintenance 3 Items
Physical and

2.5 Environmental 9 Items
Protection

2.6 Defensive Strategy 1 Items

2.7 Defense-in-Depth 1 Items

2.8 Incident Response 8 Items

2.9 Contingency Planning 7 Items

2.10 | Awareness and Training | 10 Items

211 Configuration 9 Ttems
Management

Table 3. RG 5.71 Management Security Control

No Security Control Details
3.1 | System and Service | gy
Acquisition
Security Assessment and
3.2 Risk Management 3 Ttems

Fashe UARA 2 thee s]Fow Aol 7}
et

* SSEP 7l6% a3k tAEamt

* SSEP 7l%l otd3S& viAAY SSEP 7153
a5k CS 2 CDAC i ge vd 5
£ OAEAb

+ SSEP 7|5% 433+ CS &2 CDAZ A+
AEE AlFdlTe tAEAME

+ CS 32 CDAE Adshe tALdAHE

o AAZIENF N BelEl AlelH S e iE A
/q/\a].‘:_g mg],__ 1—4 ;q 1= x],/x]_

0,

APl 2 Al2uls AekS A gsle] A7
FgelM A3 Aol FAo=HE TAEHAMES
FaAo 7 B} E‘Pv} CDA AfolH|H el 55
< Level 094 47X 2 = 572 FR3le] 2
ZAAN A EAL A= 2 7:1]—7]- A

=2 1 =1 =X v
sluekgo] SaEolol weh Sl wel HAg,

e o
e
2
B
N F
>
off g ®

N
N
9}
05}
=
av]
i

olr
o
2L
o2
o
tlo

2 2% CDAG Aol
3% 2 sge Hnsk]

2.1.2 Regulatory Guide 1.152 Rev. 3 [10]
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2.1.3 Nuclear Energy Institute
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APR 1400 ="ef A8 73} 3195709 4]
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F 5437/, DF 353/M, EX1E 1 42402 &5

Table 5. Result of applying a security co-
ntrol to a CDA group

Number of Number of .
. . Reduction
security security R
ratio
Group control control ;
) ) (after/
before after
. . before )
grouping grouping

A 22 Items 27%

B 33 Items 39%

C 62 Items 26 Items 56%

D 37 Items 78%

E 40 Items 79%
Sieh. AnAow 2FULE CDAS TH3je] nokx
25 A8shd 27~94%¢) sl v]EE HelR
1% £ % otk wUEAE CDA 54 WA
S gk Apolusl A S ol 44
A PR 3F BEAe FUA7T BReT
M gE AR 4 ol B3 I 4 g u} E
FHE AAHALA 23E= 7S E 6.

Example of Equipment list by grouping¥}
o] A2l 4 3o

Table 6. Example of Equipment list by
grouping

Group Example of Equipment

A Indicator, Transmitter

B Digital Controller, Control
Panel

C Digital Transmitter, Camera

D Receiver box, Communication
Control Unit

E PLC, DCS
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