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ABSTRACT

Recently, various cyber threats such as Ransomware and APT attack are increasing by e-mail. The characteristic of such
an attack is that it is important to take administrative measures by improving personal perception of security because it
bypasses technological measures such as past pattern-based detection The purpose of this study is to investigate the human
factors of employees who are vulnerable to spam mail attacks through field experiments and to establish future improvement
plans. As a result of sending 7times spam mails to employees of a company and analyzing training report, It was confirmed
that factors such as the number of training and the recipient ’s gender, age, and workplace were related to the reading rate.
Based on the results of this analysis, we suggest ways to improve the training and to improve the ability of each
organization to carry out effective simulation training and improve the ability to respond to spam mail by awareness
improvement.

Keywords: experiment, phishing, training, spam mail, security awareness
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Table 1. Variable definition and measurement method
type variables definition measurement method
Numb
NO ne 1~7 (1~7 time)
of times
1 : head ter
. WO Workplace ) caddauar ,eI
independent 2 : branch office
2: 20's , 3: 30's
AG Personal age 4 40s 5 50's
GE Gender 1  male, 2 : female
dependent RR Reading rate 0 : Not Read, 1 : Read
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Table 2. sample status

target selection

v

spam-mail send

. no
~_ read 7~
yeé; /
< report ? =
" yes

noy

v

training fail training pass

Fig. 2. mail-training process

| 54g £A sgtone 3
EPRE SRS E DESE RS el
ABATE 7T FF 24 A,

definition frequency percent
. Not read 2.408 93.3
Reading rate
read 174 6.7
male 2.270 87.9
gender
female 312 12.1
20's 349 13.5
30's 625 24.2
age ;
40's 980 38.0
50's 628 24.3
headquater 849 32.9
workplace -
branch office 1.733 67.1
1st 351 13.6
2nd 409 15.8
3rd 324 12.5
number of times 4th 370 14.3
5th 385 14.9
6th 373 14 .4
Tth 371 14 .4
sum 2.582 100.0
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Table 3. reading rate by topic

WA MES] BAZEads A solE &
A ZE 3hrol] ool ] 93te] T8 3ol g2y, Topic Number of reader Rate
duge] WAL oldle Fig.3. 7 P 1928 & crime 60 34%
o ehuiolel. T E Ane W e d leigure 50 29%
& QAT T AE A s ehhel A} finance e o
social issue 4
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Fig. 3. Reading rate graph
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Table 4. Linear analysis result

coefficient
t P
B Beta
(constant) 116 10.570 .000
Number of | =415 | _ 98 | -4.979 | 000
times
ehalet,
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Table 5. Analysis result by workplace

Workplace No Read | Read x2 s}

760 89

- 0,
headquater | N(%) (89.5%) | (10.5%)
branch 1648 85

office (95.1%) | (4.9%)

28.212 | .000

424 Log A B4
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Table 6. Analysis result by age

o

Age No Read| Read X p
. 296 53
0,
20's N(%) (84.8%) | (15.2%) 53.966 | .000
s | N | 2078 49

(92.2%) | (71.8%)
a0s [N | 9% 45

(95.4%) | (4.6%)
601 27

0s | NG| (95.79) | (4.3%)
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Table 7. Analysis result by gender
Gender No Read| Read x* P
B 2127 143
male N(%) (932871%) (6.331%) 5.771 | .016
female | N2) | (90.195) | (9.92%)
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Table 8. Result of research hypothesis

Hypothesis | Pearson Co. P result
H1 -.098** .000 | Accept
H2 -.105** .000 | Accept
H3 -.128** .000 | Accept
H4 047 .016 | Accept
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Table 9. Regression analysis result
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