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ABSTRACT

File Carving is a technique for attempting to recover a file without metadata, such as a formated storage media or a
damaged file system, and generally looks for a specific header / footer signature and data structure of the file. However,
file carving is faced with the problem of recovering fragmented files for a long time, and it is very important to propose a
solution for digital forensics because important files are relatively fragmented. To overcome these limitations, various carving
techniques and tools are continuously being developed, and data sets from various researches and institutions are provided
for functional verification. However, existing data sets are ineffective in verifying tools because of their limited
environmental conditions. Therefore, this paper refers to the importance of fragmented file carving and develops 16 images
for carving tool verification based on scenarios. The developed images® carving rate and accuracy of each media is shown
through Foremost which is well known as a commercial carving tool.
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Table 2. Scenario for File carving validation

Index Scenario & Object
Files are not fragmented and the disk is not
formatted

- To measure the performance of carving files

stored linearly

- To measure the file carving performance throug
h file system

The disk is formatted in S1
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h file system

The disk is formatted in S3

S4 - To measure the performance of carving deleted

files after being stored nonlinearly

To measure the performance of carving files in
the master boot record structure
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Table 3. Sample File type for Carving Verification
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Table 4. Fragmentation results of files

Table 5. Quality of the carving results

HDD SSD HDD SSD

DataSet

# Fragments | MBR | MBR | GPT GPT Recovere Yes No
Number of files Positi
ositive
(None) 124 97 113 104 o
P 26 15 24 17 Yes Known False positive
3 20 20 25 25 False positive
4 19 23 30 27
5~ 10 58 77 38 77 Supported
11 ~ 20 20 29 23 24 False negative
21 ~ 100 19 34 31 6 No . o -
101 ~ 1000 14 5 15 20 nsupporte
1001 ~ 0 0 1 0 False negative
Total Files 300
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Table 6. Quantification for File carving
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