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ABSTRACT

As cyber security threats increase, there is a growing demand for highly reliable systems. Common Criteria, an
international standard for evaluating information security products, requires formal specification and verification of the system
to ensure a high level of security, and more and more cases are being observed. In this paper, we propose highly reliable
drone systems that ensure high level security level and trust. Based on the results, we use formal methods especially
Z/EVES to improve the system model in terms of scheduling in the system kernel.
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Fig. 1. Darpa HACMS Project
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Table 2. Comparison for Military Drone System

Table 1. Classification for Military Drone

Category Identifier Weight
Class I(a) Nano Under 200g
drone
Class 1(b) Micro | gt een 200g and 2kg
drones
Mini Between
Class I(c) drones 2kg and 20kg
Small Between
Class 1(d) drones 20kg and 150kg
Class 11 Tactical Between
drones 150kg and 600kg
Class III Over 600kg
drones

ZE2A~HS Brooke-HollandZ} Alokst 7|5l
w2} Table 13 2o /et (19, 20)

T4 24 sAEE A 2 A F=dele
olg] Table 29 #t} =7 A& JF-& F3Y3)7]
8l A" A 2ES #2438 Nano droneel
%3} Black Hornet Nano Z&3FE ¥
FAA |} o] AL Fot HRE HAE Y3l
85+ Tactical =& MALE/HALE drone<|
F5A A" FAHLEE EEdh
A7l T4 EEAzE MR gAlEe Al
T8 FEHE 7ot AA, AR IFE
sasly] S8 Fielel, GPS AlA, A2/ /e
A, BEE AHEt A B RS FEl Y

System sub-Component
Category Model Sensor Communication Motr Fuel
C (0] G A T P RF S E G E G
Class 1(a) Black ol x| ol o] x| x| o X O x| o] X
Hornet Nano
Class I(b) Perdex. @) X X X @) X @) X @) X
Class I(c) T-Rotors @) X O @) X X O X @) X @) X
Class 1(d) Remoflye | o 1 v | o] o | x| x| o X O| X | o] X
-002B
Class II Heron (0] O O (0] O O X (0] X O X (0]
Class III MQ-9 (@] O O (@] X X X (@] X O X (@]
Reaper
Common Components \ \ \ A A A

C: Camera, O: Optic, G: Gyro, A:Accelerometer, T: Temperature, P: Pressure, E: Electric
G: Gasoline, RF: Radio Frequency, S: Satellite, V: Common, A: Depends on System
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Table 3. Components of DFD
Element Symbol Description
Process System Code
Any Library
Data Store Data Store that store data
Data Flow Communication
between process
Entity E’E‘:]etri:';l People or User
|_ ===
Trust | | | Required level
Boundary | | | of trust
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(RUN/ READY/ NOT _EXIST)& &%t} o} A= 91y olelo|= CVE [23), CWE [(24)<}
Fig 99} o] ARl 2dHEe ooy A== 7ol Mol Ab FoHle] 715" doleulo]~E F3l
ol Ext  AxELe]  QlHFEM wep AW Ad A AT ode 2E He A Af ¥
ZRA|ze| oJd] CPUE A ~A1ER] FellA Hobd AHE b A 24 Z2AE 5
A== AS 7okl ol#l Fig 59} o] =gA|xglelx Al g
gt 34 42 tew pe Ed Uz
4.2 H9 I8 Ay U ZAER A sheict,
A 91g o]l 2k 4 AP Hurh 7]
Ad A dolH EFAA A T 5 e =5 dofelo]ant HAl A7 = 2 s 5
Hol AF 23L& ol Table 49} #o] & 62707} o Eg A A} WAl S 9l wE ugl A} Ag
A e} 2 HdH ArE AT F4 elolHeE
Table 4. Identified Threats
Category| ID Type Detail
T1 S Flight command can be sent to drones who are legitimate E1
El T2 I System information (H/W configuration and thread i'nformation) about
the drones under control can be exposed to the outside
T3 S Incorrect configuration could cause your app to run in kernel domain
k2 T4 D Programs written by the programmer may degrade system Capability
6 I An attlacker. can easily access the kernel (stack/heap) address offset by
P1 not using virtual memory
T7 E Programmers can create kernel threads in user area
P2 T8 S The attacker can pretend to have obtained debugging privileges
P3 T9 E A legitimate Interrupt Service Routine (ISR) inherited interrupt handler can be executed
P4 T10 S The attacker can pretend to have obtained debugging privileges
T11 I System timer information can be exposed to outside
1 T27 I Thread execution information can be leaked by overflow error
T28 E User can gain debugging privilege by malicious app
o T29 D The kernel may not be able to create threads due to memory deficit
T30 E Incorrect configurations can cause the thread to run with kernel privileges
3 T31 S Malicious apps may request legitimate app inheritance
T32 E When an interrupt occurs, ISR can be executed before the kernel service
T33 S Any thread can be preemptively executed by thread of user privileges
14 T34 T Scheduling queue data can be tampered, and thread execution order can change
T35 D An arbitrary thrgad may not be al.located a CPU due to a continuous
occurrence of a timeout or delay signal by an attacker
D5 T61 T Attacker up.load malicious file with backdoor installed instead of normal
system configuration file
D6 T62 T Attacker upload malicious file instead of normal sensor file
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Table 5. Attack Library
Category Author Title Reference
MITRE CVE (Common Vulnerabilities and Exposures) (23]
MITRE CWE (Common Weakness Enumeration) (24]
Public MITRE CAPEQ ((?ommon Attack Pattern Enumeration and 25)
Classification)
OWASP Embedded Application Security (26)
Samland, Fred | AR. Drone: security threat analysis and (97]
et al. exemplary attack to track persons
Paper Rodday et al. Exp'loring. security vulnerabilities of unmanned (28]
aerial vehicles
Shepard, Drone hack: Spoofing attack demonstration on a (29]
Daniel P et al. | civilian unmanned aerial vehicle
Rob Kidner | The security drones report 2017 (30)
911 Security | AIRSPACE SECURITY INSIGHTS REPORT (31)
Tech Sarah
¢ ara. Drones: A Security Tool, Threat and Challenge (32)
Report Ludwig
US Dept of Unmanned Aircraft System (UAS) Service Demand (33)
Transport 2015 - 2035
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O Acquire Kernel Privilege

- AP1: /WRp} Bl A Hekt d8 A3
AR AlzEl A A"l dA] R
Aegosn 8% 4 gle 34 WPt} ol&
skl sl ARAIE ARl ok

F719] 258 T34, 35).

- AP2, 3: Alzdl W] 72 A FReR <l
A4 AR AHx7} A= ez Ale] E5(TCB: -
Task Control Block) Hlolel7} &4zl <3
HHEEAY 2E== 8ol oF skl
el 71 AeEl: MMU  (Memory

Management Unit) Z+= MPU (Memory
Protection Unit)s 283t 75t 7ot
zlde] ZHelxe] 283 owERSs FAS
53 oAE ¥ABlE  Stack  Canary,
DEP/NX 75 283136 - 39).

Denial of Service

AP4, 51 ZEAx A IeE AR
s, Al e v Z2 g A =2
oFR e gl ZEAXE CPU me
Huels SHshe HekIgeltl ol 93kspl
el #d SHellAd gt Jde] olFeiA|
ock AL 2<9dAlAlel QNXeF zre] A Wi
glo]n] AoIRES /WsAt b edARISl
29} Zlo] AlzHl glam Y A Ale] BES
7Wdsh= whge] Eg=9dct (40 - 43).

AP 6, 7, 8, 9, 10: 3% H<skIEe SYN,
ICMP, UDP Floodings®} o] uEd=
AR AAFleEs  Amle AP SRE
A7l HSgeldt ol sislslr] <8l
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Fig. 6. Attack Tree for Military Drone System

3k cefdt mek wixellid= IDS/IPS fshe 34 F AP4, 59 A%, A W A”
el °Waﬂﬂ~ Pehs wEe ARShs W2 2E 4 AFOR <3 st AP6 ~ 102
A& AL Y44 - 46). AR AR A W] g Agem s Axd
S5 WA meb A7) AR 2 g Al
& A5Y 5 9 AP 2 W dee AAs] AT A F AR Sl
33 e *}0131%74% 34 4ol A o s 5 Qe Alelw 3L AP4, ol ssich,
lo] wlwe] 2] WA 3 mel Al Alzwle dg A d8sk] S8
& B AU Apls An 3AE fork(Oe} 22 Azdl & 53 s A4

Table 6. Mitigation Method for Attacks

. Mitigation Method
Category Detailed Attack Type Details
Acquire | AP1. Misconfiguration Education 1. Training Developer and User
kernel AP2. Memory Corruption Memeory 1. Virtual Memory
Privilege | AP3. Data Leaks Protection method | 2. ASLR, Canary, DEP/NX etc
1. Fix bugs in kernel config files
AP4. Fork Bomb Kernel (ex: /etc /security /limits.conf)
AP5. Timer Starvation Kernel 1. Fix bugs in Timer source codes
1. Detect Excessive packet rate
AP6. Protocol Flooding IDS/IPS 2. Adding Detail rules in IDS/IPS
3. Validate Timerout option
Denial 1. Restrict ICMP packet through ping
of AP7. Ping of Death IDS/IPS command
Service 2. Adding Detail rules in IDS/IPS
AP8. Reflective DoS Attack IDS/IPS 1. Add more network device to increase
bandwidth
1. Check packet fragment offset
AP9. Teardrop Attack IDS/IPS 2. Adding Detail rules in IDS/IPS
1. Check for source and destination IP
AP10. Land Attack IDS/IPS 2. Adding Detail rules in IDS/IPS




A H R 583 =FA (2019. 8) 829
PeR sdE SR AR AR IRk wlawch 44 A4S AdEe sdse 3
GPS. Wi-Fi % vl 447} 428 52e] 4% 271 CPU Ad A% 5t daag 2948 4
RES A 2 R AT TlAon sles dgsa ddel Bhas 0F 2 d0d
WAske daag 34 A 2 R 4 ot wAHeR ZNCPU LEE Fig 1& ®
wWehq B lf%ow-t— 49 s pel me R e AR e Shas ges
FAoR CPU A ALe =A% 4 sl b ageld

2AEY WA Aloksia °l°ﬂ sl Al 2

e Al m_a% Aol dig A

Algg] = falrnessa —.JV]EL Hhalo|c},
weby  geEEwl AAEY 3RS fork
bombt} Timer StarvatlonJJr 7E].’ | Ax) 7dolA
A o] =g o
CPUE =A3l= 7%, EF— Eﬂiﬂ% a4 71 W
kg3 £ 4 olvke o] &gt
olE HskEl] fd £ =welA
Alzdle e H gaa A e awise]
g2z CPU % AE 4= 243}
WALE ARgstaal gl Al WAl gz
28= AEz(th_id) 2 FEse) Alxwe 3§
Hms Fs] S8 2dErt A AR
el f;}

s

)
e

(
-

AAA vk} CPUE @guster] A3
1% A ] elsme] A9Y sdEEY 2

Scheduling M (Thread th_id)

th_id.state unning
pop Thread th_id from Ready Queue

for i<-0 to (Max_CPU Execution Time - th_id.count)
Task t is executed

if (Task t is unfinished)
count++
State <- Ready
th_id)
edule(th_id.next)

k.state <-notexist
count <-8
e(th_id)
o(th_id.next)
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Fig. 7. Pseudo code for advanced scheduling process
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Aw7l A= RealTimeData & 47F4 314
TAHeAE AYHch w3 AxEl b o)
AFel7t wgkE o] 471%] Invariant?}b $)HFEEA]
Ay A A, A3 =)

olg] Fig 10& *ﬂl%a BE 27| AEE A3
HABE] 23 s Y] A8 Hgk 273}
25 wAst Zi‘”]ﬂ‘r.

EHiﬂ /\]_EH ;5:]_0] Hl/\ﬂ {»;]._‘:
%2 (Create/ Delete/ Run/ Suspend)e] o

o

Al

=

\begin{schema} {Scheduler}
TaskData \\
StateData \\
CountData \\
RealTimeData

\where
taskset = TASK \setminus (state\inv \limg \{notexisc\} \rimg) \\
state \inv \limg \{running\} \rimg = \{runningcask\} \\
FinishTime-5tarcTime \geg ExecutionTime \\
ExscutionTime \geg Period

\end{schema}

Fig. 9. Formal Specification Scheduler

\begin{schema}{InitTaskData}

TaskData'

\where
taskset' = \emptyset \\
runningtask' = ‘\emptyset

\end{schema}

\begin{schema}{InitStateData}l
StateData’

\where
state'=(\lambda x :

\end{schema}

TASKE E notexist)

\begin{schema}{InitCountData}
CountData'

\where
count' = 0

\end{schema}

\begin{schema}{InitRealTimeData}

ExecutionTime"

StartTime'

FinishTime'

Period'
\where

ExecutionTime = StartTime = FinishTime = 0 Period = 0
\end{schema}

\begin{schema} {InitTask}
Scheduler’

\where
InitTaskData \\
InitStateData \\
InitCountData \\
InitRealTimeData

\end{schema}

Fig. 8. System Restriction

Fig. 10. Formal Specification(Init)
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Ay PAE ol Fig 11, 129 2t} \begin{theorem}{StateDatalnit}
\exists StateData' B InitStateData
Zend{theorem}

\begin{schema} {TaskCreate}
“Delta Scheduler \\

. rarget? : TR3K \begin{zproof} [StateDatalnit]
where
state(target?) = notexist \\ prove by reduce;
taskset = taskset ‘\cup \{target?\} \\ \end{zproof:—
StartTime = count \\
runningtask' = runningtask \\
state' = state ‘oplus \{(target? \mapsto ready)\}
\end{schema}

‘\begin{schema}{TaskDelete}
“Delta Scheduler \\

target?: TASE \\ Linternal items]
1 the assumptions note;
n state

setTop!: TASK ith the instant et
\where

state(target?) \in “{running\} \\

state(setTop!) ‘notin \{notexist, runninghi} \\

taskset' = taskset \setminus ‘\{target?\} \\

runningtask = setTop! \\

state' = state ‘\oplus \{(setTop!\mapsto running)
\end{schema}

Fig. 11. Formal Specification(Create/Delete) , L
Fig. 13. Formal Verification

\begin{schema}{TaskSuspend} V|| 7E1 E
\Delta Scheduler \\
target?: Scheduler ) )

\where %7]’ ;(]-%_3 I:H-FH,J_ }\}01 ‘:H Hat ‘?‘] 3 O]
state(target?) \in \{running\} \\ %‘_7]_3].1@/(-] 9,]3?_ Pr]f‘sg ETH Eix]/\EﬂO] o} &k
FinishTime' = count \\ 6 g0 y== ol3t = 9 Ao -
state' = state ‘oplus \{(target? \mapsto suspended)\} \\ EE 2] 919 ] A AL Sie )

\end{achema} 7]% E%/‘L/l%]% /‘] "HT"HH HLABE]— T

\begin{schema}{TaskRun} Q= Au|A A FA EH‘GH s - Hlgke-
\Delta Scheduler \\ 7]_7(]1 3 ] 01,‘:]_ D;]—E}/(-] B =R ]z }‘JH]—{\—
target? : Scheduler —

\where 7% ¥4 % Fork Bomb, Tlmer Starvation
state (target?) \in \{ready, suspended\} \\ FAS A3fslr] Y3t AEE AAEE e
stat?' = state ‘oplus \{(target? ‘mapsto running) Aokl ol= 7 mrwWoem AHa wWa 2
runningtask' = target? _
count' = count + CPUALLOCTIME A3kl

\end schema) ol wAlE =edsde AL s

Fig. 12. Formal Specification(Run/Create) Aulzs AR FAolefellE =RAxE AY A
vlre] 9 -wWEE sy 3 A5 A9

6.2 Z/EVESE E¢t M¥AS AAelct, wime 9 -z 93E S £ 9=

Aeste wiwg B3 /WS dAFsta o)F
B oerdd Al aAEY wEe] A AURA 2 AFSE A7E A% 0T

AZ37) S8 72 7o wWAgE Alad 2l < Y B 2 Aol AY WA 2

B3  syntax checking, variable range 7A5E pAlE =EA 2 gk AFE ool

checking % consistency type checking® of|AJo]r}.

Z/EVES 2.3 =75 &3 343},
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