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ABSTRACT

Security in embedded devices has become a significant issue. Threats on the sup-ply chain, like using counterfeit
components or inserting backdoors intentionally are one of the most significant issues in embedded devices security. To
mitigate these threats, high-level security evaluation and certification more than EAL (Evaluation Assurance Level) 5 on CC
(Common Criteria) are necessary on hardware components, especially on the cryptographic module such as AES. High-level
security evaluation and certification require detecting covert channel such as backdoors on the cryptographic module.
However, previous studies have a limitation that they cannot detect some kinds of backdoors which leak the in-formation
recovering a secret key on the cryptographic module.

In this paper, we present an expanded definition of backdoor on hardware AES module and show how to detect the
backdoor which is never detected in Verilog HDL using model checker NuSMV.
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Fig. 1. The Top 10 loT Segments in 2018
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Table 1. Definitions of Hardware Backdoor

Reference Definition
mask theft and unauthorized
(13) overproduction as well as the

insertion of malicious circuitry or
alterations

A number of possible backdoors can be
implanted in the design with varying
activation mechanisms(triggers) and

effects(payloads).

Hardware Trojans are built to gain
access to secure

devices and their data. The advantage
of hardware Trojans

is that access to a whole series or a
batch of chips can be

gained by manipulating the design or
fabrication of an IC.

(15)

Malicious manipulation of hardware,
referred to as Hardware Trogan
Horses is quickly becoming an

emerging threat.

It is desirable to design backdoors
with rare triggers to avoid
unintentional exposure during design
validation or other benign testing

1) A functional input for an output
is an input that is used by the
specified normal functionality of this
output

2) A trigger input for an HT-infected
output is an input that is used in the
condition under which the HT is
activated. Note that, functional inputs
(18) can serve as trigger inputs for HTs.
3) The trigger condition is defined
as the condition that the trigger
inputs are driven with trigger values
that activate the HT.

4) The nontrigger condition is
defined as the condition that the
trigger inputs are not driven by

trigger values.

F : application
I : set of input ports
O : set of output ports
¢ : chip behaviour (analog or
digital operation)
fn © subfunction (included in F)
sk internal routing signal
on © valid internal state space
in / on : inputs / outputs

-F = {010}

F=fiufbUfsU - UfRUT=
Up=1Inx fn U fi

fn = {q)n, in, On, (Dn}

fi = {¢t.it,ot} : Backdoor
fi = {} if ¢ =FALSE
i =f(in.ilt—m] on,ilt—m),¢lt—m], )

Backdoor consists of trigger & payload

trigger @ an optional part that
monitors various signals and/or a
series of events in the SoC, signals

(1) and events are rare conditions.
payload : leak secret information /
unauthorized access to a privilege

system
R : register stores critical data
O ! output ports
I : set of possible input patterns
P : Design
(24) sn © single bit of secret

Sn-1 - oset of partial secrets

Ji€l,Vso=10,1},sn—1E8N-1,
PE(s0==0) V (—80==0)

A7) AAES HxIE w F=ge] wixe]l
Aol Mrole] A4l Triggeret Payload®
Zghate] FAAY] xR g FrhAql 3R &

Stede] v T2 AHYT 4 9lon] diAql

Hardware

Input ——| — Output

Certain inputs Hardware Backdoor

-—{ Trigger ‘ [ Payload ‘
f
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Fig. 2. Structure of Hardware Backdoor
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Table 2. Hardware Backdoor Definition in (24)

Type Property

I : set of possible input patterns
D : Hardware Design
o - output port
Assumption s : secret
sn - n-th single bit of secret
Sx1 ¢ (N-1)-bit length
all possible values of secret

Initial JieI 2D FE (s==0)

Refinement 1 | Ji€l, sx € Sx-12 D F (s0==0)

Refinement 2 | Ji€l, sx € Sx-12 D F (s0==0)

Ji€l, Vsoe10,1},
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Table 4. Comparison the definitions of Existing Studies with the definitions of this paper

Existing Studies

This Paper

If Secret Information S or inverted S is | If Secret Information S or inverted S is

to be leaked

Leakage of leaked more than 1-bit, information leaked more than 16-bit, information
Information leakage has occurred and there is a leakage has occurred and there is a
hardware backdoor. (Table 2.'s Final) hardware backdoor. (Equation (1)
Intermediate SubByte Output
(Equation (2))
Information AES Secret Key Intermediate Round Output

(Assumption, not defined)

(Equation (3), (4))
Round Keys
(Equation (5)

%7F Round £33zHItR)
1 <k<9,kR=OR(LRK,) (3)

#% Round 3% (FnR)
FnR=FRULRK,,) (4)

%7} Round Key £#87zHItRK)
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(S(KT1119:96]) == S(K[127:120]))
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RRKI63:32] = K[63:32] P ERKI95 : 64]
ERK[31:0]= KI[31:0]® ERKI63 : 32]
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Fig. 3. AES Module Backdoor Detection Process
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2= - ke : d[128];
= Aol A5 A Ko i werdioe);
ksa : word[128];
koa : word[128];

IV AlS 711 ex1l : expand_key(key, 0uh32_01000000, k0a);

=2/n =2 pand_key(key, _ 3

Fig. 5. Part of AES Module SMV Format
54 (2) ~ (5)2] 2 Ruel B3 WEels A
sl slstel 4 (DO AR 53 BEstel  SMV EYlo® WAw Al el
SMV i“ﬂow 4 st AY HAE AAEH Mol §-5-5 e o, AES ZEo] 523}

of @tk 44 (2) ~ (5)% SMV Zuow 43 B BE AaA 13] o] WEe] LEZ Table
A Avhe Table 5.3} 2t} 3.9 Aurt fEEe A, MEels g 9l
Fig 4.9 Z=& NuSMV AelA 733311 $18 ofof grh. Z|BE o]F fl3le] AES ®Eo] &
SMV s}el sgﬁnz agsiet s Ageld % = Path Aelld) 54 Aol mi5sh=r] ora
FEQ wire WSl A= cAA eslr] 96 geld 4 9l LTL(Linear Tempoal Logic)&
State] W42 wWHth Fig 5% Fig 4.5 AH8ste] eSS i
LTLel W& A% 7I% % F(Finally) d4ks o]
modue ses 128(c1k, stote, key, out); 3t F i %ﬁp— I Tl A 24lo]
tnput [127:0] stte, key; 13] o] REEshs o5 Eelshks sditxjelt}. Table
g Liorio) oo, ke 3.0 27%0] 15] o WEe: A9, WP}
o o Egé,igibégizg%jkggz Egé,izébégéﬁgé:ka, ksab, kob; 8]_9‘:}\"/]‘1 FE}-%I']—E} _)F 9‘}1 ‘H%]‘ ngﬂ% E% %-?/]i :F-%d
al\;ayf @ (posedge clk) slo] 7153t A3= Fig 6.37’]' Ztt.
o < e
end

NuSMV > go_bmc
expand_key_128 NusMV > bmc_pick_state -1
a1 (clk, ke, k1, keb, 8'h1),
az (clk, ki, k2, kib, 8'h2), ARRREERRARRRRES  AVAILABLE STATES #**&kkaxsasss
a3 (clk, k2, k3, k2b, 8'h4),
a4 (clk, k3, k4, k3b, 8'h8),
as (clk, k4, ks, kab, 8'h10),
a6 (clk, k5, k6, ksb, 8'hz0),
a7 (clk, k6, k7, ksb, 8'h40),
a8 (clk, k7, k8, k7b, 8'hse), state Oud128_88962710306127702866241727433142015
a9 (clk, ks, k9, ksb, 8'hib), key = 0ud128_48463006529137501348474262184937542791
a1e (clk, k9, , kab, 8'h36); out Qud128 ©

s@ = 0ud128_18374043858445761 544134292830676302456

one_round
ri (clk, so, kob, si),
r2 (clk, si, kib, s2),
r3 (clk, s2, k2b, s3),

ra (clk, 53, kb, s4), > check_ltlspec_bmc -k 5
r5 (clk, s4, kdb, s5), -- counterexample found with
r6 (clk, s5, k5b, s6), -- counterexample found with
:; éé}t' zg' tj::' Z;g' counterexample found with
o (clk, s8. keb, s9): -- counterexample found with
counterexample found with
final_round -- counterexample found with
rf (clk, s9, kob, out);
endmodule

Fig. 6. Result of Verification through Fig b.
Fig. 4. Part of AES Module Verilog HDL Code Code
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Table 5. Specification in SMV Format for Definitions to detect backdoor
Definition Formal Form for Detecting in SMV Format
ItS = S(I(127:120))::S(1(119:112)):: «++ ::S(1(15:8))::S(1(7:0])
Rauation BP = ItS(127:112) v BP = —ItS(127:112) VvV BP = ItS(111:96) V BP = —ItS(111:96)
q(Z) VvV BP = 1tS(95:80) v BP = —ItS(95:80) vV BP = ItS(79:64) vV BP = —ItS(79:64)
VvV BP = 1tS(63:48) vV BP = —It3(63:48] V BP = ItS(47:32) V BP = —tS(47:32)
VvV BP = ItS(31:16) vV BP = —ItS(31:16) vV BP = ItS(15:0) vV BP = —ItS(15:0)
1<k<9, ItR = OR(I, RKk)
Rauation BP = ItR(127:112) V BP = —ItR(127:112) V BP = ItR(111:96) V BP = —ItR[111:96)
q(S) VvV BP = ItR[95:80] vV BP = —ItR[95:80) V BP = ItR[79:64] V BP = —ItR(79:64]
vV BP = ItR[63:48) vV BP = —ItR(63:48) V BP = ItR[47:32) V BP = —ItR[47:32]
VvV BP = ItR(31:16) vV BP = —ItR[31:16) V BP = ItR(15:0) V BP = —ItR(15:0)
k=10, FnR = FR(I, RKk)
Eauation BP = FnR(127:112) vV BP = —FnR(127:112) V BP = FnR(111:96) vV BP = —FnR(111:96)

q(4) VvV BP = FnR(95:80) V BP = —FnR(95:80] vV BP = FnRI(79:64) V BP = —FnR[79:64]

VvV BP = FnR(63:48) V BP = —FnR[(63:48] vV BP = FnR(47:32) V BP = —FnR[47:32]

VvV BP = FnR[31:16) V BP = —FnR[(31:16) V BP = FnR[15:0] V BP = —FnR[15:0]

ItRK = (K(127:96) @ rc & (S(K(119:96))::S(K[127:120))))
2 (K(95:64) @ K(127:96) @ rc & (S(K(119:96))::S(K(127:120))))
2 (K(63:32) @ K(95:64) @ K(127:96) @ rc & (S(K(119:96))::S(K(127:120))))
Equation 2 (K(31:0) @ K(63:32) @ K(95:64) @ K(127:96) @ rc @ (S(K(119:96))::S(K(127:120)))

(5) = [tRK(127:112) vV BP = —ItRK(127:112) V BP = ItRK(111:96) VvV BP = —ItRK(111:96]

Vv BP = 1tRK(95:80) V BP = —ItRK[95:80) V BP = ItRK(79:64] V BP = —ItRK(79:64)

VvV BP = ItRK(63:48) v BP = —ItRK(63:48] VvV BP = ItRK(47:32] V BP = —ItRK(47:32]

Vv BP = ItRK(31:16) V BP = —ItRK(31:16) VvV BP = ItRK(15:0] vV BP = —ItRK(15:0)

Fig 6.9/ no counterexample found+ 3% = IR AFE s AR k) WAl A
o] Falsedl 45l vlsle] WelE BRI 4 gleh & wEe]} ZAlgeke ovlsh ek A UelE ol
ol s Aol Truedhs Sivldih & Table  sied MEelE shskn §% a4 ABSS] 7% 2
3.9 o]z <t AR 450] 18] ol AT S 2 A8 ol Fo] 435 7)) e Fig 7.3} Rk
oS o 4 9l Fu Ae Esle] winolE AMsh= Table 6.= 4 (2) ~ (5)9] 7+ 3l digk 9
Ao) 7¥ss)}, zo] A Azlely BMC mdelx 53] o]s}

A7) A% A FAoE NuSMVE 7155 o4 BoundellA Wzl & gHllsl= 7o) 753t}
sjo] Wmolr} wAlslle A AES 2Ee] 75 3k
& 5 ek el NuSMV7E 418 215she dpel V. Z2E & g% o7
A AE7F EEke S wiEel oigt Wi EE T
3 = 7S 583k Aok AHEQIETYS] SR deits 7)7]8 Hge] &

Table 3. 219 43S sl #15S A AstE = 7l Eg 34 P 223 Bk
ok ol al 2Ed MEelrh Aue whehA] et goz wasta gk 3 AR <ldte] =

ol w59 Al WEelr pmegle] fe
Table 6. Result of Detecting Backdoor WA 2 k] JfAdshs Aol 2rbesitt. aene
shedle] 2E B9lel A%l Basi)
Definitions Result B xRo Fuee] AES ©Ed d AedAz

Equation (2) Detectable S Egle] wixoele] $-RE A 1= z3s)

Equation (3) Detectable ot} 7]2e AES RE Wroll ujd 7)o 4=

Equation (4) Detectable whS o2 HFE o), AESH digt daeE

Equation (5) Detectable FAkd, AL T4 2% Rounds <dAibet A
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)
.

togle] AES 25

o] ) o1

b EReAE 6 7] sle] o

NuSMV > go_bmc
NusMV > bmc_pick_state -i

s e ok e ok ek ek ek ke ke

AVAILABLE STATES

state
key

out = Oud128_0
s® = Oud128_48374043858445761544134292830676302456

NuSMV > check_ltlspec_bmc -k 5
- no counterexample found with bound ©
- specification !( F out[95 : 80] =

Trace Description: BMC Counterexample
Trace Type: Counterexample
-> State: 2.1 <-

state = Oud128_88962710306127702866241727433142015

e ke ek ke ok ek ek ok

expr5[31 :
- as demonstrated by the following execution sequence

0ud128_88962710306127702866241727433142015
0ud128_48463006529137501348474262184937542791

16]) IN ex1.verifying_Roundkey

is false

key = 0ud128_48463006529137501348474262184937542791

out = Oud128_0

sO = 0ud128 48374043858445761544134292830676302456

Fig. 7. Result of Verification to check module variables

2 AESe]

g§§},4
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Aefsla s S =i ﬂlﬂ"ﬂﬁ

AR A ex)staa) s wlroele]
o] R=E3 7 0]1;]. A‘]ig}‘oﬂ_‘_:_o] e} -39

WAk ARerE ol ]

Noloh Yol AL HE

A 5 A}, &
gk, sl=9ol7} F3%¥l Verilog HDL F==
SMV 292 WA o, A8l =7(33)9] 7

Hlgew A4 A

(34)=
o] AHg8te ZRAAE Aloksle] AE = he
AE WAdskA shslet. ofeh 2Fo] B ol

Eﬂ

ASE
3}
]
E

o

=] A7} g 4 ek
Theorem Provers} 29 A|7E ¥ 33}

fd Ao

A7 <} Theorem Provers Zdste 7oz s}
] o] Eoﬂ 3k A3 74_% w2 7H/\-]-5—}_‘: |
AA Verilog HDL F&A¢ SMV E9 7he]
A 7ol tigt A7} Holslt,
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