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ABSTRACT

In this paper, we propose two-way authentication protocol between unmanned systems in tactical wireless networks in
which long distance communications are not guaranteed due to a poor channel conditions. It is assumed that every
unmanned systems have same random data set before they put into combat. The proposed protocol generates authentication
code(AC) using random data that causes hash collision. The requester for authentication encrypts the materials such as their
identifier, time-stamp, authentication code with the secret key. After then the requester transmits the encrypted message to
the receiver. The receiver authenticates the requester by verifying the authentication code included in the request message.
The performance analysis of the proposed protocol shows that it guarantees the security for various attack scenarios and
efficiency in terms of communication overhead and computational cost. Furthermore, we analyzed the effect of the parameter
values of the proposed protocol on the performance and suggest appropriate parameter value selection guide according to the
level of security requirement.
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Table 1. Symbols used in paper

Symbol Meaning
ID; ID of unmaned systems
Mo () Mapping function with m output
values
Hsuas(') SHA-3 hash function
SK Secret key
TS Time stamp
E(m, key) Encrypt plain text m with key
D¢, key) Decrypt cipher text ¢ with key
ACMT Auth. Code Material Table
ARM Auth. Request Message
s element in the i row and jth
column in the ACMT
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Fig. 2. Message flow diagram of the proposed
authentication protocol
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