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ABSTRACT

A lightweight block cipher CHAM designed for suitability in resource-constrained environment has reasonable security
level and high computational performance. Since this cipher may contain intrinsic weakness on side channel attack, it should
adopt a countermeasure such as masking method. In this paper, we implement the masked CHAM cipher on 32-bit
microprosessor Cortex-M3 platform to resist against side channel attack and analyze their computational performance. Based
on the shortcoming of having many round functions, we apply reduced masking method to the implementation of CHAM
cipher. As a result, we show that the CHAM-128/128 algorithm applied reduced masking technique requires additional
operations about four times.

Keywords: Physical attack, Symmetric cipher CHAM, ARX cipher, Masking method
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Input L =xPBr r
Output @ A=u

1. I'e—~

Tea' &I
T—1T7T—TI

Te T Do’
I'—I%r

Az &I
Ae—A-Tr
A—AE T

e A

Fig. 1. Goubin's BtoA conversion method

2.2.1 Goubin At=-£2 OtAZ B 7Y

Goubine] Aokt Abs--8 wha7] W3t 7|y
(e]8} Goubin 7]¥)2 A& ®

(=z—r)9} vtz g r& ¥ 2 dtu dug
A Z

A
Z daS Ea B2 v " g2 =2or s E

1
oY

U rﬂ
of\
ri
oo

Input : 4=2z—r, r
Qutput ! z"=z%r

1. '—~

2. T'—2r
3. 2’ —I2r
4, Q—Tr g
5, 2 —T=24
6. F'eI'za’
7. r—TInrr
8. R—e=r
9. r—717nr 4

10. 2« n=r

—
—

. for i=1 to m—1 do
I'—THrr

Ir'—rzo

T—THNA

r—r=7

T<2I"

end for

12. s’ —s' 2T

Fig. 2. Goubin's AtoB conversion method
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Input : A=x—r, r
Output : " =z8r® (sllsll--lls)

[ Pre-computation — Table T Generation |
1. Generate a random k-bit s, a random 1-bit p
2. for i=0 to 2°—1 do

2.1 Thplli] = Gi+s) & (plls)

2.2 Mlpe1)lil = i+s+1)2 (plls)

B QUIDUE T80 e
1. A= A—(sllsl.-lls) mod 2 * *
2. 8=p
3. for i=0 to n—1 do

r=r,llr, (k-bit r)
A=A+r,mod oln=i) -
A=A, 114, (k-bit 4,)

Bllz = T3l 4]
z, = z/®r,
A=A, r=r,

4. Output &' = (z,_; Nz, 1 llz Il ) @ (sl sl ls)

Fig. 3. C-T's AtoB conversion algorithm

2.2.3 Debraize Ar=-F2 0tAZ B3} 7|

Debraizet= Coronse]l Agksiidd Abs—H-g
k7] W3k 7o) A 2 &gl gt
A71eke =4 dolE 7k AR Abe-5-% vt
7 w3 dwe|E (o]} Debraize 71H)S Al<kst
t}12). Debraize 71%H< C-T 7|9 v~
3 AE At A EEAAS =oHoH A
A dlolelel] gt wiwgE Fxss AH A
& sl A FAS UAEP] d8 A A
Aol 18 ES] G Mxe] FAE v
th= Aol &Aoo}t o} Fig. 4% Debraize’}t
AlQkel A58 vk W s eSS vEt
W Zlelch,

s
a2
ox 2 B ¥ [N nu

ol

[Il. Secure Addition OIAZ J|H

Input © A, r,

Output : a2’

(Pre-computation)

1. Generate random number k-bit s,
1-bit p

2. for A=0 to 28—1 do

2.1 Tipld]l=(A+s)2(pls)

2.9 T(pe1)d]=(A+s+1) P (plls)

1. A=A—(slsll.ls) mod2" " *

2. B=p

3. for i=0ton—1do

3.1 A= ARlA; ry = rppllry it Ay ryp)

3.2 A=A+ rﬂmod?l”_” “k

3.3 Ollzy' = T8Il A;]

’ '
31 u[‘l' _‘}"f _rr\;

3.5 ‘42‘41'!' Ty = Teh

4. 2" = (zgllzy Il My — 1) (sllsll--

Als)

Fig. 4. Debraize's AtoB conversion algorithm

3.1 KRJ SA oAz 7|H

Karroumi 52 & 27 2 F
Hulol A2 oz F-& vka7] 5 fid AxE
935k SA w7 Z1H(els KRJ 78S A3
o7 Agrslart(13). KRJ 71%<S AND, XOR,
Shift 4tz e 7184

Input : ",y . r.. 7

z v

Output @ 2

1. =~ 10. B=2< 1
2. T=a'ry 11. c=Cc<1
3. R=C*RT 12. Z’:I'qﬁy’
4. T:I’/\T‘y 13. r‘::r‘rqlry
5. Q=038T 14. T=Cnrz'
6. T'=y' ~r, 15 R=0¢T
7. Q=03T 16. I'=CAr,
8. I'=r,nr, 17. =024 T

9. =087
18. for i=2 to k—1 do

18.1 T=8B/rz 18.4 B=B+T
18.2 B=BAr, 18.56 B=B<1
18.3 B=BF 2

19. 2’ =2"¢FB 20, 2=z C

Fig. 5. KRJ SA masking method
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7199 A F= (5k+21)9] 7] sdibe] HasiA|
g, KRJ 712 (5k+8)2] 7] ddate] F s
so] ®rh agAog AkE gl ks IS

9lrh. T Fig. 5% KRJ SA dxz&e
Zlelet.

3.2 V-G SA OiAZ I8

Vadnala®} GroBschdles KRJ 7] odabzk
< WAz $18) AP Elo]ES o] 83 SA vk
719 (o138t V-G 71¥)S Alststdrt(14). VG 719

718 e kRE 9919 (2ds) +(ydDs,)
< AXKe f EAshE A E vl Aiksle] AA
op7) Al "HAA o8-k Aolt) iy Fig.
6= V-G SA "t 71E vebd Zleld)

a2 2 1o

3.3 CGTV SA oAz 7|H

Coron 5= 7249l QA dwEs AH3h=
KRJ 713 cl2A Kogge-Stone 23 4 oA
Aol 7HkeE wiss] ZEE Al ekl st
CGTV 71¥)(15). CGTV 71¥H< k=2"9] 37|

'

. r
Input = &'y, r,. 7y

Output : 2’

[Pre-computation)

1. Generate random number k-bit sy, s,.
1-hit p

2. for 4=0 to 2F—1 do

2.1 for B=0 to 2*—1 do

2.1.1 C=(A4A%s,)+(B%s,)

2.1.2 TiplAIB] = o= (plls,)

2.1.3 Tl(p+1)I4IB] = (C+1) % (plls,)

1. B=p

2. ' =a" % (syllsqll-lls; ) pr,

3. ¥ =y @ (salsyll..ls5) B,
2. for i=0 to n—1 do

2.1 gz, = gz lly;’]
3. 7 =( ::3'||---|zn_1;,’J€|3~1'"J.¥r‘;I
4. 2 =2 B (slsl-lsy)

Fig. 6. V-G SA masking method

’

Input : 2", ¢, rp. 7
Output @ =’

u

1. Generate random number k-bit s,. s,
2. P =SecXor(a'.y . Ty )
3. G =SecAnd(z".y .11 u)
4. G =G %Fr, .G =G%Fu
6. for i=1 to n—1 do
6.1 H=5665hif2‘((;'.r1,.5-1.2"'_1)
6.2 U= SecAnd(F .Hr,.5,.5,)
6.3 G = SecXor(G.Us,)
6.4 H= SecShift(P. Y- i-1)
5 P = SecAnd(P . Hr_.5,.5,)
6.6 F=FFr, T F=Pds,
T. H=SecShift(G.r,.5,.2""")
8. U= SecAnd(P.Hr,.5,.5,)
9. ¢ =SecXor(G.Us,)

10. 2" = SecNor(y .2".r,)
11. =/ =224 12. :'::'—PQFJ.
13. 2" ==,

Fig. 7. CGTV SA masking method

A (28n+4)He] 7R =] ke ZAl Ee)

o] Goubin 7]'§eltt KRJ 71e] O(k)9] <14t

RS zhs Zlel vlshd ®Beh 2849l SA 71H
o} ok Fig. 7 CGTV 71¥& vehd A4l

a4 SecXor( ), SecAnd( ), SecShift( )
S5 27t vhag) 7]ake] ebdEk XOR, AND,
o
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gHE HES e EEor o] AEe
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3, 53], BRE 79 $F e 5
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HHQ Ae--E AT vk ¥
27} HAE ofHA A8 AAA Akt

414
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ojy
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CHAM E& 439 g I
ARX(Addition, Rotation, XOR) 94H& 7]#2o
2 o]Folx glov o =)= 64~128H|E, 7
Zole 128~256MEE A81gt}l vl Fig. 8
CHAM <t39] F gz adabs vepdl Zolt},
Fig. 83 #o] & W #H= &3 o]%(ROL,
Rotation of Left) <14kl W|E &= gt i7}
) wiol Ed o Zbzt (1, 8), (8, DNEA o
2 Apol7b olrh. wixwez CHAM ¢3¢ ¥
s2prlel= Table. 13 2ad 2= dito] 7hst
g Al vlef 2= 427 80~96°% ofE A ¢
3 daFel vle wrke 54 7 9k
Zv} CHAM &2 ¢35 dag|Es i B2
g3 Gy AR BE 7)7h AR o] &
9 k3 T2 H}ES F53% FAE AHE o83}
o o] s ol & lvke dErt A% 7kt
5 Exjo

A 3ol Ak 54 2= sk o
g F ik

X031 %l N O E)
X =X X2

X{1] . P Xl [ Xil1]
R ‘ :

RK[/mod 2k/w] / RK[/+1 mod 2k/w] _O /
. M [N
X{0- P roL, XalOl—{ D~ RoL Xi.2[0]

/ i1

Fig. 8. Two round functions beginning with the
even ¢-th round

Table 1. CHAM cipher parameters

Cipher n k r w E/w

QAite] EA}, wWebd -3 QA A4 it m
5 28] W@Ee] CHAM 2he= ol mhs7)
S AT M A S vy 9 B
gAY SA vk 7S Algstelof g,
WA, At S vhed WS e 48
dels Bl @4k A ¥-g vhaAsle] gl ¥
e A vhe o WEd F oul ok
ARl 3tk A A AR A vk
B 37 ke oA e v grez wgkhe
A& A ols} o] A% 4E vhay W

>
o
+
o
I
>
c+
o
o
fru
Ekll
=
2
32
rr
)
rlo
N
N
'~
s
{3
>
>,

T T E

X[3]@M; | x,,.[a]mMT‘ r)rm[a]aw,,
\ A
X[2]@oM, \ ! X [2]0Ms \ ‘\‘\—’X‘u[z]q}Mm
\| \
\ \
\ N
Xi{1]oMy | | Xua[110M,

N e mzem “

\ T |
I [roA ) |

i
\
\
|
o o o,

RK[i mod 2K /w)

X[0]®M, W ot
:

Fig. 9. Round function with AtoB and BtoA
masking conversion method

4.3 SA OAZ 71M HE

R e e

=43k 7ol whebA
71E 2= el Al B Ak sk Al

SA vl2~7 71%S Agshw foh CHAM & o
T2]Z2] 7+ gt SA viA] 7|HES AL3 A
o] Fig. 10°]¢}.

CHAM-64/128 64 128 80 16 8
CHAM-128/128 | 128 128 80 32 4
CHAM-128/256 | 128 256 96 32 8

Kl \ NE
J \‘
Y ’mi\ [rar0ms
\
X[1]@&M, ‘\k Xina[1]0M. [\ XeealL]@Ms
. [
\{ ROL, |
RK[imod 28] i KT+ Lmod 28/w] 1) i
\ D \

’/ \\ ‘J \

\
I
1 I\ Xis2[0]OM,

ROLg

A
function

Fig. 10. Round function with SA masking
method
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V. OiAZE FHE& CHAM 78 & Ms

27, e CHAM-128/128 %% ‘”JJ_E]%*)H
;(—1_8_-5],03 ow Al 328|E  wle|mzE ZAACl
Cortex-M3 Z#Fe T3t T&4E #4314
t}. Cortex-M3 2= T3+ IAREW-ARMelA]
AFSHE AL gt s A SE 2
Wue] #4354 HER e skl ma
7+ wpa7) 71H-S CHAMe| A&sto] zZhzheo] As

Hli 44517] 98 AAsjele] elw7) mEelA A

NNt |
Fohs 29 AlF +F ZAelsth ohe Table

B —:E{vjjoﬂ M= 24 4 3&eA AWE £ 671A]
7]
[e]

2e3 A7E 9ngh
C-T71"# Debraize 7|HellM+= k=8% A3
o] Zkzb 2F=956 79} 28 T1=512 719 S HolE
& ARt e V-G 7oA k=42 AAst]
2% t1=519 /)] 29 Ho]E-S Ag-3elch

CHAM-128/128 52 <t3of djsf =t

510 29 A, 48 datel 983

1,408%1¢] A}Olii SPECKe|1} LEA
2 sk B2 ols dygZEF) v wEl S o
3] i% Aee Halvh sARE v TPHE
o= 15ujellA] 25wl AFgE] B
47 3}
S Fig. 11& CHAM-128/128¢ th3l
7 719 AE A o3 Alo]F £F o= vw
ste] ZAIEE Aol aElelA Bz ulel o] wha

- -

r.?..
2 mlo
o

m
s o

olo EE 2o 2

N
N
)

=]

2=

Table 2. Performance comparison of masking
methods applied on CHAM

Masking method eiriz;c(::l;flzz Encc;zf;t;on Ratio
No-Masking - 1,408 1.00
Goubin - 26,087 18.52
C-T 2,360 21,127 15.00
Debraize 9,994 21,287 15.11
KRJ - 26,784 19.02
CGTV - 35,624 25.30
V-G 7,089 28,144 19.99

40000

35000
30000
25000
20000
15000
10000
5000 /
VG

No-Masking Goubin cT Debraize CGTV

N

< Pre-com putation cycles m Encryption oycles

Fig. 11. Computational cycles for encryption on
masked CHAM-128/128

7o ® <l =
3 glen, C-T 7IHE A4
wE SEg Holw Aoz A

k& Table 32 Cortex-M3 HE ZHE Al
A Goublnﬂr KRJ utg) 7S AREEle] o E
=3k odabgkolr}

o
Mo

i
>
- [

A3 F 243
EolA mi wish o] ThE A 2% o5
oﬂ u]-/ki'l 7]H4 o X—I_Q.g]_/\i% uH

¥
i

A= 100704 F7} odAke] Eo S
t} ¢l H3 viaAZE CHAM 3 #h$-=9
Abek 271 vlgo] Ad] Erhe AE ¢ S 9

olglA CHAM ¢}3o) vp~7] otz
A e W R Folve fm%kol we o]
& A% B5 3Bl vle w
CHAM ¢3¢ &4 HHTOM CHAM gz
Aol w2} 80 ®: 96 = FE e
24~329] 2= *—;z:— 7= LEA °¥1$} )3}

__\“1_“
_°4
o ¢ N SL ¥ rf E rfr L o

Table 3. Performance comparison of masking
methods applied on some lightweight block
ciphers

Non Goubin KRJ
Cycles 14,791 66,467 58,979
SPECK
Ratio 1.00 4.49 3.98
Cycles 2,392 24,352 24,712
LEA
Ratio 1.00 10.18 10.33
Cycles 1,408 26,087 26,784
CHAM
Ratio 1.00 18.52 19.02




AHg3hs Alo] it SmrlolA w9 E2fsict
AA| 2 af~Flo] H8-5 CHAM °Li°ﬂ‘1 dakw

°44‘j*°1 182F0] 24l Wk, Goubin 7S #-&3}
< el v daElE AAAA S
325/\}01%0] dasiet &, dH¢ CHAM ¢= =
T Aty
o) 23t A
W gt Fubg vkad] qile] ofE AR s
of w3 ¥laA %
= Ao B
24718k vle} o] CHAM £
4 Al herel 483 25 2R @
gele] A% iulols Aol Beas]
o] ot} uwlelr] B =R CHAM 3o
Bk RS TR fASUA D SES el
7] 98 g3 2 coﬂu]— U]-/Ki’] AL3l= =4 v}
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= Non-Masked CHAM round code
\bO rol32((b0*rc++)) + rol32(bl, 1) * rk[0]), 8): \ 18 cycles |

Masked CHAM reound code

temp_x = B2A(b0 * (re++). m0): \ 16 cycles

temp_m = rol32(ml, 1) .
temp_y = B2A(rol32(bl, 1) * rk[0], temp_m): 325
temp_m = (m0 + temp_m)&LAND: cycles
b0 = rol32 (A2B_Gltemp_x + temp_y, temp_m), 8]

m0 = rol32(temp_m, &);

#define k_length 32
}lintSZ_t A2B_G(uint32_t input. uint32_t mask)
L

uint32_t eutput:
uint32_t gamma, c¢_gamma, omega, T:
int i

gamma = 0xB677aabb:
c¢_gamma = gamma:

T = (c_gamma << 1) &LAND:
output = ¢_gamma " maczk:
omega = ¢_gamma & output:
output = T * input:

¢_gamma = c_gamma * output:
c¢_gamma = c_gamma & mask:
omega = omega " C¢_gamma:
c_gamma = T & input:
omega = omega * ¢_gamma!
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Table 4. Reduced masking specification for
CHAM

Version | » Number of Number of Ratio
round key | masked round

64/128 80 16 32 40%

128/128 | 80 8 16 20%

128/256 | 96 16 32 33%

Table 5. Performance comparison of reduced
masking methods applied on CHAM

for (i = 1: 1 < k_length: i++) {
c_gamma = T & mask:
c_gamma = ¢_gamma * omega: 252
T =T & input: cveles
c_gamma = c_gamma * T cycles
T = (c_gamma << 1) & LAND

1

J

. return(cutput * T);
J

Fig. 12. Comparison of cycles for one round
computation on non-masked and masked
(Goubin method) CHAM

Masking method Pr‘e-compu- Encryption Ratio
tation cycles| cycles
No-Masking - 1,408 1.00
Goubin - 6,431 4.56
C-T 2,360 5,439 3.86
Debraize 9,994 5,471 3.88
KRJ - 6,566 4.66
CGTV - 15,465 10.98
V-G 7,089 6,838 4.85
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Fig. 13. Reduced Masked CHAM-128/128
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