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ABSTRACT

In this paper, we propose and implement a method to optimize Rainbow for 8 bit MCU(Microcontroller Unit). As
quantum computers have been developed, the security of existing cryptography, especially the signature algorithms, has been
threatened, so it is necessary to apply a signature scheme with a quantum-resistance to IoT devices. Currently, the proposed
PQC(Post Quantum Cryptography) are lattice-based, hash-based, code-based, and MQ(Multivariate Quadratic)-based
cryptographic algorithms and signature schemes. In particular, MQ-based signature schemes are faster than conventional
signature schemes and are suitable for IoT devices Do. However, it is difficult to apply 8-bit MCU, which has a large key
length and large number of computations, to the memory and performance of IoT devices. In this paper, we propose a
method of storing Rainbow, which is a MQ-based signing scheme, in 8-bit MCU by dividing the key and optimizing the
computation method. By reducing the memory consumption and improving the algorithm speedily, Compare performance.
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=
const wint®_t gl_wv@[24] PROGMEM = {Bx34, @xef, @xd5, ...}; i
const wint®_t gl_wvl[24] PROGMEM = {Bxfc, @xc8, Bxc6, ...};
const wint® t gl ww2[24] PROGMEM = {Bxbd, @x&f, Bxcb, ...};

uint32_t gl_ww[821] = {@, };

Svoid init_secret_key(){
wint32 t *const_hack = @;

const_hack = &ql_vv[@];
*const_hack = (const wint32_t)pgm_get_far_address{ql_wwva);

const_hack = &gl_wv[1];
*const_hack = {const wint32 t)pgm get far_address{gl_wvl);

const_hack = &gl _wv[2];
=const_hack = {const wint32_t)pgm_get_far_address(ql_wv3);

Fig. 8. Key partition & indexing C code
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char char char char
(1byie) | | (1byie) | | (1byte) | | (1byte)
= [2]
o
long type variable 38
(4byte) g
= &=
® g3
[ =
=2 g3
g &
long type variable -
Completed Op. Value g %
i =

char char char char
(1byte) | (1byte) | | (1byle) | | (1byie)

Fig. 9. Parallel operation using unsigned long
type variable
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s@ifdef signature_generate
PORTR.DIRSET = PING be;
(=] init_secret_key();
generate_signature(signature, message);

(a)

iF(2done){
PORTR.DIRSET = PING_bm | PIN1_bm;

3 exit(EXIT_SUCCESS) ;]
=#ifdef signature_generate
PORTR.DIRSET = PINO_ba;
] init_secret_key();|
generate_signature(signature, message);

(b)

1#(1done){
PORTR.DIRSET = PING_bm | PINI be;

3
© |[exit(EXIT_siccEss))

Belse
PORTR.DIRSET = PINI bm;

(=] Init_public_key();

done = rainbow_verify(message, signature)

(c)

if(gone){
PORTR.DIRSET = PING bm | PINI bm;

C] exi t{EXTT_SUCCESS) ;|
2else
PORTR.DIRSET = PIN1_bm;
L] init_public_key(};]
done = rainbow_verify(message, signature);

(d)

if{done){
PORTR.DIRSET = PING_bem | PINI_be;

3
< exlE(EXIT_SUCCESST3)

Fig. 10. Application Example

Table 3. Comparison of instruction cycle &
resource consumption of algorithms with
multiplication using log and anti-log table and
large lookup table

Program memory | Instruction cycle
Usage(Bytes) (Cycle X<1000)

Sign Verify Sign Verify

Mult
Method

) 161,664 | 198,704
Subfield (59.8%) | (73.5%) 38,724 | 71,138

Large
221,172 | 263,452
Lookup 81.8%) | (97.5%) 14,395 | 11,678
Table
Log &
. 148,962 | 196,942
Antilog (55.1%) | (72.9%) 9,897 5,533
Table
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