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A Comparative Analysis on ECC(Elliptic Curve Cryptography) Operation Algorit
hm for Data Protection in Video security System

Jongmin Kim*, Hyunwook Choo™*, DongHwi Lee™***

ABSTRACT

Video security systems change from analog based systems to network based CCTVs. Therefore, such network based
systems are always exposed not only to threats of eavesdropping and hacking, but to personal damage or public
organizations damage due to image information leakage. Therefore, in order to solve the problem, this study conducts a
comparative analysis on proposes the optimal ECC(Elliptic Curve Cryptography) scalar multiplication algorithms for image
information protection in data communication process and thereby proposes the optimal operation algorithm of video

security system.
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E : Elliptic Curve

G : base point on E
Private Key : Ka, Kg
Public Key : a, b
Session Key : S

[29 2] Session key generation process using
ECDHI[12][13]

2.2.3 ECDSA (Elliptic Curve DSA)

ECDSA+= DSA(Digital Signature Algorithm)ell
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K : random integer
M : message
R =KG =(x y)
G : generator W = S-'(mod n)
N : order R’ = S'(hash(M)G + rQp)
= (Xr, Yr)

If(Xr(mod n) =r)
Verification success;

[2¥] 3] ECDSA digital signature generation

and verification process
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3. Scalar Multiplication Algorithm
[17, 21]

3.1 Double-and-add Algorithm
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<3 5> Double-and-add Algorithm <3 7> nteger to NAF(k) Algorithm

Input : Binary representation of  and Input : Positive Integer k
Output : kP = (z, y) Output : NAF(k)
1. R< P 1.7 <0
2. For i = n—2 to 0 do 2. While k& 1 do

21 R < 2R (Doubling) 21 If k is odd then k; < 2 -

22 If k = 1then R = R+ P (A (kmodd), k < k — k
ddition) 2.2 Else k; < 0

230 i+ 1 93 k< k/2, i — i + 1
3. return kp — R 3. return NAF(k)

3.2 NAF(Non Adjacent Form) Algorithm
NAF Algorithm< double-and-add Algorithm
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Input : NAF(k), P

Output : kP

1. R< P

2. For i = n—2 to 0 do
21 R < 2R

22 If k;, = 1then R<~ R + P
23 If i, = —1 then R <~ R — P
where — P = (:cp, —yp)
24 1 <13 — 1
3. retun kp — R
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Input : Window width , AF(k) =
-1

k2', P
=0
Output : kP
1. Compute P, = iP for i €
{1, 3, ...

;22" = (=1)")/3-1}
2. Q< i< [ —1
3. Whlie 7 0 do
31 If k=0thent < 1, u < 0
3.2 Else : find the largest t
that u < (k;,....k;_, ) is odd

33 Q < 2'Q
34 If IF u 0 then @ < @ + P,
35 Else if wu 0 then @ <«
Q — P,
364 <14 — t
3. return kp < @
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3.4 Montgomery ladder
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<3 10>Montgomery ladder Algorithm

Require : P, d
.R =0
2. Ry P

3. for ¢ = m...0 do
3.1 If d; = 0 then
R, = pointadd(RO, RI)
R, = pointdouble (R,)
3.2 Else R, = pointadd(R,, R,)
R, = pointdouble (R,)
3.3 end if
3.4 end for
4. return R,

4. @723

Double-and-add Algorithm, NAF(Non Adjace
nt Form) Algorithm, Sliding Window Algorith
mell i3l FEste] F
37 aEAH g3
& |

neE FEe T

PEg v 2 B

=1
=0 wm=3lo
= —J—EO]'}%

I 2.
<k 6> ¢ugE 74 #84
g0 Intel(R)Core(TM) i7-6700 CPU

@ 3.40GHz 3.40 Chz

Windows10 Home

C++

Hukde | GCC




Ggr oAl o o] HolE BT E 9|3 ECC(Elliptic Curve Cryptography) <

T e T S R R WL WL T Algorithm, Sliding Window Algorithm)E 9]
il P 2848 Fohur] A FYLE ARE Ea) o
RCREALT Y i o9 EAE AYskA

I A¥ <F 7>o]A HE9] Binary NAF Met
hod7} 38k daa|& F 71 28498 & 4
ootE mrmt Ao, 1 9 double-and-add Algorithm, NA
F(Non Adjacent Form) Algorithm, Sliding Win
dow Algorithm®= ¢43s Al 2d"ef| Z-83}7]q
7 §ls Aleolet AHH AR A Al Eof A
of gk TR 2= Aol ofyu}, thE T
T} o] AbgEE AS getstelor gt whek
Al ZEAN 2 AL EO] WS E Fre HoA Bi
nary NAF MethodZ A}-&3
F#Hslalorettt, o] % IoT 37

3

2
)

< T WrEE g8A40]
=0 X}Z=q gl Xo] B sl & Ao
g obA 2ol Al o] dlole EA o)A T2 g gl 4 Mol E7tgsE] A Aol
. H, ZA7)HQl Aoz Ruhbd o|zst ) &
AABE B33 4 2+ ECC(Eliptic Curve Cry i
e . TP FS dozw B2 A & gs dgd
ptography) scalar multiplication algorithm(double B )
Aes 2t dugFol M Hojok & Flo|th

—and-add Algorithm, NAF(Non Adjacent Form)
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_ tar+b a=1461501637330902918203684832716283019653785059324,
Y z ar b=618161358937170673988121756987436237099350920727
2 (1168983055804381306122964739888353823030159703303,
G = (x, y) 591673640518579811944247307252990789873540735386)
G 94 n 1461501637330902918203683057840589624783069764383 160bit
. Silding|Binary
r(r}lgt}rlloedr ol gét}rllo?i "V Window [N AT k Bits of k
method Method
1 0.00010875 | 0.00004005 | 0.00005085 | 0.000038 21~ 95 1 5
2 0.0018889 0.00010425 | 0.00010655 | 0.00009165 | 29~ 2101 10
3 0.04960995 | 0.00014135 | 0.00014675 | 0.00012065 | 24~ 2151 15
4 2.15902355 | 0.0002207 0.00020710 | 0.00018035 | 219~ 920 4 20
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8 - 0.0007018 | 0.00061575 | 0.0005483 9~ 960y 60
9 - 0.00669665 | 0.00077225 | 0.0007456 | 269~ 2707 70
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