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A Study on Zone-based Intrusion Detection in Wireless Network Environments

Hwanseok Yang*

ABSTRACT

It is impossible to apply the routing protocol in the wired environment because MANET consists of only mobile
nodes. Therefore, routing protocols considered these characteristics are required. In particular, if malicious nodes are
not excluded in the routing phase, network performance will be greatly reduced. In this paper, we propose intrusion
detection technique based on region to improve routing performance. In the proposed technique, the whole network i
s divided into certain areas, and then attack detection within the area using area management node is performed. It
is a proposed method that can detect attack nodes in the path through cooperation with each other by using comple
tion message received from member nodes. It also applied a method that all nodes participating in the network can
share the attack node information by storing the detected attack node and sharing. The performance evaluation of t
he proposed technique was compared with the existing security routing techniques through the experiments and the

superior performance of the proposed technique was confirmed.
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