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Development of Convergence Security Industry Knowledge Map for
the 4™ Industrial Revolution Security Infrastructure

Daesung Leex

ABSTRACT
As the 4" Industrial Revolution(Industry 4.0), symbolized as CPS(Cyber Physical System), spreads around the world,
it is essential to establish a converged security infrastructure to secure technical stability and reliability of various
cyber systems to be implemented in the future. In this study, we will investigate the phenomenon of broad
convergence security industry and technology including the concept of life safety in relation to the spread of the 4"
industrial revolution, and analyze the possibility of linkage between related knowledge to promote academic-industrial
cooperation necessary for the convergence of security. we would like to propose a comprehensive development policy

on human resource development, technology development and policy improvement.

Key words : The 4% Industrial Revolution, Convergence Security Industry, Knowledge Map, Convergence
Security Infrastructure
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PUBLIC SAFETY AND
SECURITY SOLUTION
PROVIDERS

+ Cyber Security.

+ C2/CAISR

+  Critical Communication
Network

+ Surveillance System

* Emergency and
Disaster Management

+ Backup and Recovery
System

« Biometric and
Authentication System

(Alcatel-Lucent, Cisco
System, AGT International,
NEC Corporation)

PUBLIC SAFETY AND SECURITY
SERVICE PROVIDERS

+ Design and Consulting

+ Instaliation and
Integration

*+ Support and
Maintenance

+ Training and Education

(Intergraph. ESRI, Harris
Corporation, IBM, SAIC)

HOMELAND SECURITY

- Law Enforcement and
Inteliigence Agencies

* Border Control

« Public Transportation
Security

= Critical Infrastructure
Security

EMERGENCY SERVICES

* Medical Services

= Firefighting Services
- Disaster Management

MANUFACTURING

+ Energyand Chemicals

* Automotive and Logistics
* Other Manufacturing
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