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A Study on the Improvement of Personal Information Protection

in Small and Medium-sized Medical Institutions
Shin Min ji*, Lee Chang Moo™*, Cho Sung Phil***

ABSTRACT

Rapid developments of IT technology has been creating new security threats. There have been more attacks to get
patients” sensitive personal information, targeting medical institutions that are relatively insufficient to prevent and defend
against such attacks. Although the government has required senior general hospitals to get the ISMS certification since
2016, such a requirement has been burdensome for small and medium-sized medical institutions. Therefore, this study was
designed to draw measures to identify and improve the privacy status of the medical institution by dividing it into
management, physical and cyber areas for small and medium-sized medical institutions. The results of this study showed
that the government should provide financial support and managerial supervision for the improvement of personal
information protection of small and medium-sized medical institutions. They also suggested that the government should
also provide medical security specialists, continuous medical security education, disaster planning, reduction of medical
information management regulations not suitable for small and medium sized institutions.

Key words : Small and Medium-sized Medical Institutions, Personal Information Protection, Cyber Crime,
Personal Information Leakage, Security Measures
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