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A Study on DSMS Framework for Data Security Certification

Seung Jae Yoo

ABSTRACT

Data security is the planning, implementation and implementation of security policies and procedures for the
proper audit and authorization of access to and use of data and information assets. In addition, data serviced through
internal / external networks, servers, applications, etc. are the core objects of information protection and can be said
to focus on the protection of data stored in DB and DB in the category of information security of database and data.
This study is a preliminary study to design a proper Data Security Management System (DSMS) model based on
the data security certification system and the US Federal Security Management Act (FISMA). And we study the
major security certification systems such as ISO27001 and NIST's Cybersecurity Framework, and also study
the state of implementation in the data security manager solution that is currently implemented as a security

platform for preventing personal data leakage and strengthening corporate security
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Function Category
Unique Function Unique Category
Identifier Identifier

IDAM | Asser Management

IDBE Business Environment

Identify DGV | Governance

IDRA Rusk Assessment

IDRM | Risk Management Strarezy

PRAC Access Contral

PRAT | Awareness and Trammng

PRDS | Dam Security

Protect
PRIP Informanon Protection Processes and Procedures
PRMA | Mamtenance
PRPT Protective Technology
DE AE Anomalies and Events
Detect DECM | Secunity Contmous Monttorme
DEDP | Detection Processes
RSRP Response Planmng
RS.CO | Commumeanons
Respond RSAN | Analysis
RSMI | Mitigaton
RSIM Tmprovements
RCRP | Recovery Planning
Recover RCDM Improvements

RCCO Conminmeations
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