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Development of Security Functional Requirements
for Secure-Introduction of Unmanned Aerial Vehicle

Dongwoo Kang*, Dongho Won#**, Youngsook Lees::*

ABSTRACT

With the possihility of wirdess control of the aircraft by Nicola Tesla, Unmarmed Aerial Vehicle(UAV) was mainly used for military an
d defense purposes with the rapid development through World War 1 and IL As civilian applications of unmanned aerial vehicles have exp
anded, they have been used with various services, and attempts have been made to control various environmental changes and risk factor
s of unmanned aerial vehicles. However, GPS spoofing, Jamming attack and security accidents are occurring due to the communication in
the unmaned aerial vehicle system or the security vulnerahility of the unmanned aerial vehicle itself. In arder to secure introduction of Un
mamned aerial vehicle, South Korea has established Unmanned Aerial Vehicle verification system called Airworthiness Certification. Howe
ver, the existing cerfication system is more focused on test flight, design and structure’s safety and reliahility. In this paper, we propose
a unmanned aerial vehicle system nmodel and propose security functional requirements on unmanned aerial vehicle system in the correspon
ding system model for secure-introduction of Unmeanned Aerial Vehicle. We suggest the development direction of verification technology.
From this proposal, future development directions of evaluation and verification technology of Unmanned Aerial Vehicle will be presented.

Key words : Unmanned Aerial Vehicle, Security Functional Requirement
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