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A Study on Enhancing Cybersecurity of Weapon Systems for Life-Cycle

Yong—-Tae Jung®, Hyun-Sik Jung™*, Ji-Won Kang™**

ABSTRACT

Recently, the Ministry of National Defense has included embedded software for weapon systems as targets for the
Defense cyber security. The Concept has been extended and evolved from the cyber security area that was previously
limited to the information domain. The software is becoming increasingly important in weapon systems, and it is clear
that they are subject to cyber threats. Therefore, We would like to suggest a improvement direction by diagnosing
problems in terms of cyber security of the weapon systems for the life cycle. In order to improve cyber security of
weapon systems, comprehensive policy including the weapon embedded software management should be established
and the involved stakeholder should be participated in the activities.
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