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Research and Direction of Cyber Operation Education System for
Fostering Common Situation Awareness about Cyber Operation
—Focusing on non—Cyber Operations Unit Officer Education—

Sangwoon Lee*, Yongsuk Park™*

ABSTRACT

The purpose of this study is to suggest the educational system and direction of cyber operations officers of non-cyber
operations forces who do not specialize in cyber operations. In order to carry out cyber operations as a joint operation,
non-Cyber Operations officers must also know about cyber operations, but there is no education system for them at
present, Since there is almost no previous research on this, research in the relevant field is necessary. Therefore, the
education system was developed based on the prior literature review, that is, the education system, that is, the necessity of
education, the object of education, the goals and contents of the education, and the curriculum. In addition, the relevant
experts confirmed the validity of each item with Delphi method, and as a result, some improvement was needed, but it was
shown to be suitable as a whole. In addition, detailed educational program development can be developed based on this in
the future.

Key words: Cyber Operations, Common Situation Awareness, Cyber Operations Education System, Officer of
non-Cyber Operations Force, Joint Operations, Joint Combat Development
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