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A Study of a Secure Smart Car System
using Attribute-based Delegation Method

Jin-Mook Kim", Jeong-Kyung Moon™, Deuk-Young Hwang™™

ABSTRACT

The demand of smart cars is increasing rapidly. International stand organize such as 3GPP and 5GAA are proposing
standard communication protocvols for connected-car, and automotive network infrastructure. But Smart car network have
many security threats and more dangerous against the existed wire communication network. Typically, peripheral devices
of a smart car may disguise their identity and steal location information and personal information about the vehicle. In
addition, the infrastructure elements around smart cars can conspire and put driving cars in danger, threatening lives. This
is a very serious security threat. Therefore, in order to solve these problems, we proposed a system that is secure from
collusion and tampering attacks using attribute-based authorize delegation method and threshold encryption algorithms.
We have demonstrated using a semantic safety model that the proposed system can be safe from collusion attack.

Key words : Smart car, Attribute-based authentication, Authority delegate manager, Attribute change key, Key
share, Dynamic threshold cipher
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