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Design and Implement of Authentication System for Secure User Management
for Secure on Medical ICT Convergence Environment

Yanghoon Kim", Yean Jung Choi™

ABSTRACT

The convergence of traditional industry and ICT is a combination of security threats and vulnerabilities in ICT and spe
cific industry—specific problems of existing industries, and new security threats and vulnerabilities are emerging. In particu
lar, in the medical ICT convergence industry, various problems regarding user authentication are derived from the medical
information system, which is being used for abuse and security weaknesses. According, this study designed and implemen
ted a user authentication system for secure user management in medical ICT convergence environment. Specifically, we de
sign and implement measures to solve the abuse and security weaknesses of ID sharing and to solve the inconvenience of
individual ID / PW authentication by performing user authentication using personalized devices based on medical informati

on systems.

Key words : Convergence Security, ICT Convergence Environment, Hospital Security, Fast IDentity Online
System, User Authentication System
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[Registration Sequencel]
1.1 Mobile(ID, FPKey)
1.2 Req(Registration)
2.1 login(MpkilD)

2.2 Trans(ID, FPKey)
3.1 Select(ID)

4.1 Insert(D, FPKey)
5. CallBack(oCert)

[Certification Sequence]
6. Input(FPKey)

7. Sdata(ID, FP)

8. MpkiVerify(ID, FP)

9. MpkiCA(Cert)

10. CallBack(MpkiCACert)
11. CallBack(oCert)

32 9E ICTEEEE A ALY =Z=2Eg
4 74

2 AT g, Ad rteAds A5E] flsk
IZEESS FAsst T2EEY TdS %
Spec ARE S F 49 2}

e i o5 RAAE PC
- CPU: I5-6500

- RAM: 16GB

- SSD: 512GB

- 947 Windows 10,
® <3l o= 7)7]

- A AYA] =E9

- QERo|E 9.0 o

ojg A EA 2 gigh AR V)5S FEste] gt
R HA 2R PCE st o, ekt Q15717
o] AEZS $)8to] Mobile 7]7]0ll & Fafo] AJxel
< Aot 1 A, g Ve R g 22 EE
J ZRAAE 29 37 o] Yepdth 985
28E A8 F QAFAE VYo R 2as 9X3}
a1, A3} 71716 A FIDO7I8E 29148 438 5}e]
Aol AGE 9, ATARE JRAHA L

3.3 Z2Eg9Y A2" 7|54 FGI

olEF=AILY
Prototype vis

4%
2 Q7o By, 48 FsE A3 SAstel

(29 3) 8RB A A=




8 ICTE&S B0 A AHEA A2 S 9

e
i

Interview)& 433}
AR} 2]), HHER<E *liEﬂJ 7}1%‘1} 291, 437]4
Az 201«] 6912 shem, 307t - A

71E9 AFAA guitge] ICTl e &8
& do] o5 ICT 838z Hdsdd uwel
A gty s8R E ek By 2 HoF
Aol wEHa vk

£3], #4243 957|%2> EMRES FHo= 3
AR AEAAEHS 7|02 SR AHAE 9
sh7] wiol, R AgRA|Ee] Ho 9 ¢ F
oF2 o AH| Ao FHoR AAE & Qe A
A& Ado

a0 = B8y, T4Y gur|doMe 2

o

I &
?‘5_}_- _H%_?_}/\]—jl“: _/]\_o o E7]7_° %x% fe) X%x}.?_
o] gHAo 7113k},
ofel weh, F4E ou7|HE THoE 98
BAZE A kAF ALEA BEE AT EA
~de drstn ZeEegls TEs

FA2Y A7 2 FE: FaY darlwe 0% (3B

AR, S48 oz 93 s Bas
o Hegy FHIHe Adsh] A 59S
A Q+a}F A

A4, T4Y s8v|dd U BEga Aga
o} HZA], dTol U AHAE FA4A
713 AAA £eE 9RE £ e UEgS

Al A3

AA, FIDO 7]&¢] §805 sto] v &ad&
7<4 o7 uu].a 7.]] 14 1— H
oL A

FF QAPRE U] o RguA s A
oo Aado] Aadel dE $8E A
Fe kel el AFehad s,

7153] “OL% 719 AL A", AREFAE
A, F2H714 %53 1814F, pp. 13-22, 2017
s}, %’fﬂura} BAE AR 4", 2dd
T mEsR, #1035, pp. 19-21, 2017.

3, “YBRITES 7% 97 5. Ax¥gs
2, A439, A2, pp. 18-24, 2016.

# , A B2 g Y A 84S
& g ZEEA BEMAATSE B A T4
RNHE AR, FHES=EA, A18H, A5
%, pp. 75-81, 2018

AR, A, S4AE AR Bt Bt
2 A7 A5, =AY A, 2234, Al
3, 89-102., 2018.

AXE, 44, ‘v

< 71eg o8 J8A
B ORIA2E FEbE=EA, Al4d AT,

pp.3-8., 2014.

(7] wred e, sl we] AR RIS A AW A

9o rel HIRA A A58, Alld, #25, pp.
52-61, 2017.

(8] 588, ol A%, AHEALY 71719 FAF AHg

A% ool T w9, daAAA Y
A, A247A, A2%, pp. 217-228, 2019.



36 SFHEcH=FA #1998 A3Z (2019. 9)

O] $Ad, A, “WASE 74 A BAAS

1A |

Ax e &gty 9 7l O PE #g A

T, S AR A 8k e %], A217, A4, pp. 41-53,
2016.

[10] &2F, 7719, “JiAdunEsE $3 RFIDE

| #A} Q1T Al=E, S B Al ] =], Al

<

3B A6Z, pp.962-969, 2010.

[11] o8], “4zt A WA s &7 wste}
Ao A", Ay 23834, A129, A43,
pp. 215-223, 2017.

(12] 3w, gF, ‘v @ wstel ojmrwet )
A", S&TR Journal, #1317, #1235, pp. 4-9, 2018.

[13] IoTE L], “oJg5 of ICT &3 A1F A
2o Bl WAIstE 93 ZvtESR Alo|HE
QF kol =7, g A E X &4, 2018,

[14] Kumar, P. and Lee, H. ], “Security Issues in
Healthcare Applications Using Wireless Medical
Sensor Networks: A Survey,” Sensors, Vol. 12, No.
1, pp. 55-91, 2012.

[15] Williams, P., “A Practical Application of CMM to
Medical Security
Management & Computer Security, Vol. 16, No. 1,
pp. B8-73, 2008.

Capability,” Information

(M &20H)

71 o ¥ (Yanghoon Kim)
20059 249 Wzl A 5est
A}
20074 24 dixldst 75Elst
/H/x}
20114 29 Wzl w
Gz ES|o T Hh
20149 249 - A SEHSA
Al mekelsh
email : yhkim@kdu.ac.kr

# 9 A (Yean Jung Choi)
20044 241 VL

j%—"éd:b’hf]' o] & A})
20074 849 =g

o o - hal
20184 39 - AA SEeshaL
Al oFE

email:
yeanjungchoi.2016 @gmail.com



