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A Study on ICS/SCADA System Web Vulnerability
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ABSTRACT

In the past, the control system was a closed network that was not connected to the external
network. However, in recent years, many cases have been opened to the outside for the
convenience of management. Are connected to the Internet, and the number of operating
control systems is increasing.

As a result, it is obvious that hackers are able to make various attack attempts targeting
the control system due to external open, and they are exposed to various security threats
and are targeted for attack. Industrial control systems that are open to the outside have
most of the remote management ports for web services or remote management, and the
expansion of web services through web programs inherits the common web vulnerability
as the control system is no exception.

In this study, we classify and compare existing web vulnerability items in order to derive
the most commonly tried web hacking attacks against control system from the attacker
"s point of view. I tried to confirm.
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Group A

Web vulnerability guide documentation and
checklist synthesis
(10 documents)

¢

(Main Category)
Web vulnerability itself

¢

(Middle classification)
Invalid input validation, use of insecure code, etc.
11 categories

¢

(Small classification)
Eliminate duplicate Web vulnerability vulnerabilities
(10 documents)
Simplified with 51 vulnerabilities

Group A Group B

Web Vulnerability Checklist
Comprehensive and Simplified
(10 documents)

Weight 50% Weight 50%

CS related vulnerability management site
(ICS-CERT and SVE)

g

(required web vulnerability 5 entries)
More than 70% of Group A and Group B
vulnerabilities are selected.

:

(Basic Web Vulnerability 9 entries)
Group A and Group B results in a screening of
vulnerabilities with an average value of over 70%

;

(additional Web vulnerability 5 entries)
Additional screening of vulnerabilities that are
deemed necessary at the time of inspection

"

Final Control System Web Vulnerability Check
Item Selection Total 19 entries

(Figure 1) Control System Web vulnerability in large/Small/Small Classification

(Figure 2) Flow of Research on Control System Web Vulnerability
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(Table 1) Weight by Vulnerability ltem

Number Resources

weight

1 10 guides and documents(Group A) 50%

2 ICS-CERT and SVE Actual Vulnerability(Group B) 50%
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o7l BARE Qe A2 A Halv]s & (Table 2) 11 Items in Middle Class
£ A3 2 HEEA, AR o218, API Vulnerability (Medium)
o8 T mmaw Hokd RAA 37 A Ipput datanvenflcatlon anc.1 _rep_resentatlon
’ . ’ (improper input value verification)
A5 1 oz FEFE IYTE Use unsafe code
I BE A= <Table 2> 72t} Inappropriate authentication, authorization

Communication

- Security Features
o2 ARF 3% Allow, Authority and Access Control
obd FHE ool W (], Information exposure
- B Error handling
= AR s API misuse
At Public program vulnerability
A E2 olE <Table Improper configuration

(Table 3) b1 Sub Categories Web Vulnerability Items

Vulnerability(Medium)

Vulnerability (Small)

. Memory BOF

. Integer type OverFlow

. Insert format string

. Boundary check

. SQL Insert

XSS

. XQuery Insert(Injection)

. Xpath Insert(Injection)

Ol |N|o|o| s |w|to|—

. SSI Insert(Injection)

Input data verification

—
o

. LDAP Insert(Injection)

and representation

11.

XML Outer object(XXE) Injection

(improper input value

12.

DOS Attack

verification)

13.

Insert/execute operating system commands(command Injection)

14.

Connect automatically to untrusted URL addresses

15.

HTTP response splitting

16.

Impersonation of other user rights due to cookie value tampering

17.

Exposing critical information with application design errors(hidden field etc)

18.

Upload dangerous format files

19.

File Download Vulnerability

20.

Unauthorized use of services due to web application parameter
tampering (Parameter modulation, LFI, RFI etc)

21

. Cross Site Request Forgery(CSRF)
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(Table 3) 51 Sub Categories Web Vulnerability Items (Continued)

22. Using unsafe functions

Use unsafe code - -
23. Use weak encryption algorithms

Inappropriate 24. Authentication Bypass, Absence of certification
authentication, 25. Improper authorization
authorization 26. Weak Session Management
Communication 27. Important Information Save/Transfer Plain Text
28. Unsafe protocol(SSL Old version, etc)
29. Inappropriate password policy applied(password unused, service privilege exploit
due to vulnerable web account existence, password guessing possible)
Security Features 30. Account Brute Forcing attack Poor response

31. Source information(such as system critical information contained in comments),
hard-coded passwords, hard-coded encryption keys

Allow, Authority and |32. Ability to modify business logic with application design errors (client script,
Access Control etc.)

33. Excessive user privacy exposure to administrators

Information exposure - - -
D 34. Exposure of personal information through search engines(such as Google)

Error handling 35. Excessive error message exposure, exposure of system data information

API misuse 36. Use vulnerable APIs(use weak components)

37. Zero Board Vulnerability(XE BOARD)

.
Public program 38. WordPress Vulnerability

Inerabilit;
vuinerabtity 39. TechNotes vulnerability

40. Directory Listing(indexing) due to insufficient server settings

41. Incorrect permission settings for critical resources

. Incomplete web server security patches

. Exploiting HTTP Method

. WebDAV Vulnerability

SR|&|S

. Incorrect security configuration

Improper configuration |46. Insufficient logging and monitoring

47. Exposure of information due to application default page

48. Admin page exposure

49. Vulnerability due to inferable file or directory names

50. unnecessary files in the server(test page exists at development), backup files

51. Inappropriate password policy applied(password unused, service privilege exploit
due to vulnerable web account existence, password guessing possible)

4.2 Group A, Group B9 & ER# 70% (Group B, 7}%] 50%)2 %4198 45 4
O|A SlIE &= MY T 70% ©]739] FHAH S drz Wol vy &
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Vulnerabilities corresponding to and average of 70% of Group A and Group B
Weight(100%)

100%
90%
80%
70%
6
5
4
3
2
1

Q2 2 9 9
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%

9

) I |I| I I || I | I| | II III
% ([ H N I I | | 1 pLLn 1Al I |

1234567 891011121314151617 181920212223 2425262728293031 32333435 3637 3839 4041 4243444546 474849 5051

(Figure 3) Vulnerabilities Corresponding to an Average of 70% of Group A and

Group B

(Table 4) Vulnerabilities Corresponding to an Average of 70% of Group A

and Group B

Vulnerability(Medium) Vulnerability(Small)
1. Memory BOF
5. SQL Insert
6. XSS
Input data Averiﬁcation and 13. Insert/execute operating system commands(command Injection)
ifriﬁii)r:ratilr?;lut value 14. Connect automatically to untrusted URL addresses
verification) 16. Impersonation of other user rights due to cookie value tampering
18. Upload dangerous format files
19. File Download Vulnerability
21. Cross Site Request Forgery(CSRF)
Inappropriate authentication, 24. Authentication Bypass, Absence of certification
authorization 25. Improper authorization
Communication 27. Important Information Save/Transfer Plain Text
Information exposure 33. Excessive user privacy exposure to administrators
Improper configuration 41. Incorrect permission settings for critical resources

<Figure 3>& 2@ F719 &E(Group A,
Group B)9] 1ol 70%<% &+ 1,5, 6, 13,
14, 16, 18, 19, 21, 24, 25, 27, 33, 414& &
s,

o] 147 713 oK) Fmol = A4 HoH
g8 5E E3star 9lom =

19, 21, 24°|t}.

Ko
)

4.3 #7h YW 85 YE My

TE)al 919 gEols A-ERE FuA T
g wojs A AE FrhEoloF & FHkH S
e Mgt

71 GEe olgf <Table 5>9F 2+on 574 &
58 Aok



Aejalz=wle] ) F Pl g A3} A7 23

(Table 5) Additional Items

Vulnerability (Medium)

Vulnerability (Small)

Input data verification and 12. DOS Attack
representation(improper input —
value verification) 15. HTTP response splitting
29. Inappropriate password policy applied(password unused, service
privilege exploit due to vulnerable web account existence, password
Security Features guessing possible)
31. Source information(such as system critical information contained in

comments), hard-coded passwords, hard-coded encryption keys

Information exposure

34. Exposure of personal information through search engines(such as Google)

4.4 5F FUYHE &= M4 = o e e FAkdel dal 715A 50%E

Ahgsiol ) Aokl 7 1 B0 sl

et B 906E 483 Group A HYH ZF A 7FEAE 100%=2 481 2 Group

= 770 o)A 7ol =2 At gl FHokde A%} Group Bell W&l 242+ 70% o)A sjds =

WA Adsre]al, ICS-CERTSF SVES] # k4 Ao e A 2gle] §) Aok I HA
Hos EE 738 Group B FoFd &5 geow syt

(Table 6) Final ICS/SCADA System Web Vulnerability Item

Vulnerability (Medium) Vulnerability (Small)
1. Memory BOF
5. SQL Insert
6. XSS
12. DOS Attack
Input data _Veﬁﬁcaﬁon and |13, Insert/execute operating system commands(command Injection)
1<r¢p resentation . 14. Connect automatically to untrusted URL addresses
improper input value —_
verification) 15. HTTP response splitting
16. Impersonation of other user rights due to cookie value tampering
18. Upload dangerous format files
19. File Download Vulnerability
21. Cross Site Request Forgery(CSRF)
Inappropriate authentication, | 24. Authentication Bypass, Absence of certification
authorization 25. Improper authorization
Communication 27. Important Information Save/Transfer Plain Text
29. Inappropriate password policy applied(password unused, service privilege
. . exploit due to vulnerable web account existence, password guessing possible)
Security Features ; - TS ; ; ;
31. Source information(such as system critical information contained in
comments), hard-coded passwords, hard-coded encryption keys
Information exposure 33. Excessive user privacy exposure to administrators
34. Exposure of personal information through search engines(such as Google)
Improper configuration 41. Incorrect permission settings for critical resources
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