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Safe Web Using Scrapable Headless Browser
in Network Separation Environment

Won-chi Jung®, Jeonghun Park®, Namje Park™*

Abstract

In this paper, we propose a "Safe Web Using Scrapable Headless Browse" Because in a network
separation environment for security, It does not allow the Internet. The reason is to physically block
malicious code. Many accidents occurred, including the 3.20 hacking incident, personal information
leakage at credit card companies, and the leakage of personal information at “Interpark’(Internet
shopping mall). As a result, the separation of the network separate the Internet network from the
internal network, that was made mandatory for public institutions, and the policy—introduction
institution for network separation was expanded to the government, local governments and the
financial sector. In terms of information security, network separation is an effective defense system.
Because building a network that is not attacked from the outside, internal information can be kept
safe. therefore, "the separation of the network" is inefficient. because it is important to use the
Internet's information to search for it and to use it as data directly inside. Using a capture method
using a Headless Web browser can solve these conflicting problems. We would like to suggest a way
to protect both safety and efficiency.
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[I. Preliminaries

2. Related works

2.1 Examples of Korea Domestic Hacking
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Fig. 1. Information Leakage Through Hacking Mail
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Fig. 2. Network DataTransfer System scheme

2.3 Efficient Network Eeparation Scheme in
Network Eparation Environment
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[1l. The Proposed Scheme

3. Technical analysis constituting network
separation

3.1 Separate network from network and end node
viewpoint
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Fig. 3. Network DataTransfer System scheme

3.2 NAC(Network Access Control)
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Fig. 4. NAC(Network Access Control) scheme
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Fig. 5. Media control system scheme
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Fig. 7. Streaming and File transfer control mechanism
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3.5 Headless Browsing technology
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Fig. 8. Web Scraping with a headless Browser

V. Proposal for improvement of network
separation for user convenience

4. Suggestion of user convenience improvement
in network separation environment

4.1 Analysis of internet usage requirement in
business network
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4.2 Use secure web network in the proposed
network separation environment
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Fig. 9. Safe Web Using Scrapable Headless Browser in
Network Separation Environment

(21007 2o, AHY F47} 'www.google.com'©]H. <l
Ul g Q= dlo|AEV} Fl &8s B AE &34
3G Alo]E9] FAE PDF 5 HAREA 2 W78t A7gstm,
o] JAE Abo]E A3 3 (Site Scrapping)©]ghal st} Bz}
$AE 23 ) A8 ozl 3y F$ PCE FIAA
Al & a7t AT AR A E P B
SANAN AR ddIEE 25T = fle v dk

oy oMy T= ol FAT gl AN Fej W
3 SFUPDE, 591 olv] )& ARIHS Fo WHE A5



Safe Web Using Scrapable Headless Browser in Network Separation Environment 83

Fig. 10. Features Required for Internet PC Agent

V. Suggestions for Administrators

5.1 A Study on the Direction of Information Security
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5.2 Administrative Recommendations on the
proposed network separation
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