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Abstract In this paper, the security behaviors and attitudes related with the personal information of
teenagers were investigated using empirical data based on rational behavior theory and protection motivation
theory. An experiment for teenagers was conducted on Excel and the statistical packages (e, SPSS 21.0
and SmartPLS20M3) to see how self-efficiency, security attitude, security intention and individual
innovation affect their security behaviors. The experimental results showed that the security behaviors and
attitudes of teenagers between internet and information devices are closely related, and the social influences
can affect personal self-efficacy and security attitudes. Finally, we can know that teenagers should recognize
the importance of security and protect their personal information safely through continuous education and
training so that they can be linked to security behaviors.
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Table 1 Subjective Norm Variable Definition

Variables Measurement Items
People around me think I use security
measures.
My friends think [ use security
measures.
Subjective My .Surroundings _are S}lpponed by
Norm security rules or using vaccine programs.

I keep the security rules for the people
around me and wuse the vaccine
program.

The security measures I use are also
used by nearby people.

Table 2 Self-Efficacy Variable Definition

Variables Measurement Items

I am well aware of security incidents.

I am able to adapt to new security
safeguards and vaccine programs.

|1 can follow security safety rules or
Self-Effic | yse a vaccination program if I know it.

acy I can recognize and respond to security
incidents.

I am confident to learn how to use it
myself when wusing new vaccine
applications.

Table 3 Security Attitude Variable Definition

Variables Measurement Items

I think anti-virus programs, software,
fire walls, and system updates are
necessary for information devices.

Security

Attitude I think security measures to protect

information devices are important.

I think it is right to establish security
measures to protect information devices.

Table 4 Personal Innovation Variable Definition

Variables Measurement Items

I am curious about new technology.

I have a desire for new technology.

I like the experience of new technology.
Irljr?;xszzrt]i?)ln I do not hesitate to try out services for

new technologies.

I tend to buy new products or services
ahead of others.

I like to worry about new ideas.

_84_



Journal of the Korea Industrial Information Systems Research Vol. 24 No.4, Aug. 2019 : 79-98

WA ARG HAe) @ AZshe 4 guAe EHe Jolwsl Sls MERA
Fo wet fZ2E 7] Age] gt A (Frequency analysis)S st S A4A &
gt Rogers[41]¢] A7~} Ald)dol] whah Anjz} A dibd B o ® oA ZAleGdTh WA
o) Falxo] gakie YA A4S AT T BAH SAE Table 79 2ok,
Goldsmith and Hofacker[47]2] A+E wHlg o= AA S92 2527 F A HApE 1377
AT A 6719 E3 o R FA ST (54.4%), AA7} 1157 (45.6%) = et} S5t
o] Yol 4AE 594 (2.0%), 154l 978(3.6%),
3.35 Hotol 16M= 7178(282%), 17X1E 927(36.5%), 184+
BR7IEE] AREAZE 1B R g 34 Table 5 Security Intent Variable Definition
Q HES s e A9 A4 worelwg
Variables Measurement Items
¥ o s= R
U Hm, Wetke A7l sk et Aues I will follow security rules and use a
7hele]l Hete|wr) ZatAl gAEY G TH2] B vaccine program to prevent security
ol 9ol I3k A QAL QX e HZA ol Kolo incidents (computers, smart phones, etc.).
= _ — . I will take security measures on
A& 2 A= Aotk & A7 Al= Davisl4]9] Security information devices (computers, smart
Hotgl=7F g5 ozo mifisdz A4 Holasol Intent | Phones, etc.) to protect the Internet.
2o oS Fus A3 plgow B ojto] o I will tell others about security and
A 4o Baom A vacc.matlon programs pos.ltlvely.
I will recommend security measures or
vaccination programs to others.

Table 6 Security Behavior Variable Definition

MAFEE BT gk P52 Zefo|H A
AL} Mol ARSI e oFe] g = 9 Variables Measurem.ent Items
o _ _ PR Be careful when using shared software
T THs MEeR g B dsolgt & F k. over the Internet.
B Ao A Rhee et. all48] AT+E nHlEow X Create a backup copy of important files
AT A 8l Tdoz FAIAUTLH You can store important personal

information such as financial and
medical records by setting a password
on your computer, save it separately
4. AFEM from your computer

Avoid using e-mail when you send
people important information (account

41 RE24$Za Z2EM Security | number,  password,  social  security
Behavior | 1\ymber).
_ o password, resident registration number),
E A= 13~194 744 74/\3'5 gde=z A I avoid using emal as much as
2 xSt FHSA B 26509 HES W possible.
gto} BaAs HEXE A 9,]'6‘]._']1 O5H-= B Usl(? different passwords for different
stk $HE gl 4L dotnsl 93 o L
o B " S Be careful when sharing your computer
’m:‘ﬂr SPSS 21.0= O]-g—a‘]-OI] 13_}}_—‘_.—@]?,]— —‘T—X]'T':@] with others
S AR, SAHAMFEE e AT A When using the Internet, change the
S A=3ar) password periodically.
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Table 7 Demographic Characteristics

Contents Frequency Perc(g/zl)tage
) Man 137 54.4
Gender Gy man 115 56
14 years 5 2.0
15 years 9 3.6
16 years 71 28.2
Age
17 years 92 36.5
18 years 69 274
19 years 6 24
Education | Middle Schooler 85 33.7
Level High School Student 167 66.3
Daejeon/
Chungcheong/Sejong 87 345
Gwangju/Jeolla 160 63.5
Residence | Daegu/Gyeongbuk 1 04
Busan/Ulsan/ 3 12
Gyeongnam
Gangwon 1 04
Total 252 100.0
Table 8 General Characteristics of Respondents
Contents Frequency Perc(f%ﬁage
Period of | not more than 5 76 30.2
Use 6 to 10 148 587
(Year) 11 to 15 28 11.1
less than 1 hour 30 119
. 1 to 3 hours 131 52.0
Tsiffee 4 to 6 hours 65 25.8
7 to 9 hours 12 4.8
more than 10 hours 14 5.6
Hacking | to exist 107 42.5
Experience | 5 have none 145 575
Keeps you safe 32 12.7
To a certain extent 143 56.7
Security | Not very well 58 230
Level maintained
Not generally
supported 14 56
Not at all 5 2.0
Be anxious 158 62.7
Anxiety
Not feeling anxious 94 37.3
Security | Keep 105 41.7
Rules do not keep 147 58.3
Total 252 100.0
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Table 9 Reliability Analysis

Variable Component Cronbach’s a
Subjective SNI1, SN2, SN3, SN4, 0.90
Norm SNb, )

. SE1, SE2, SE3, SE4,
Self-Efficacy S/ 0.93
Security
Attitude SAl, SA2, SA3 0.94
Personal PI1, PI2, PI3, PI4, 091
Innovation PI5, PI6 )
Security SI1, SI2, SI3, Sl4 091
Intent
Security SB1, SB2, SB3, SB4, 0.89
Behavior SB5, SB6, SB7, SB8 ’

$EAe) GG, DS BE Ju)
7] AHEAIZES Aol B ors] S mARLHS

2Ae A3} Table 11, Fig. 33 7o) o] AX
71715 ARGshe AREAIZEOl tiEE ZpolE HluLgh

Table 10 Gender and Usage Time

Man Woman | Totality(%)

Less than 1 hour 14(5.6) 16(6.3) 30(11.9)

1 to 3 hours 72(286) | 59(23.4) 131(52.0)

4 to 6 hours 41(16.3) 24(9.5) 65(25.8)

7 to 9 hours 7(2.8) 5(2.0) 12(4.8)

More than 10 hours 3(1.2) 11(4.4) 14(5.6)

Total 137(54.4) | 115(45.6) 252(100.0)

X(p), p<.05 8.92(0.063)
Table 11 Education and Usage Time
Middle High School Totality
Schooler Student (%)
Less than 1 hour 8(26.7) 22(73.3) 30(100.0)
1 to 3 hours 50(38.2) 81(61.8)  131(100.0)
4 to 6 hours 20(30.8) 45(69.2) 65(100.0)
7 to 9 hours 7(58.3) 5(41.7) 12(100.0)
More than 10 hours 0(0.0) 14(100.0) 14(100.0)
Total 85(33.7) 167(66.3)  252(100.0)
X(p), p<.05 12.45(0.014)

Note : SN=Subjective Norm, SE=Self-Efficacy, SA=Security
Attitude, PI=Personal Innovation, SI=Security Intent,
SB=Security Behavior

lesz than 1
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250 |

s b 1 m— Wy AT

more than 10
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Fig. 2 Gender and Usage Time Chart

lessthan 1 hour
100.0

~.,  —iddie schooler

BOD |

more than 10
hours

T3 ‘4mE

Fig. 3 Education and Usage Time Chart
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Table 12 Security Rules and Usage Period

Security Security Rules| Totality
Rules Keep | do not Keep (%)
Not more than 5 41(39.0) 35(23.8) 76(30.2)
6 to 10 55(52.4) 93(63.3) 148(58.7)
11 to 15 9(8.6) 19(12.9) 28(11.1)
Total 105(100.0) 147(100.0)  252(100.0)
X*(p), p<.05 7.00(0.030)

Table 13 Hacking Experience and Security Behaviorl

Scale To Exist To Have None | Totality(%)
1 2(1.9) 2(1.4) 4(1.6)
2 7(6.5) 2(1.4) 9(3.6)
3 7(6.5) 7(4.8) 14(5.6)
4 36(33.6) 60(41.4) 96(38.1)
5 17(15.9) 20(13.8) 37(14.7)
6 12(11.2) 29(20.0) 41(16.3)
7 26(24.3) 25(17.2) 51(20.2)
Total 107(100.0) 145(100.0) 252(100.0)
XA(p), p<.05  10.60(0.102)

Note : 1; Not at all, 4; Ordinary, 7; Be quite so
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— SECurity rules do not keep
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Fig. 4 Security Rules and Usage Period Chart
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Fig. 5 Hacking Experience and Security Behaviorl Chart
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Table 14 Hacking Experience and Security Behavior2

- (e,

Scale To Exist To Have None | Totality(%)
1 13(12.1) 7(4.8) 20(7.9)
2 6(5.6) 12(8.3) 18(7.1)
3 15(14.0) 11(7.6) 26(10.3)
4 25(23.4) 50(34.5) 75(29.8)
5 17(15.9) 22(15.2) 39(15.5)
6 13(12.1) 21(14.5) 34(13.5)
7 18(16.8) 22(15.2) 40(15.9)

Total 107(100.0) 145(100.0) 252(100.0)

XAp), p<.05  10.17(0.118)

Note : 1; Not at all, 4; Ordinary, 7; Be quite so

Table 15 Hacking Experience and Security Behavior3

Scale To Exist To Have None | Totality(%)
1 8(7.5) 5(3.4) 13(5.2)
2 9(84) 7(4.8) 16(6.3)
3 8(7.5) 10(6.9) 18(7.1)
4 32(29.9) 59(40.7) 91(36.1)
5 20(18.7) 18(12.4) 38(15.1)
6 10(9.3) 27(18.6) 37(14.7)
7 20(18.7) 19(13.1) 39(15.5)

Total 107(100.0) 145(100.0) 252(100.0)

XAp), p<.05  11.65(0.070)

Note : 1; Not at all, 4; Ordinary, 7; Be quite so

olu2)sh merlEI 450 AfolE rolugit,
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ek wAHEAS AAIRE A3} Table 18, Fig. 102
2ol Yebstth FhelAlw A A= 9.54(p=0.146)
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Fig. 6 Hacking Experience and Security Behavior2 Chart
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Fig. 7 Hacking Experience and Security Behavior3 Chart
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Table 16 Hacking Experience and Security Behaviord

Scale To Exist To Have None | Totality(%)
1 4(3.7) 4(2.8) 3(3.2)
2 4(3.7) 4(2.8) 3(3.2)
3 8(7.5) 11(7.6) 19(7.5)
4 34(31.8) 63(43.4) 97(38.5)
5 15(14.0) 16(11.0) 31(12.3)
6 15(14.0) 23(15.9) 38(15.1)
7 27(25.2) 24(16.6) 51(20.2)

Total 107(100.0) 145(100.0) 252(100.0)

XAp), p<.05  5.43(0.490)
Note : 1; Not at all, 4; Ordinary, 7; Be quite so

Table 17 Anxiety and Security Actionb

Scale | Be Anxious Not Feeling | Totality(%)
1 16(10.1) 8(8.5) 24(9.5)
2 26(16.5) 10(10.6) 36(14.3)
3 15(9.5) 5(5.3) 20(7.9)
4 43(27.2) 32(34.0) 75(29.8)
5 18(11.4) 3(8.5) 26(10.3)
6 19(12.0) 14(14.9) 33(13.1)
7 21(13.3) 17(18.1) 38(15.1)
Total 107(100.0) 145(100.0) 252(100.0)
XA(p), p<.05  10.25(0.115)

Note: 1; Not at all, 4, Ordinary, 7; Be quite so
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Fig. 9 Anxiety and Security Actionb Chart
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Table 18 Anxiety and Security Action6

Scale Be Anxious Not Feeling Totality (%)
1 5(3.2) 5(53) 10(4.0) A
2 42.5) 3(3.2) 7(2.8) - ~s
3 7(4.4) 7(7.4) 14(56) j
4 57(36.1) 38(40.4) 95(37.7)
5 24(15.2) 6(6.4) 30(11.9) e A
6 29(184) 20(213) 49(19.4) e LT |
7 32(20.3) 15(16.0) 47(187)
Total 107(1000) | 145(1000) | 252(100.0) N

XAp), p<.05  954(0.146) MV

Notet 1; Not at all, 4; Ordinary, 7 Be quite so Fig. 10 Anxiety and Security Action6 Chart

Table 19 Anxiety and Security Action7

oy | Seeulty Rules | Totality g e o

1 2(1.9) 8(5.4) 10(4.0) 5 e 300 .

2 1(1.0) 12(8.2) 13(5.2)

3 7(6.7) 12(8.2) 19(75)

4 31(29.5) 54(36.7) 83(33.7)

5 15(14.3) 22(15.0) 37(14.7)

6 22(21.0) 20(13.6) 42(16.7)

7 27(25.7) 19(12.9) 46(18.3)

Total 107(100.0) 145(100.0) 252(100.0)

(p), p<.05  9.30(0.157)

Note: 1; Not at all, 4; Ordinary, 7; Be quite so

Table 20 Anxiety and Security Action8

Seale Security Security Rules Totality 00 T mmsecuricy rules keep
Rules Keep do not Keep (%) e —-'l—S_E:_l.J::rr\rruIE donotkeep
1 2(1.9) 8(5.4) 10(4.0) 7. — ¢
2 110) 1262) 136.2)
3 67 12(82) 19(75) [/
4 31(295) 54(36.7) 85(33.7) [ ]
5 15(14.3) 22(15.0) 37(147) st %
6 22(21.0) 20(13.6) 42(16.7) y
7 27(25.7) 19(129) 46(18.3)
Total |  107100.0) 145(1000) | 252(100.0)

X'(p), p<05 1541(0.017) Fig. 12 Anxiety and Security Action8 Chart

Note: 1; Not at all, 4; Ordinary, 7; Be quite so
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Table 21 Confirmatory Factor Analysis

. Factor Composite

Variable Loading Reliability AVE

SN1 0.79

o SN2 0.80
wubiective | N3 | 087 0.92 071

SN4 0.90

SN5 0.85

SE1 0.84

SE2 0.91
Self-Efficacy | SE3 0.86 0.9 0.79

SE4 0.93

SE5 0.89

Security SAL 0.94
;Attitu de SA2 0.95 0.96 0.90

SA3 0.95

PI1 0.89

PI2 0.90

Personal PI3 0.87
Innovation PI4 0.84 0.93 0.69

PI5 0.67

PI6 0.82

SI1 091

Securit SI2 0.90
B o 089 0.94 0.90

SI4 0.86

SB1 0.78

SB2 0.70

SB3 0.75

Securit SB4 0.73
Behavic}),r SB5 0.70 0.91 0.56

SB6 0.84

SB7 0.75

SBS 0.76

Note : SN=Subjective Norm, SE=Self-Efficacy, SA=Security
Attitude, PI=Personal Innovation, SI=Security Intent,
SB=Security Behavior

Table 22 Latent Variable Correlations

AVE SN SE SA PI SI SB

SN 0.71 0.84

SE 0.79 0.67 0.89

SA 0.90 0.50 0.49 0.95

PI 0.69 048 0.60 0.32 0.83

SI 0.79 0.63 0.54 0.74 0.40 0.89

SB 0.56 0.66 0.61 0.46 0.42 0.57 0.75

Note: The diagonal coefficients of the shadows are the
square of the AVE value
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