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ABSTRACT

Since 2010, vehicle black boxes have become popular with many people, if there is no record of the vehicle accident
scene, or if the offender deliberately deletes the image data, the victim succeeds. The biggest advantage of blockchain is
that it is impossible to modify and delete data by data distribution storage. The biggest disadvantage is that sensitive data
is also distributed. In this paper, we propose a blockchain method for the black box by using the advantage of shared
block data and we intend to solve the problem of personal information leakage which is a disadvantage of blockchain by
storing sensitive information stored in a blockchain in a private server by LINK blockchain with a private server. We also
attached code(Github) and demonstration video(Youtube) linking LINK blockchain with the private server in this paper.
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Fig. 1 Black Box Market Status
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2.1, Blockchain Technology
EE2H|9] 7|42 AFEA] UF L E(Satoshi Nakamoto)[2]
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Fig. 2 Block connected by hash values

LEECNPCEE )
£ AEAOL 2 HFS Flo] 7
SE[412 SokA T ALgE 4= 9le.
et el A9 AAA SEAL WA ot
ohl7] ujiol A A S A vk AHge 4= ek
AgA SN AAAE FEFA G vk A
% 7] W] WAGH) ot B $& 3 2AT, A4
© 39 gk 3 BAE ARAYE el Ha oA
o7 el s A 7L S AE A 2 o] ¢l
o 5 AR o] 2 AR oA o] | FEo
= o]4fo] Ql=A] o 4 gl o] gick. ofeie B4
e BEANE TEto] AAA el AL WE
ol shastun gk
A = RoA] Alekeks Al2Ee 9 o 5
oPhz AlaRloE SRR Holeol 2w AHg 3
of ALGAEY] AHA AN EE SR, S Al
BolA] AHgAE L] A7) e 58 2 8]5to] AL %
9lo] Br=x) BhoIat 4 itk Tt wEAbaL Ay <
HAE Felslobet 79 2242 o] o m g 24 o]
uPsto] o) g Sefakal of et HEO R gHAE 1
5 71945 EEA ) R a7 33 2k

I
0
ot
P

Block (n)
Header
Prev_Hash | I Time
Vehicle Identification
Number
Output
Name I Accident
Day of history
purchase

Fig. 3 Blockchain structure of bicycle VIN blockchain

. miek 71

e Rol i AgSHE BEAS eelo] A ARgs)
£ LINK 2221018 AHg3to] Hauhs A 288 79
shaA} Ghek LINK 253191 Bajurs A AgS 749
skt glol, shxueisto] S o] §ate] Bajua gat
2 TS O] 2] LINK B2A]0] WS 75

shdet. Zh2pe) A9 BAL K1, 20 2k

Table. 1 Private server system environment

oS Raspbian

Database MySQL
Hardware Raspberry pi 3 B

Development Language Python 3

Table. 2 LINK blockchain system environment

(O Ubuntu 18.04
LevelDB 1.18-5
Libsecp256k
RabbitMQ 3.7.9
Python 3.0
tbears
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Fig. 4 The architecture of how to work

1020



19 S AL RS Ao s st 2
Ao}, 912 Apeho] Zut A E x| ol A Ak AFaL7}
Rz

O F|E=
= g5skar 4
5 O JESFFI~ O

Aot 598 A5 4 o

o R . shig

i a s

n_\_w?ﬂé")_l \ TR o s
a appi2ae|
HapiEye S

=) *éﬂ&ﬂ 445
]

; ;

-7 (EE s

@ I wusuudis
i Al

L]
Etuol2

ofgtE

ETES

g |
ar I 22|

& : He L)
gy /
3 3 2yua

Fig. 5 How to verify car accident
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# Trct
# 1lns

$ sudo apt-get install libleveldbl libleveldb-dev

# Install 1ibSecp256k

$ sudo apt-get install libsecp256kl-dev

install RabbitMQ and start service
$ sudo apt-get install rabbitmg-server

# Create a working directory
$ mkdir work
% work

# Setup the python virtualenv development environment
$ wvirtualenv -p python3 .
$ bin/activate

# Insta INK SDK
(work) $ pip install tbears

Fig. 6 Command line to download tbears
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Fig. 7 JSON structure of call-hello.json
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er(threading. Thread):

(self, addr, savePeriod) :

threading. Thread. __init__(self)
Lf.addr = addr

f.savePeriod= savePeriod

niself):

if first alse:
prefiledanes{ {lehName

['J) TileNasestime, STCTLime [ ™yyhebd_WH: W45, tine, Llocaltisme())
15 1eName=31256. enc rypt_string({5leNase]
casera,updater ileNose(str(fileNane] )
if first==T

first=False
time.sleeplself, savePeriod)

client, requestMessage(self.addr, striprefileName))#request fow
(2) {*1ile “localRepository ' spreFilehases . avi’, 'rb')}
client, requestUploadisel!. addr, 7 Jirequest foward T SErver

time. sleeplself . savePeriod)

Fig. 8 A private server send information code to LINK
Blockchain
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