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Analytical Study on Software Static/Dynamic Verification Methods for
Deriving Enhancement of the Software Reliability Test of Weapon System

Jihyun Park” - Byoungju Choi'

ABSTRACT

The reliability test performed when developing the weapon system software is classified into static test and dynamic test. In static test,
checking the coding rules, vulnerabilities and source code metric are performed without executing the software. In dynamic test, its
functions are verified by executing the actual software based on requirements and the code coverage is measured. The purpose of this
static/dynamic test is to find out defects that exist in the software. However, there still exist defects that can't be detected only by the
current reliability test on the weapon system software. In this paper, whether defects that may occur in the software can be detected by
static test and dynamic test of the current reliability test on the weapon system is analyzed through experiments. As a result, we provide

guidance on improving the reliability test of weapon system software, especially the dynamic test.
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typedef void* (xmallocFP)(size_t size):
typedef void (*freeFP)(void=*);

void __attribute__((constructor)) init(void) {

Fp_init(malloc_address, feee_address);
}
void fp_init(mallocFP allocFP, freeFP deallocFP) {

mallocFP = allocFP;
freeFP = deallocFP;

Fig. 1. Example of MISRA Rule Avoidance
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Table 1. Dynamic Software Defects
Category Defect D
Memory allocation failure MO1
Memory allocation Zero-size memory allocation MO02
Memory leak MO03
NULL pointer free M04
Memory deallocation Duplicated free MO05
Memory Unallocated pointer free MO06
NULL pointer access MO7
Released pointer access MO8
Memory access Unallocated pointer access M09
Out of range memory access M10
Conflict with other variables M1
Resource deadlock Synchronized object deadlock C01
Fail to receive synchronized message C02
Fail to process synchronized message C03
Deadlock Fail to send synchronized message C04
Message deadlock - —
Loss of synchronized message transmission C05
Fail to transmission asynchronous message C06
Fail to process asynchronous message Co7
Variable Variable use atomicity violation C08
Perform a write operation on other threads while performing a read 09
operation on shared memory
Perform write operation on other threads while performing read after write clo
Atomicity operation or? shared @emory : : :
. . Perform write operation on other threads while performing read after write .
Concurrency violation Memory read/write . Cl11
operation on shared memory
Perfor_m read operation on other threads while performing a write c12
operation on shared memory
Perfor_m write operation on other threads while performing a write c13
operation on shared memory
Uncreate resource Using uncreated objects Cl4
Using uncreated shared memory C15
. Using uninitialized objects Cl16
Uninitialized resource - —
Order Using uninitialized shared memory C17
violation Using released objects C18
Released resource -
Using released shared memory C19
Shared memory access Read and write operation on shared memory from different threads C20
write operations on shared memory from different threads C21
Device connection Device connection failure EO01
Device open failure E02
Device disconnection Device disconnection failure E03
Device close failure E04
Fail to read data from device E05
) . Fail to write data to device E06
Device dpver No Data Fail to seek data on the device E07
exception - -
Exceptlon handling Fail to transfer IOCTL data to/from device E08
handllng Reading illegal data from the device E09
Writing illegal data to the device E10
Illegal Data — - -
Seeking illegal data on the device Ell
Transferring illegal IOCTL data to/from device E12
Fail to power on device E13
Power - -
Fail to power down device El14
OS structured exception handling Interrupt handler exception handling failure El15
Application structured exception handling Try-catch exception handling failure El6

%
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Table 2. Static Analysis Target

Category Target
MISRA C/C++
Coding rule Defense Acquisition Program
Administration(DAPA) coding rules
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CWE check
CWE-659
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Fig. 2. Defect Detection Ratio of Coding Rule
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Fig. 3. Defect Detection Ratio of CWE Check
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Table 3. Target Applications

Application | LOC | Language Description

SQLite | 240,206 C Database management system

A program that waits for a
message to be sent from the
S client. When the message is
VL 112 | o/ oo &
_app received, displays the message
contents and sends the

message back to the client.

A program that sends a string
as a message when a

Client 81 C/C++ | connection is made to the
_app
server, and outputs a message
received from the server.
Devi Test application for accessing
cevice 168 C/C++ |and controlling
Control . .
'CharDeviceDriver’
Cha.rDeV 313 C/Ct+ Dev.ice dﬁver.s for char
Driver devices on Linux systems
A library that replaces the
IHChange 5 C/CH appl.ication’s interrupt hand.ler
Lib routines to test OS exception
handling
Table 4. Dynamic and Static Tools
Category Tool Defect to be detected
AMOS v1.0[10] Memory defects
Dynamic | AMOS v30[11] Exception handling defects
Defec} Valgrind Memory defects, Concurrency
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in= send{id, buf, stlen{buf), 0k
ifin < 03{

fprintfstdem, "Emorl¥n” X
while ( (ent= reclin, buf, 258,00 > 0) | | retum @
{ .
" fprintf stdout
fprintfstdout, et “ .
"Server: Received - %s", buf) Client: Send - Seswn”, bufl
sleep{TIMELIMITY

] ibuf, 0, 256%
send(in, buf, sienbuf), 0X memseRaut, 4
memsetbuf, 0, 256 In= rece(id, buf, 256, 0%
1 iflin < 0){ ; .
fprintfstdem, "Emorlisn”™)
retum O
I
fprintfstdout,
“Client: ACK -%s%n", buf)

(&) Server_app (b} Client_app

Fig. 5. Example of a Message Deadlock
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int total int total

/fptwead_mutex_Jock---x J/ptwead_ mulex Jock--x

total = get_total )k //read from server total = get_totel ) //reed from server
total +: total —

save_total(total): //write to server save_total{total): //write to server

//ptread muiex_unlock--X #/pthread_mulex_unlock-—

(a3 Thread 1 of Client_app {b) Thread 2 of Client_app

Fig. 6. Example of an Atomicity Violation due to using Variable
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