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A Study on Improvement of Cyber Security Framework for
Security Operations Center

Changseob Cho™, Yongtae Shin**

ABSTRACT

As cyber-attacks become more intelligent and sophisticated, the importance of Security Operations Center(SOC)
has increased and the number of SOC has been increasing. In order to cope with cyber threats, institutions and
organizations use a variety of cyber security standards to create business procedures. However, SOC often need to
be improved in accordance with the SOC environment because they collaborate with managed security service
specialists rather than their own personnel. The NIST cyber security framework, information security management
system, and managed security service companies were compared and analyzed. As a result, it was found that the
NIST CSF is a framework that is easy to apply to managed security service, The content was judged to be
insufficient. Therefore, in this study, NIST CSF was used as a reference model to derive the management items
required for SOC environment, and the necessity, importance and ease of each item were confirmed through an

Delphi technique and an improved cyber security framework was proposed.
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