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A Risk Assessment Scheme of Social Engineering Attacks for Enterprise
Organizations

kk

Younghoo, Park®, Dongcheon, Shin

ABSTRACT

Recently security related attacks occur in very diverse ways, aiming at people who operate the system rather than the
system itself by exploiting vulnerahilities of the system. However, to the our best knowledge, there has been very few
works to analyze and strategically to deal with the risks of social engineering attacks targeting people. In this paper, in
order to access risks of social engineering attacks we analyze those attacks in terms of attack routes, attack means,
attack steps, attack tools, attack goals. Then, with the purpose of accessing the organizational risks we consider the
characteristics and environments of the organizations because the impacts of attacks on the organizations obviously
depend on the characteristics and environments of the organizations. In addition, we analyze general attack risk
assessment methods such as CVSS, CWSS, and OWASP Risk Rating Methodolog. Finally, we propose the risk access
scheme of social engineering attacks for the organizations. The proposed scheme allows each organization to take its own

proper actions to address social engineering attacks according to the changes of its environments.

Key words : Social engineering attack, Attack risk assessment, Organization risk assessment,
Human-centric security, security strategy
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