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Blockchain-based Electronic Medical Record Sharing FrameworkUsing
Ciphertext Policy Attribute-Based Cryptography for patient’s anonymity

Baek Seungsoo™

ABSTRACT

Medical record is part of the personal information that values the dignity and value of an individual, and can lead to
serious social prejudice and disadvantage to an individual when it is breached illegally. In addition, the medical record has
been highly threatened because its value is relatively high, and external threats are continuing. In this paper, we propose a
medical record sharing framework that guarantees patient’s privacy based on blockchain using ciphertext policy-based
attribute based proxy re-encryption scheme. The proposed framework first uses the blockchain technology to ensure the
integrity and transparency of medical records, and uses the stealth address to build the unlinkability between physician
and patient. Besides, the ciphertext policy attribute-based proxy re-encryption scheme is used to enable fine-grained

access control, and it is possible to share information in emergency situations without patient’s agreement.

Key words : Electric Medical Record, Blockchain, Ciphertext-policy Attribute based Proxy Re-encryption
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Retrieving and Recovering the EMR

Input : a private key k,, encrypted key

K ), encrypted record CThp)p
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Sk,
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(B, C'),D')

8. Choose random 6 = Z;
9. Set vk, = K0 g rky =g
H;(9) —
?"k3 =7 y Tk4 - C(M“A,p')v

R, = K"
10. Output
sk, " = (S,rky,rky,rks, 7k, R,)
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EMR Key Re-encrypting

Input : Re-key skg “, Encrypted Key (/)

Output : Re-encrypted Key CK’ ( A}L o)

1. Verify if skg “ includes S :
e(A'y, Hy(A' |, A", (B, C),...,
(B, C),8,(M,p")" ) =7e(g, D)

2. Compute
e(Az,’I“k‘l) e(AgkaZ)
A4 == w
(e(Bi:Tka) e(q’Rp(i)))
e7
3. Output

CK’(]L;’I:/;’) = (Sa(Mvp)7A17A37(B1701)7
(B, C), D, Ayrky)
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Recovering the EMR with Re-key

Input : Emergency agent’s private key sk’g,
Re-Encrypted Key CK’ (AFp')s
Encrypted Medical Record CTrp

Output : Patient A’'s EMR EMR,

1. Compute
. e(A,zaK)
e, ') e(C.K(piE)))"
ier
2. Compute
1

Hy(4,") 4,
1
a s  H(0)\ H (5
= H, (e (g,g) 5( )) 5(0)
Keypyr B

3. Extract KeyEMR

H,(e (g,

4. Decrypt

EMR, = Sy ( CTpvps KeyEMR)
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<Medical DB> <Emergency Center> Decryptor

[Encrypted [Encrypted 1
EMR] J ‘ EMR] j
‘ EMR Getter ‘ —‘ EMR Getter
Access Token L T

[ EMRKey
Private Key :‘kﬂi\
0 ReKeyer | Tuan

Decryptor

[Re Encrypted

EMR Key EMRKey]
Re-Encryptor

Transaction
Parser
T

<Doctor>

Dekegation

Energency

Transaction
<MediLl Record Blockchain> Transacton
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