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Semantic Analysis of Information Assurance Concept : A Literature Review

Ji-Won Kang®, Heon—jun Choi", Hanhee Lee™

ABSTRACT

Today, information security (INFOSEC) as a discipline is gaining more and more importance according to the emergenc
e and extension of the cyberspace. Originated from Joint Doctrine for Information Operation (Joint Pub 3-13) by the U.S.
Department of Defense, ‘information assurance (IA) is the concept widely used in the relevant field. Grown from the pract
ice of information security, it encompasses broader and more proactive protection that includes countermeasures and repair,
security management throughout an information system (IS)’s life-cycle, and trustworthiness of an IS in the process of tis
k analysis. In Korea, many industry professionals tend to misunderstand A, remaining unaware of the conceptual differenc
es between IA and INFOSEC. On this account, the current study attempted to provide a combined definition of IA by revi
ewing relevant literature. This study showed the validity of the wordings used in the proposed definition phrase by phras
e
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“Information assurance” is defined as IO
that protect and defend information systems
by ensuring their availability, integrity, au-
thentication, confidentiality, and non-
repudiation. This includes providing for re-
storation of information systems by in-

corporating protection,detection, and reaction

capabilities.
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“Information Assurance” measures that pro
tect and defend information and information s
ystems by ensuring their availability, integrit
y, authentication, confidentiality, and non-rep
udiation. These measures include providing f
or restoration of information systems by inco

rporating protection, detection, and reaction c

apabilities.
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Risk analysis - TA does not attempt to
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Cost-effectiveness - IA does not attempt
to achieve security at any price, but in the

most efficient and cost-effective way.
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