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A Study on Detection of Small Size Malicious Code
using Data Mining Method

Taek-Hyun Lee*, Kwang-Ho Kook™*

ABSTRACT

Recently, the abuse of Internet technology has caused economic and mental harm to society as a whole. Especially,
malicious code that is newly created or modified is used as a basic means of various application hacking and cyber
security threats by bypassing the existing information protection system. However, research on small-capacity executable
files that occupy a large portion of actual malicious code is rather limited. In this paper, we propose a model that can
analyze the characteristics of known small capacity executable files by using data mining techniques and to use them for
detecting unknown malicious codes. Data mining analysis techniques were performed in various ways such as Naive
Bayesian, SVM, decision tree, random forest, artificial neural network, and the accuracy was compared according to the

detection level of virustotal. As a result, more than 80% classification accuracy was verified for 34,646 analysis files.

Keywords : Data Mining, Malware, Dynamic Analysis, Static Analysis, Anti-Virus
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