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The Security Vulnerabilities of 5G-AKA and
PUF-based Security Improvement

Jung Jin Woo*, Lee Soo Jin**

ABSTRACT

The 5G network is a next-generation converged network that combines various ICT technologies to realize the need
for high speed, hyper connection and ultra low delay, and various efforts have been made to address the security
vulnerabilities of the previous generation mobile networks. However, the standards released so far still have potential
security vulnerabilities, such as USIM deception and replication attack, message re-transmission attack, and race-condition
attack. In order to solve these security problems, this paper proposes a new 5G-AKA protocol with PUF technology,
which is a physical unclonable function. The proposed PUF-based 5G-AKA improves the security vulnerabilities identified
so far using the device-specific response for a specific challenge and hash function. This approach enables a strong
white-list policy through the addition of inexpensive PUF circuits when utilizing 5G networks in areas where security is
critical. In addition, since additional cryptographic algorithms are not applied to existing protocols, there is relatively little
burden on increasing computational costs or increasing authentication parameter storage.
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