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An Exploratory Study for Clustering of Technology Leakage
Activities

Jaesoo Kim*, Jawon Kim®*, Jeongwook Kim®*, Yurim Choi*, Hangbae Chang™**

ABSTRACT

Most of security countermeasures have been implemented to cope with continuous increase leakage of technology, but
almost security countermeasures are focused on securing the boundary between inside and outside. This is effective for
detecting and responding to attacks from the outside, but it is vulnerable to internal security incidents. In order to prevent
internal leakage effectively, this study identifies activities corresponding to technology leakage activities and designes
technology leakage activity detection items. As a design method, we analyzed the existing technology leakage detection
methods based on the previous research and analyzed the technology leakage cases from the viewpoint of technology
leakage activities. Through the statistical analysis, the items of detection of the technology leakage outcomes were verified
to be appropriate, valid and reliable. Based on the results of this study, it is expected that it will be a basis for designing
the technology leaking scenarios based on future research and leaking experiences.
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