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H Abstract =

The importance of the personal information has been increased, there have been a lot of efforts to establish a
new policy, certification or law for administrating personal information more effectively and safely. Korean government
has operated ISMS and PIMS certification system to assess whether an organization has established and managed
appropriate information security system or not. However, it has been addressed the needs for revising and modifying
of PIMS and ISMS. It is evaluated there are a few overlapped criteria to assess information management system
in both ISMS and PIMS. ISMS-P certification, combining with ISMS and PIMS, is, finally, suggested, in the recent.
GDPR is established having an aim of primarily to give control to individuals over their personal data and to simplify
the regulatory environment for international business by unifying the regulation within the EU. This study compares
GDPR and ISMS-P, focusing on “personal information”. It can be expected to contribute as followings. This study can
be a criterion for self-evaluation of possibility to violate of GDPR of a firm in preparation for ISMS-P. Second, this
study also aims to increase the understanding of the role of ISMS-P and GDPR, among various certifications with
the purpose of assessment of the information security management system, by reducing the costs required to obtain
the unnecessary certification and alleviating the burden. Third, it contributes to diffusion of ISMS-P newly implemented
in Korea.
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3. ISMS-P 91 8l GDPR ), PIMSS 4977] 998 227} 157159 &
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of Ao Uesly] $)5te] Aru sl /A 5o Zate] AAEHT}
nuzel 97 Bayge wgow Fyn © »}om ISMS-PE A7, A571%, A% -
3l ISMS9} PIMS 21 uUjgo] 9 BB &x}sh AN S olZAE Auke] AAA EFS o]
A EATANE 22 A5 Woloh = J1ASl o] 71 Ee] ISMSSE PIMSS] Al pel i
FE FEE gslstr] fste] ISMS-P2 =] o] Aotd eTe] 584 2 AANS A A7
530 71&54 SMS 1047 912712 2 82 wA 9o delAl, [SMS_Pe ebo]sdn g
7l 80| PIMS ¢1%=7|F1 HdsAL 41819 Bl sAelAR WAEN A 3 BAm
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= ISMSS PIMSe] #el3hg 9 % wEdd  pelE $EoR AP ogolth ISMS-Pe A
FAE 8070 QISTIE LR SHetA o (ISMS-P PO HAREAY o]g A W AUHETZ
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(Table 1> Certification Criteria of ISMS-P

Certification Criteria
1.1 Establishment of Management System (6)
1.2 Risk Management (4)
1.3 Management System Operation (3)
1.4 Inspecting and Improving Management System (3)

2.1 Policies, Organizations, Asset Control (3)
2.2 Personnel Security (6)
2.3 Security of External Parties (4)
2.4 Physical Security (7)
2.5 Authentication and Authorization Management (6)
2. Requirements of Protection 2.6 Access Control (7)
Measurements (64) 2.7 Cryptography Control (2)
2.8 System Development Security (6)
2.9 System Operation Security (7)
2.10 System and Service Security Management (9)
2.11 Accident Prevention and Response (5)
2.12 IT Disaster Recovery Planning (2)

3.1 Protection Measures in Collecting Personal Information (7)
3.2 Protection of Personal Information and Use (5)

3.3 Protection Measures in Provision of Personal Information (3)
3.4 Protection Measures in Deletion of Personal Information (4)
3.5 Protection of Personal Information Subject Rights (3)

1. Establishment of Information Security
Management System Policies and
Implementation (16)

3. Requirements of Personal
Information Processing (22)
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of Conduct) % <¢1%(Certification) 5 ¥33t wol A #gs BF Egsidvkes el 9l
A5 Al Ak 9] o]dolt}. o]e]e] 5 A48 (Jang et al, 2012). AH3t Ao A5 7|
o] gt o)9](Derogations for specific situations) 2] ARE EY4, 714 AYdA BeEsie A=
el tisiA= BAIA 5 (explicit consent) 7} S, AR ARJIAR B Aol whet, A<
DA, Ak o]dq HE HEFA 9o AR A 7oA aE = oF Akge] F7tst
4939 A4 3% g Fag olf T 2 5 = FAoIth dE o, MAFR FA 277}
g g8 Fdse Aol 99 ojxe] rhed As Ae, MR ﬂ‘ﬂ At AlEsHAl A
Aoz ZHF FCHGDPR, A49%, 99] o)A A gata JE AR A3 2 AEHE FA A
54 A3 dist o9 x=3). o]e]d = GDPR SAsto of ah= o Fo] AT ofo] & 4
MAAREEHI e AR g dT4 =2 7 AAE B4 ZEQllas TIRIAR #e)
7} A% 3 88 Bie dE/HE DPOUIY AAE ol TNAAE Hf B o] 879 VE g5
ARRTAINZ AQGEF sl 7149 il S ¥t ol9ol ISMS-P9 GDPRL 719!
AR A &5 715, MAAR FFE7t 5 7 drel AAE g MAARFA ] HAg B
de] HAAd AstE Hste] =89 AS AAsk 2 Asts 38R P AT RS BAE
ATHGDPR Al 37%, DPO<] A4) ol %

upel, AR FA o de BT FES 7l
ATe] A ZH Y aE AT o2

4. ISMS-P ¢1=#} GDPR 7HelAR 754
H3 olA] B4 GDPR¥} ISMS-P%& ] m i},
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{Table 3> ISMS-P and GDPR

ISMS-P |

GDPR

Collection of Personal Information

3.1.1 Restrictions on Collection of Personal
Information

« Article 5 Principles relating to processing of personal data

« Article 8 Conditions applicable to child’s consent in relation to information
society services

« Article 22 Automated individual decision-making, including profiling

« Article 5 Principles relating to processing of personal data
* Article 7 Conditions for consent

3.1.2 Personal Information Collection Agreement | ¢ Article 8 Conditions applicable to child’s consent in relation to information

society services

* Article 22 Automated individual decision-making, including profiling

3.1.3 Restrictions on Resident Registration
Number Processing

* No similar provisions

3.1.4 Restrictions on Processing of Sensitive
Information and Personally Identifiable
Information

« Article 5 Principles relating to processing of personal data
« Article 9 Processing of special categories of personal data
« Article 18 Right to restriction of processing

3.1.5 Indirect Collection Protection Measures

« Article 5 Principles relating to processing of personal data
« Article 7 Conditions for consent

« Article 22 Automated individual decision-making, including profiling

3.1.6 Installation of Video Information Processing
Equipment - Operation

* No similar provisions

3.1.7 Measures to Take Advantage of PR and
Marketing Purposes

« Article 5 Principles relating to processing of personal data
« Article 7 Conditions for consent
« Article 21 Right to object
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(Table 3) ISMS-P and GDPR(Continued)

ISMS-P

GDPR

Usage & Management of Personal Information

3.2.1 Managing the Status of Personal Information

« Article 5 Principles relating to processing of personal data

* Article 24 Responsibility of the controller

* Article 28 Processor

« Article 29 Processing under the authority of the controller or processor

3.2.2 Guarantee of Personal Information Quality

« Article 5 Principles relating to processing of personal data

3.2.3 Restrictions on Personal Information Display
and Protection Measures

« Article 5 Principles relating to processing of personal data
* Article 22 Automated individual decision-making, including profiling

3.24 User Terminal Access Protection

* No similar provisions

3.25 Use and Provision of Non-personal
Information

« Article 5 Principles relating to processing of personal data
« Article 7 Conditions for consent

Provision of Personal Information

3.3.1 Provided Personal Information to Third
Parties

« Article 5 Principles relating to processing of personal data
* Article 7 Conditions for consent

3.3.2 Information Subject to Business
Consignment Notice

« Article 5 Principles relating to processing of personal data

* Article 7 Conditions for consent

« Article 33 Notification of a personal data breach to the supervisory authority
« Article 34 Communication of a personal data breach to the data subject

3.3.3 Transfer of Personal Information according
to the Transfer of Business

« Article 5 Principles relating to processing of personal data
« Article 7 Conditions for consent

3.34 Transfer of Personal Information

« Article 5 Principles relating to processing of personal data

* Article 7 Conditions for consent

« Article 40 Codes of conduct

« Article 42 Certification

« Article 44 General principle for transfers

« Article 45 Transfers on the basis of an adequacy decision

* Article 46 Transfers subject to appropriate safeguards

« Article 47 Binding corporate rules

« Article 48 Transfers or disclosures not authorized by Union law
« Article 49 Derogations for specific situations

Dele

tion of Personal Information

3.4.1 Destruction of Personal Information

« Article 5 Principles relating to processing of personal data
« Article 28 Processor

3.4.2 Maintenance of Treatment Objectives

« Article 5 Principles relating to processing of personal data

3.4.3 Inactive User Management

* No similar provisions

Protection of

Personal Information Subject Rights

3.5.1 Disclosuzre of Privacy Policy

« Article 5 Principles relating to processing of personal data

* Article 7 Conditions for consent

* Article 13 Information to be provided where personal data are collected from
the data subject

« Article 14 Information to be provided where personal data have not been
obtained from the data subject

3.5.2 Rights of Personal Information Subject

« Article 5 Principles relating to processing of personal data

« Article 13 Information to be provided where personal data are collected
from the data subject

« Article 14 Information to be provided where personal data have not been
obtained from the data subject

« Article 15 Right of access by the data subject

« Article 16 Right to rectification

* Article 17 Right to erasure ('right to be forgotten’)

« Article 18 Right to restriction of processing

« Article 21 Right to object

* Article 22 Automated individual decision-making, including profiling

3.5.3 Usage Notification

« Article 5 Principles relating to processing of personal data

« Article 13 Information to be provided where personal data are collected
from the data subject

« Article 14 Information to be provided where personal data have not been
obtained from the data subject
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