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ABSTRACT

Various server-based services such as big data, IoT and artificial intelligence have been made online. As a result, the
demand for IDC to support stable server operation is increasing. IDC is a server-based facility with a stable line and
power supply facility that manages 20 to 30 servers in an efficiently separated rack-level subnetwork. Here, we need a
way to efficiently manage servers security, firewall, and traffic on a rack-by-rack basis. Including traffic shaping
capabilities that control routers, firewalls, IPS, and line speeds, as well as VPN technology, a recent interest. If three or
five kinds of commercial equipment are adopted to support this, it may be a great burden to the management cost as well
as the introduction cost. Therefore, in this paper, we propose a method to implement the five functions in one rack-unit
small integrated security router. In particular, IDC intends to integrate traffic shaping and IPS, which are essential
technologies, and to propose the utility accordingly.
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Fig. 2 Multiple-Queuing Traffic Shaping
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Table. 2 Invasion technique

Name Attack Rule

Social Engineering | Deceptive administrators or users

Impersonation Retrieving the privilege of users

Exploits Using System Security Vulnerability

Transitive Trust Trusted host or network disguise

Data Driven attack program, trojan, backdoor, virus
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main() {
while(1) {
if (alert message? == yes) {
callback (do ManageSuspectPacket(&Packet); ) }
iy
ManageSuspectPacket( *Packet ) {
n = SendPacketToQueing(Q1, Packet);
while(1){
if (CheckHack(n) == NO)
DEQUE PACKET; EXIT;
else if (CheckHack(n) == YES)
DROP/REJECT PACKET SOURCE A WHILE; EXIT;
else if (CheckHack(n) == NOT DETERMINED)
STAYQUE PACKET;

}
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Table. 3 False rate Performance analysis
Item Result
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