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Abstract Users who use smartphone can using knowledge—based authentication, possession—based
authentication, biometric—based authentication, and token—based authentication in order to access
rights to systems requiring authentication. However, desktop computer users use method only ID and
password, which are knowledge—based authentication factors, due to limitations of authentication
devices, despite various authentication methods. In this paper, we designed and implemented a
raspberry pi based authentication system that provides multiple authentication method of a user's
desired type. The implementation system uses knowledge—based authentication, possessive—based
authentication, biometric—based authentication, and token—based authentication. The proposed system
can provide a security function that can be used by SMEs, which is difficult to hire a security officer
due to the economic burden. The implemented system can be used not only for personal use but also

for enterprise, and it can be applied to various fields such as finance and game.
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Table 1. Raspberry Pi 3 B+ specifications

Items Specifications
SoC Broadcom BCM2837B0 SoC
CPU 1.4GHz ARM Cortex—A53 MP4
GPU Broadcom VideoCore IV MP2 400 MHz
RAM 1 GB LPDDR2

Wired LAN 10/100/1000 Mbps Gigabit Ethernet

Wireless LAN 802.11b/g/n/ac Dual—Band

Bluetooth Bluetooth 4.2
Video HDMI(rev 1.3 & 1.4) DSI
GPIO 40pins

Etc UART, I*C Bus, CSI, PoE
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Fig. 1. Proposed system model
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Table 2. Proposed system specifications

Embedded System Raspberry Pi 3 B+

Touch Screen 7 inch Official Touch Screen

RFID Module RC522 Chip, 13.56MHz
RFID Tag 1S014443A 13.56MHz
Camera PiCamera v2.1

Authentication System

Fig. 9. User authentication using Identification, password
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Table 3. Authentication System Comparison

PC Proposed

ID, Password Applicable Applicable
RFID Partial applicable Applicable
Camera Applicable Applicable
OTP Partial applicable Applicable
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Table 4. Authentication System Comparison

PC Proposed
Usability Low High
Attack Low High
Portable Low High
Security Dynamic High
Cost Low High
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