CEREE]

SZEYO Heb Ay Ad71ER Java 4 A AIA

LEL

>~

L]

o FAF A AU FAA A
7] K

SIAJOLAlH. A1 EQo] WOl X|okd Xty |Zu}
01%31711014‘1_ O/ @EAA HOF Agh

A&7] 2239 SAA "]

(Systematic and Comprehensive Comparisons of the MOIS Security
Vulnerability Inspection Criteria and Open-Source Security Bug

Java

Detectors for Java Web Applications)

of M = ° z s &8 E A
(Jaehun Lee) (Hansol Choe) (Shin Hong)

2 % At FMMor osd Amegol AL AY @A Afol =Y wHee mxoz
AEspP] YollAe B FHIA A AFsoR HdEcke 2T AE7I9 3ol g84Q0 Hgo] Wi
Holch £ =82 Java U ofZelAlolde Cpoz stol el WYL Mol 42700 wet Fot
AG sz 5 323 eEAA wet Fobd A% A1) AE O 2% UL umstel, SU 2
g eSS ez sk Zo] AR YAESE Auts gt RAF ZIE BiECR, 2 =7olANe
WA WPRY Wt FoPy AT J1F WHES AN, 0EAA Hot AY #E mAYRa ol AY
A% W99} vlm, 222 A7) 29 slolselo] S @ Y el wHEe] WA WA wojsict

FIYE : OO, AlFo] Y, FH BM, QEAA AmEo]

Abstract To enhance effective and efficient applications of automated security vulnerability checkers
in highly competitive and fast-evolving IT industry, this paper studies a comprehensive set of security
bug checkers in open-source static analysis frameworks and how they can be utilized for source code
inspections according to the security vulnerability inspection guidelines by MOIS. This paper clarifies the
relationship between all 42 inspection criteria in the MOIS guideline and total 323 security bug checkers
in 4 popular open-source static analysis frameworks for Java web applications. Based on the result, this
paper also discuss the current chalenges and issues in the MOIS guideline, the comparison among the
four securily bug checker frameworks, and also the ideas to improve the security inspection methodologies
using the MOIS guideline and open-source static security bug checkers.
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H2(Table 11). Mapping from MOIS Inspection Criteria to Corresponding Security Bug Checkers
(F: FindBugs+FindSecurityBugs, P: PMD, L: LARSE+,S: SonarQube)
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