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Abstract : Reverse engineering involves examining a system or component so as to comprehend its structure,
functionality, and operation. Creation of a system model in reverse engineering can serve several purposes:
test generation, change impact analysis, and the creation of a new or modified system. When attempting to
reverse engineering a system, often the most readily accessible information is the system description, which
does not readily lend itself to use in Model Based System Engineering (MBSE). Therefore, it is necessary to
be able to transform this description into a diagram, which clearly depicts the behavior of the system as well
as the interaction between components. This study demonstrates how sequence diagrams can be extracted
from the systems description. Using MBSE software, the sequence diagrams for the Engineered Safety
Features Component Control System (ESF—CCS) of the Nuclear Power Plant are created. Sequence diagrams
are chosen because they are a means of representing the systems behavior and the interaction between
components. In addition, from these diagrams, the system’s functional requirements can be elicited. These
diagrams then serve as the baseline of the reverse engineering process and multiple system views are
subsequently be created from them, thus speeding up the development process. In addition, the use of MBSE
ensures that any additional information obtained from auxiliary sources can then be input into the system

model, ensuring data consistency.
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1. Introduction

Nuclear power plant (NPP) operators today
are not only faced with the problem of replacing
legacy instrumentation and control (I&C) systems
with new ones, but they must be able to
adequately maintain current systems, which
are suffering from increased obsolescence. In
order to achieve replacement and maintenance,
the NPP operator must have a complete under—
standing of the current system structure and
operation. While in most cases, a well—defined
configuration management plan ensures that
system documentation is kept up to date,
occasionally there is a discrepancy between
the documentation and the physical implementation
of the system. In addition, the system docu—
mentation may not be in a form that readily
lends itself to the use of modern tools such as
MBSE. Reverse engineering of legacy systems
is one way of bridging this information gap.

The aim of reverse engineering is to under—
stand a system in detail. Therefore, it is
important to have a means of representing the
system that eases understanding. To this end,
system representations such as UML Sequence
Diagrams play an important role [1]. They help
users to understand system operation and to
visualize the interactions between its objects.
When sequence diagrams are either absent or
inconsistent, as it is the case for many legacy
systems, reverse engineering can be used to
extract more accurate models.

There are two main ways of generating
sequence diagrams from an operational system:
static analysis and dynamic analysis [2]. Static
analysis involved analyzing the source code of

the system. On the other hand, dynamic analysis
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involves analyzing the actual running system.
These two methods have been researched in
numerous studies concerned with the development
of sequence diagrams [1][2][3] [4]. However,
these methods lend themselves to situations in
which there is access to the source code or
the ability to analyze the system as it runs.
This study, however, is concerned with the
case where there is no access to the source
code and the primary source of system
information is the system description.

This paper is structured as follows. First,
the main reasons for reverse engineering of
NPP I&C systems are discussed. Following
this, a brief description of the use of MBSE in
the reverse engineering is presented. Lastly,
the use of Sequence Diagrams as an entry
point to the model based reverse engineering
of the Engineered Safety Features Component

Control System is explored.

2. Reverse Engineering and Model

Based Systems Engineering

2.1 Review of Reverse Engineering

Reverse Engineering is “‘the process of
analyzing a system in order to identify the
components of the system as well as to create
representations of the system at a higher level
of abstraction [5]. Reverse engineering is also
called back engineering. It reveals system
design and architecture from the object;
similar to scientific research, the only dif—
ference being that scientific research is about
a natural phenomenon. This process has three
primary purposes: design recovery, supporting

maintenance activities, and system re—engineering.
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Design recovery involves analyzing the system
in order to create up to date documentation.
This process can be used in a situation where
system documentation is lacking or inconsistent.
While this is challenging, re—documentation
gives the system owner an opportunity to
make use of modern tools such as MBSE.

One of the prerequisites for the maintenance
or modification of an existing system is an
understanding the system structure and operation.
Studies [3] have shown that a significant amount
of time during the maintenance process is
spent in an attempt to understand the system.
Reverse engineering can, therefore, support
reduce this by extracting information that
facilitates easy understanding of the system
operation.

Re—engineering is the examination and al—
teration of a subject system to reconstitute it
in a new form and the subsequent implementation
of the new form. Typically it includes some
degree of reverse engineering followed by
forward engineering or restructuring [5]. This
process is conducted when migrating a system
onto a new software or hardware. Re—engineering
1s also performed when carrying out system
modification with the aim of incorporating new

requirements. In this research, the purpose of
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the system re—engineering is to create a
system prototype on a different hardware
platform.

The current ESF—CCS system is based on
the PLC platform. However this platform has
several disadvantages, such as rapid obsolescence
and difficult verification and validation (V&V),
as well as regulatory approval. In contrast
FPGAs exhibit greater portability, and due to
their hardware structure, easier V&V. Therefore,
the change in hardware is the driving force

behind this re—engineering process.

2.2 MBSE for Reverse Engineering

INCOSE defines MBSE as ‘the formalized
application of modeling to support system
requirements, design, analysis, verification and
validation activities beginning in the conceptual
design phase and continuing throughout devel—
opment and later life cycle phases [6]. Most
MBSE tools offer support for the reverse
engineering process. The lifecycle model shown
in Figure 1 depicts the principle steps in the
reverse engineering process.

Reference [7] defines three models which
are necessary and sufficient for the complete
specification of a system: behavioral/functional

model, interface model, and physical architecture

8. Update

System Boundary

7. Derive As-Built

System Regqts.

7a. Modify Reqts &
Arch. Constraints

6. Derive As-Built
System Threads
5. Aggregate to As-Built
Systerm Behavior
4. Derive As-Built Behavior
of Components

3. Capture Component
Hierarchy

2. Capture Interfaces

1.Define System Boundary

Threads

5a. Modify & Decompose
System Behavior
4a. Allocate Behavior
to Components
3a. Refine Component
Hierarchy

2a. Define
Interfaces

‘ 6a. Modify System

9. Select Design l

[Figure 1] Reverse Engineering Life Cycle [1]
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(component) model. As can be seen from
Figure 1, once the system boundary has been
defined, the next step is a derivation of the
behavior of the system components. System
behavior can be modeled using sequence dia—
grams, state machine diagrams or activity
diagrams. In this study sequence diagrams
were chosen as the means of behavioral

representation.

3. Methodology

3.1 Description of the ESF—CCS

The ESF—CCS is responsible for the actuating
safety related equipment with the aim of safely
shutting down an NPP and preventing the
release of radioactive materials. It is composed
of the electrical and mechanical devices and
circuitry, from sensors to actuation device
input terminals that are involved in generating
those signals, which actuate the required ESF
system components. This system consists of
four independent channels (Channels A, B, C,
and D) which are electrically and physically
independent [8].

This system can be used to actuate either a
whole ESF system (system level actuation), or
a single component within a given ESF—System
(component level actuation). The ESF—CCS
receives actuation signals from the sources
listed in Table 1.

On receiving an actuation signal, the ESF—
CCS validates the signal, and then transmits a
command to actuate the system or component.
Once the component is actuated, the ESF—CCS
transmits feedback to the operator as well as
alarms, 1if present. In addition, the ESF—CCS

facilitates system and component testing.
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(Table 1> ESF—CCS Actuation Signal Sources

Source Description
PPS Automatic system level actuation
ESCM and .
. Manual individual component
Manual Confirm
- control
Switches

Manual System

Actuation Manual system level actuation
Switches
Manual T
Manual individual component
Component

Control Switches control for the ESF components

Diverse Manual
Actuation
Switches

Manual system level actuation
that is not dependent upon
software

Local Manual
Actuation
Switches

Local manual switches for
channelized ESF actuation.

3.1 Development of Sequence Diagrams

The aim of this study was to use MBSE in
the reverse engineering of the ESF-CCS,
specifically using sequence diagrams as the
initial behavioral model. In order to achieve
this the activities were guided by the life—
cycle model in Figure 1. The primary source
of information of this activity was the system
description [8] [9].

First, to define the system boundary, ESF—
CCS Interface Diagram was created as illustrated
in Figure 2. This diagram was carried out to
enable a clear definition of the inputs, outputs
and interfaces of the system. This activity was
carried out in MBSE software.

Following this, sequence diagrams were
generated. In order to generate this behavioral
model, the process outlined in Figure 3 was
followed. As mentioned previously, the primary
source of information was the system description
in natural language. This description was
complemented by the expert knowledge of

system operators. The knowledge from system
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[Figure 2] ESF—CCS Interface Diagram
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[Figure 3] Sequence Diagram Generation

experts was of particular importance when
defining the different operational scenarios and
the associated behavior.

Following the illustrated process, the sequence

models were derived, providing a clear under—
standing of the system. One of the diagrams
created 1s shown in Figure 4. This diagram

depicts the scenario in which the NPP operator
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[Figure 4] ESCM Initiation Sequence Diagram
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actuates a system component (Safety Injection
Pump), using the Engineered Safety Features
Component Control System Soft Control Module
(ESCM). Similar diagrams were created for
different operational scenarios.

Due to the fact that these diagrams were
created in the MBSE environment, subsequent
creation of different system models was greatly
facilitated. Furthermore, it ensured consistency
in the system models when new information

was received and the model was updated.

4. Conclusion

In this study, sequence diagrams were gen—
erated from the systems description. Using
MBSE software, the sequence diagrams for the
ESF—-CCS of the Nuclear Power Plant were
created. Sequence diagrams were chosen because
they are a means of representing the systems
behavior and the interaction between components.
Baseline of the reverse engineering process
and multiple system views were subsequently
be created from them, thus speeding up the

reverse engineering process.
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