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Shuffling of Elliptic Curve Cryptography
Key on Device Payment

Chinyere Grace Kennedy*, Dongsub Cho'"

ABSTRACT

The growth of mobile technology particularly smartphone applications such as ticketing, access control,
and making payments are on the increase. Elliptic Curve Cryptography (ECC)-based systems have also
become widely available in the market offering various convenient services by bringing smartphones
in proximity to ECC-enabled objects. When a system user attempts to establish a connection, the AIK
sends hashes to a server that then verifies the values. ECC can be used with various operating systems
in conjunction with other technologies such as biometric verification systems, smart cards, anti-virus
programs, and firewalls. The use of Elliptic—curve cryptography ensures efficient verification and signing
of security status verification reports which allows the system to take advantage of Trusted Computing
Technologies. This paper proposes a device payment method based on ECC and Shuffling based on
distributed key exchange. Our study focuses on the secure and efficient implementation of ECC in payment
device. This novel approach is well secure against intruders and will prevent the unauthorized extraction
of information from communication. It converts plaintext into ASCII value that leads to the point of curve,
then after, it performs shuffling to encrypt and decrypt the data to generate secret shared key used by

both sender and receiver.
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1. INTRODUCTION

Ubiquitous usage of mobile phones devices has
triggered the development of applications targeted
at mobile platforms. Consequently, the mobile de-
vices have been established as the major platforms
for users to transfer and exchange diverse data
over the wireless networks [1]. This strong de-
mand for mobile applications and services raise in-
creasing concerns about the security for their ac—
cess, user privacy, and the applications. As such,
security for mobile accesses turns out to be very
significant and critical to guarantee secure mobile

transactions, data integrity, and confidentiality [2].

Additionally, this security is critical in protecting
mobile users and mobile-based application sys-—
tems from unauthorized accesses and various at—
tacks [3]. One such application that utilizes the mo—
bile platform is the device payment also known as
mobile money or m-commerce. M-commerce en-
tails the use of mobile phones for various online
transactions through high-speed internet [1, 4].
The platform is viewed as an attractive substitute
for cash, cheque, or credit modes of payment. With
such high—-end business transactions, provision of
security is paramount [5]. Subsequently, financial
payment through mobile phones being one of the

latest technologies has come across numerous
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challenges concerning security because of the pub-
lic dispersion of mobile phone and devices [5, 14].
Consequently, m-commerce poses a potential
risk because it is extremely tedious to provide se-
curity to the tasks and transactions done through
mobile devices [4]. Device payment was defined [5]
as a way of payment where payment transaction
is delivered by a wireless network to the mobile
device. M-payment transaction is done over varied
radio communication protocols (SMS and NFC)
with encrypted level of security. A secure device
payment system must be attributed to user au-
thentication, data integrity, confidentiality, service
availability, mobile service authorization, and non-
repudiation [5]. Achieving such security require-
ments on the system involve the use of a cryptog—
raphy technique to protect data from hackers while
providing for the privacy of encrypted data.
Cryptography is science of securing an in-—
formation or message mathematically. The cryp-
tography technique is classified under three cate—
gories including [4] [13]: Symmetric Key Cryptog—
raphy (SKC), Asymmetric Key Cryptography (AKC),
and Hash Function (HF). To deliver the character—
istics of such systems, public key infrastructure
(PKI), where reliable certificate establishments en-
dorse ownership of key pairs and certificate is
implemented. One such system is ECC crypto—
system, an AKC, which is divided into key gen-—
eration, encryption, and decryption providing for
two separate keys; secret and public keys [6].
Distributed ECC provides for spreading of the
crypto-system among the service providers and
the clients that is the users of device payment sys-
tems based on secret sharing. The ECC crypto-
system is founded upon the hypothesis that factor—
ing big numbers is computationally hard. ECC keys
are characteristically 160 or 224-bits long [7]. ECC
provides the same level of security as RSA but
with smaller key size which create less heat gen-
eration and less power consumption [7]. Distribut-
ed ECC generates digital signatures that offer a

guarantee of indication to origin, identity and sta-
tus of an electronic transaction, as well as ac—
knowledging informed agreement by the signer. To
create a digital signature, the signing software
generates a one-way hash of the electronic data
[6].

The user’s private key is then used to encrypt
the hash, resulting in a unique value to the hashed
data. The encrypted hash together with hashing
algorithm and other information, form the digital
signature. Any modification to the data, results in
a different hash value [7]. This characteristic en-
ables others to authenticate the integrity of the da-
ta by using the signer’s public key to decrypt the
hash. In addition, a digital signature makes it hard
for the signing party to deny having participated
in any validation. This is the non-repudiation at-
tribute [6]. This is the non-repudiation attribute
[6]. If a signing party repudiates a valid digital sig—
nature, then their private key either stands com-—
promised, or they are being dishonest. ECC’s key
size provides a greater security as demonstrated
in this paper. It is suitable for machine with low
bandwidth, less memory and low computing power.
Elliptic curve cryptography public key is used in
the encryption and verification of messages while
secret shared key is used in the decryption and
generation of messages [7]. ECC defines the au-
thority level and parameter for both sender and re—
ceiver respectively. The system will respond with
dual authorized shared key where necessary. The
main advantages of ECC over others in cryptosys—
tems are encryption, decryption and signature ver-
ification speed up.

Table 1 above shows the main primary unique-—
ness of ECC key is its relatively small key size
with the same level of security as standard. It is
observed that the key size and memory intensity
of ECC are noticeably smaller in comparison with
other asymmetric systems, which has created a lot
of interest especially in the mobile electronics field.

For instance, the same level of security expected
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from 1024-bit of RSA key can be handled by ECC
160-bit key [6]. RSA normally requires 1024-bits
for corporate use and it also requires 2048-bits for
highly valuable keys. ECC and AES has a better
advantage to RSA since their key lengths are rela-
tively smaller, for this reason this study will be
centred on ECC key. This has created a lot of in-
terest especially from the mobile electronics field.
Fig. 1 shows the various workflow in a bank-cen—
tric device payment. The bank prepares the ac-
count data which includes identification of au-—
thorized consumer, it makes the consumer to ac-
cept contactless card payments or transport cards.
On the process payments are made current finan—
cial network which is the NFC.

The mobile network is used during the person-—
alization of the device. This paper proposes a de-
vice payment method based on ECC and Shuffling
based on distributed key.

2. RELATED WORKS

The key strength of the ECC is in its ability to
achieve high standard of security using small key
size. Brown D. et al [8] shows the expected future
security of the encryption as a random number
generator. They opined that ECC may be a more
efficient encryption system than the more tradi-
tional methods.

Branovic [9] used the method called Simple
Scaler hardware emulator to try to get the hard-
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Fig. 1. Retail M—Payment Ecosystem [Eelco de Jong].

ware use of various cryptosystems. In their [9]
work they found that memory latency can cause
inexpensive commodity systems some difficulty.

Gupta and Stebila [10] also did a study on the
communication relationship between ECC and
RSA. Their result shows the encryption feasibility
on the PDA which decryption and signing can car—
ry out, but the research is only based on the web
security.

Obaidur Rahaman [11] proposed a new techni—
que where he uses classic technique of mapping
to characterize affine points in the elliptic curve
that has been displaced. ASCII values of plain text
were paired up and it served as input for the Elliptic
curve cryptography. In their new proposed ap—
proach, they were able to implement text en-—
cryption and decryption using card shuffling logic.
However, with all the above method or approach
to security of devices lack depth which our ap-
proach will display.

QOur approach considered randomly shuffling
shared secret to cause the attacker not to be able
to predicate the secret keys. The main key factor
in this approach is the strength of the key which
will prevent the brute force on the plaintext and
ciphertext. Though there are many secure algo—
rithms, but this project implemented ECDH algo-
rithm.

Encryption process otherwise known as ElGamal
Cryptosystem as Fig. 2. The first step involves ob-
taining the random public key from a trusted key
server. Then, an arbitrary shuffling process of se—

lected points follows. This is as good as using a

Table 1. Comparison of Key Size (Cryptography)

Symmetric RSA and Diffie- Elliptic Curve
Key Size Hellman Key Size Key Size
(bits) (bits) (bits)

80 1024 160
112 2048 224
128 3072 256
192 7680 384
256 15360 521




466 JOURNAL OF KOREA MULTIMEDIA SOCIETY, VOL. 22, NO. 4, APRIL 2019

\ /’—ﬂ\
Swaps all -
Shuffles cards thm‘:“ of Shufiles cipher
wEIng plain text text and ercates
arbitrarily using two cipher point of
selected points shuffled cands P1. P2, and P3
Py, Prand Py %o produce using ElGamal
\ m’:i;‘m“ Cryptosystem )
[y ~
Encryption
"SI Process
Sender receives public
keys from receiver and
creates an ellmtic curve
Randomly chooses three
points from the created
curve

Fig. 2. Encryption Process (ElGamal Cryptosystem).

Receiver
recovers
the plain

Receiver
creates Py, Pa,
and P; from
cipher points by

means of
ElGamal

Decryption
Process

Text

Shuffles

Substitutes Shuffles
cipher text
by use of
P. Ps,and
P;in
reverse

the cards of
cipher text

by a

character
between the
two shuffled

Fig. 3. Decryption Process (ElGamal Cryptosystem).

guessing method. The acquired public key enhan-
ces the swap of all characters of text using shuf-
fling [11]. The shuffling uses ElGamal cryptosys-
tem, finally the sender sends result ciphertext to
cipher points to the receiver.

Decryption process as Fig. 3 shows received
text message which is randomly generated, the re—
ceiver uses encryption algorithm to access the text
- observe that the shuffle is on reverse order.
Then the shuffle received card substitutes the
ciphertext. Finally, the receiver retrieves or recov-—
ers the plain text [11]. In this logic, the receiver
chooses Ep (a, b) with an elliptic curve over GF
(p), el is a point on elliptic curve, el= (x1, y1)
e2=dxel, where d is the private key. Shuffling
process entails the sender receiving public keys Ep
(a, b), el and e2 as broadcasted by the receiver,
and choosing three points P1, P2, and P3 over the
elliptic curve [11].

3. ANALYSIS OF ELLIPTIC CURVES CRYPTO-
GRAPHY

Cell phones are one of the driving tools of the
modern age, especially as mobile devices have been
integrated into workplace, banking, and entertain-
ment system. Smartphones have almost every-
thing once only had by desktop computers. The
simplicity and convenience that comes with mobile
banking has encouraged the users to transfer mon-
ey online between accounts using mobile phones
[17]. This essentially means that the movement of
sensitive information now takes place in a platform
that is smaller and more exposed to external threats
as compared to the relatively stable and secure
desktop platform that was in frequent use before
now. The relative efficiency of transfer comes with
a compromise on the key-size and reduced security.
Power limitations and computational limitations
are among the most important limitations faced on
mobile devices. The surge to take lead in innova-
tion in the mobile technology industry has pushed
the makers to introduce robust encryption schemes
as well as acquaint the ability to use brute force
to crack the powerful encryptions [18].

ECC was introduced by Neal Koblitz and Victor
Miller in 1985 [19] as a unique way of using en—
cryption of public key. The encryption of public key
provides a way to exchange the keys among dif-
ferent entities in a secure manner. There are several
standards in place for ECC including Standards for
Efficient Cryptography Group (SECG), National
Institute of Standards and Technology (NIST), and
American National Standard Institute (ANSID) [20].
Elliptic curve cryptography is different from the
conventional schemes in that it uses discrete algo-
rithm which cannot be easily used when the key
size is the same [21]. The key bytes of elliptic curve
encryption are less compared to the RSA scheme.
RSA key-size cannot be less than 1024-bits for fi-
nancial institutions, so that the users can see the

drop-in battery life as they wait [22]. The speed
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of encryption through elliptic curve is much more
than what is seen in RSA schemes. ECC has been
observed to run more than a hundred times faster
RSA with same security [23].

Many cryptographic algorithms are publicly ob-
tainable, though certain organizations may keep it
a secret. Elliptic curves contain adding and dou-—
bling operations that are defined in fields either
even or odd. A field is defined through a concept
of rings and groups. Ring is a set that has two
operations, whose properties are similar to those
of groups. Groups are closed sets wherein two ele—
ments’ operation leads to another element. Both
rings and groups contain identity elements as well
as inverses for the elements contained in the field.
While in a ring, a group is formed by elements and
the operator of multiplication, it is called as a field.
Elliptic curves exist in as well as off fields. The
algorithms of encryption are similar except the op—
erations of doubling and adding.

Mobile platform offers increased security for
payment not only because of a small key size, but
also because of the optimization of the operations
of doubling and adding in it [24]. “At the focus of
modern device payment systems’ security is the
concept of payment tokenization. The actual credit
card number and expiration date are replaced with
a payment token that is compatible with existing
merchant systems” [25]. However, certain factors
must be considered while selecting the public key
cryptosystem for use in a mobile environment.
These factors include mobile battery life, memory,
and bandwidth. These factors are highly limited in
such constrained environments like wireless pag—
ers or mobile phones. Therefore, the suitability of
a public key scheme relies on the efficiency in terms
of key sizes and computing costs. The obvious
choice for device payment because its strength-
per—bit is the highest in comparison to the other

public key cryptosystems [25].

4. IMPLEMENTATION OF SHUFFLE ALGO-
RITHM

With regards to the expected outcome, C pro-—
gramming language presents procedural way of
coding and not object-oriented. Therefore, each
code that facilitates the exchange of secret keys
from the transmitter side to the receiver is already
preset and simply requires the programmer to input
the codes. A complier will be used to execute the
outcome of the programming. The C program will
be run on Arduino, which will take the typed source
program and convert it into an object file, that can
be executed by the program. Arduino is an open
source tool developed based on hardware and soft—
ware platform that can control and sense objects
than the desktop computer [26]. According to
Arduino in 2011, Arduino development board is de-
signed as a wiring board just as a physical com—
puting platform, which is based on multimedia pro-
gramming environment. It has a computing plat—
form that are based on a microcontroller board, it
has also a development environment for sending
a set of instructions for implementation.

The compiler works in two phases: phase 1
scans the source programs and generates an inter—
mediate code that simplifies the grammar for sub-
sequent processing. This converts the intermediate

code into an object code. The second phase is the
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linker. It appends a standard library code to the ob—
ject file in order to complete the code. This results
in to an executable embedded systems program.
Fig. 4 shows three categories the encrypted and
decrypted process, namely; ECC key generator
part, AES key generator part and Shared Shuffling
Key Part which is our proposed algorithm frame-
work. The dotted line is the separation of the phys—
ical hardware with serial cable. Shuffling seed is
a random seed that are generated from encrypted
and decrypted seed. It also shows the Diffie-
Hellman key exchange, it allows two users client
A and client B, who might have never met before,
or even work together but can communicate with
an established secret key. The process entails that
one of the first pubic key cryptographic protocols
uses secret key between two communication chan—
nels. The protocol has a constrain, then shared key
by itself can never be transmitted over the channel.
This algorithm is designed in a way that it can
be used to interpret any decrypted messages. We
implemented the secret key exchange using C pro—
gramming language. The advantage of this project
over other existing cryptographic key algorithm is
the key strength which is built up on the shuffle
key. It also provides a better security and faster
to implement to compare to other algorithm.
Defining Basic procedure used in this our pro—
posed ECDH algorithm as shown in Fig. 5 and be—
low shows the detailed explanation of the giving

© coma [P

| Zend
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18

[¥] Autoscroll Mo line ending 9600 baud - l Clear output,

Fig. 5. Result Secret shared key.

algorithm:

Client A and Client B need to agree on a prime
number, p and base g before initiating communica—
tion:

p=23 and g=5

Client A selects Private key a whose value is
7 and computes:

Client A=ga mod p= 4

Client B selects Private key b whose value is
9 and computes:

Client B=gb mod p= 3

Client A sends A to Client B and Client B sends
to Client A

To get the shared secret key, Client A computes:
secret = Client Ba mod p, 774 mod 23

Shared Secret = 18

To get the shared secret key, Client A computes:
secret = Client Ab mod p, 9°3 mod 23

Shared Secret = 18

Client A which is Alice and Client B which is
Bob agreed on two numbers as can be seen above
p(Prime number 23) and g(Generator of P 5). Then
Alice and Bob has their private keys, They send
each other the computed value Ba = gb and Ab
= ga. Both Alice and Bob obtained the same value
of the secret shared key as 18. They are the ones
that are authorized to perform this activity because
their private keys have constants a and b that pre—
vent anyone from intruding. It means in between
23, 3, 4, 5 will be difficult to combine the numbers
to obtain the shares secret key which is 18. Fig.
5 above shows that the algorithm is well secure
since the a and b cannot be transmitted across the

wire.

5. ECC KEY GENERATION AND RESULT

On the Transmitter side ECC key generator uses
public and secret keys to share key generator.

The shared secret key identical is generated
from ECC which implies that the key can be de-
crypted and used by the receiver. Symmetric key

generator uses Base64 Conversion to convert
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baset4 key which was encrypted to be decrypted.
The decrypted seed receives encrypted seed that
is shuffled and sent to Share shuffling key. In Fig.
6, the encrypted message with base6b4 key returned
from base64 with decrypted key. The shuffled key
was not first identical because the secret key 1 and
secret key 2 are not the same. Then as the simu-
lation repeats it tasked with the same secret key
1 and secret key 2, it shows the shuffled key identi—
cal which was the expected result.

Applications of this project to device payment
will make use of the user selected share key ran-
domly for data unlock in the secure element.
Strength of application protection in device pay-
ment is not entirely dependent on the strength of
the user selected key; “secure elements built into
the Base64 key or device benefit from additional
protections provided by the device OS which pro-

hibits applications to access the secure element as
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Fig. 7. Shuffle key result,

shown in Fig. 7. Research has been done on the
application of elliptic curves over the logic of card
shuffling for text encryption and traditional key
exchange. They observed many positive aspects in
their proposed algorithm, thus suggesting ECC as
very appropriate for use in device payment. This
type of cryptosystem uses the same key for both
encryption and decryption. Some of the advantages
of this proposed method is that it is very fast rela-
tive to public key cryptography and considered
system secure, if the key is strong. The limitation
could be complication of exchange and admin-—

istration of the key.

6. CONCLUSION

Data encryption using shuffle key, which is an
elliptic curve cryptography points was implemented.
By the understanding of the shuffle key related
with data, the points corresponding to data over
shared key, shows that encryption can be used to
shuffle key to generate shared key for more reliable
security. This project demonstrated random se-
lection of keys that can improve the performance
of security against several cryptographic attacks
and prevent brute force on the plaintext and ci—-
phertext.

Our approach will be very effective on the pay—
ment devices that requires low power and storage
use. The drawback of this paper could be the in—

correct of precision.
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